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Foreword

Software engineering has played a major role in the design, development, and
management of all software-intensive systems for more than fifty years. Currently,
service-oriented systems technologies and application environments such as Cloud
Computing, Internet of Things, Fog and Edge Computing, Smart Home, Smart
Cities, and Big Data are seamlessly integrated with the emergence of advancements
in communication technologies. Therefore, this is a crucial moment adopting
established software engineering principles and practices to service-based appli-
cations. In addition, it is beneficial to forge data science advancement to repositories
of software engineering data such as PROMISE and other publicly available bug
and failure data, thus creating a new era of Software Engineering Analytics. In this
context, one of the main aims of this book is on the application of systematic
approaches to the design, development, and implementation of cloud-based com-
plex software systems and services that will allow parallelism, fast processing,
integrated cloud-IoT-big data services, and real-time connectivity.

This authoritative text/reference describes the state of the art in Software
Engineering in the Era of Cloud Computing (also known as cloud software engi-
neering). A particular focus is on integrated solutions, which take into account the
requirements engineering and domain modelling for cloud computing-based
applications, software design methods for scalability, as well as flexibility, sus-
tainability, and operability for distributed and cloud environments. Additionally,
this book provides a discussion on software engineering analytics (a new area of
interest in software engineering), software engineering best practices, as well as
approaches on cloud-based testing, and software process improvement as a service.
In particular, this reference text provides the following:

• Discusses the latest developments, tools, technologies, and trends in software
engineering methods and techniques in the era of cloud computing.

• Reviews the relevant theoretical frameworks, practical approaches, and
methodologies for cloud software engineering.
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• Examines the key components of cloud software engineering processes and
methods, namely cloud requirements engineering, cloud software design, cloud
software development, cloud software testing, cloud software engineering
analytics, and cloud software process improvement.

• Presents detailed contributions from renowned experts in the field of software
engineering for distributed computing.

• Offers guidance on best practices and suggests directions for further research in
distributed computing.

This illuminating volume is ideal for researchers, lecturers, and students wishing to
enhance their knowledge of technologies, methods, and frameworks relevant to
cloud software engineering for distributed environments. Software engineers and
project managers interested in adopting the latest approaches will also find this
book helpful as a practical reference. There are 13 chapters in this book and are
organized in three parts:

Part I is on Cloud Requirements Engineering and Domain Modelling dedicated
to providing a framework for service requirements, domain modelling approaches,
and approaches to software security engineering for cloud computing.

Part II is on Cloud Design and Software Engineering Analytics with Machine
Learning Approaches that presents chapters on design approaches to the design and
development of cloud services and approaches on software engineering analytics
with cloud-based machine learning tools.

Part III is on Cloud Testing and Software Process Improvement as a Service
dedicated to providing chapters on cloud test as a service paradigm, Software
Process Improvement as a Service (SPIaaS), thus providing automated testing and
metrics to software industries.

In the light of the significant and fast emerging challenges that software engi-
neers and service-oriented computing specialists face today, the editors of this book
have done an outstanding job in selecting the contents of this book. In this context,
I am confident that this book will provide an appreciated contribution to both
software engineering, service computing, and cloud computing communities. It has
the potential to become one of the main reference points for the years to come.

October 2019 Prof. Rajkumar Buyya
The University of Melbourne, Melbourne, Australia
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Preface

Overview

Software engineering (SE) is the application of engineering principles and tech-
nological knowledge for the development of software applications in a systematic
manner. There are numerous approaches to SE, however, with the emergence of
newer technologies and development platforms, and with the ever-increasing
demands from the consumers for more sophisticated software applications, software
engineers are now better able to build software that is much more complex, dis-
tributed, and scalable than before. Whereas, the traditional methods to building
software are still valid if the user requirements are clear and well understood, newer
approaches such as rapid application development (RAD), prototyping, and
service-oriented software engineering (SOSE) are becoming much more attractive
for various reasons including that large-scale highly complex, scalable, and dis-
tributed applications can be reasonably rapidly developed, embedding the highly
desirable characteristics of functional independence, reuse, and maintainability, etc.

With the emergence of service computing vision and the cloud computing
paradigm, software engineering has now moved into a new era. Although these are
two different paradigms, there is much synergy between them in the sense that
whereas service computing covers the whole life cycle of software applications
development and provision, the cloud vision helps with the delivery and deployment
of software as, e.g. the Software-as-a-Service (SaaS) and Software-as-a-Platform
(SaaP).

Software engineers can combine the service and cloud computing paradigms in a
SE framework to resolve some of the SE challenges, e.g. to manage the runtime
quality-of-service of loosely coupled applications components (called services).
Although cloud paradigm has its share of challenges, e.g. with respect to confi-
dentiality, integrity, and security due to its multi-tenant environment, these are
being sorted out with the passing of time.

With this background, although the above technologies are well developed, there
still is an urgent need for even better integrated solutions to software engineering
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and provision, taking into account the consumer requirements of scalability at all
levels, thorough flexibility and sustainability, around the clock availability, secure
multi-tenancy, and operability for large-scale distributed computing applications,
especially for business users. In this respect, the current text aims to extend the
existing body of knowledge in the field of SE in the era of cloud computing.

This book aims to capture the state-of-the-art on the current advances in the said
subject area. Majority of the contributions in this book focus on: requirements
elicitation for software engineering, applications design, cloud testing, SE process
improvement, and software provision. Thirty-three researchers and practitioners of
international repute have presented latest research developments, methodologies,
current trends, state-of-the-art reports, and suggestions for further understanding,
development, and enhancement of subject area of cloud software engineering,
especially for distributed computing environments.

Objectives

The aim of this volume is to present and discuss the state-of-the-art in terms of
methodologies, trends, and future directions for Software Engineering in the Era of
Cloud Computing (also known as cloud software engineering). The objectives
include:

• Capturing the state-of-the-art research and practice relating to cloud software
engineering and software engineering analytics with the use of data science,
machine learning, and relevant processes.

• Discussing developments, tools, technologies, and trends in the subject area of
cloud software engineering and software engineering analytics.

• Analysing the relevant theoretical frameworks, practical approaches, and
methodologies for cloud software engineering and software engineering
analytics.

• In general, advancing the understanding of the emerging new methodologies
relevant to cloud software engineering and software engineering analytics.

Organization

There are 13 chapters in this book. These are organized into three parts, as follows:

• Part I: Cloud Requirements Engineering and Domain Modelling. This section
has a focus on approaches, research, and practices towards requirements elici-
tation. There are six chapters in this part. The Chap. 1 on Requirements
Engineering Framework for Service and Cloud Computing (REF-SCC) dis-
cusses the use of BPMN as a method of requirement engineering in cloud
business operations. The chapter also presents the requirements engineering
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framework for service and cloud computing (BPMN-REF-SCC). Chapter 2
presents an effective requirement engineering approach for cloud applications
that examine different deployment approaches for cloud-based applications.
Chapter 3 has a focus on approaches to requirements engineering for large-scale
big data applications. The Chap. 4 discusses mechanisms for domain modelling
and migrating from monoliths to cloud-based microservices using a large-scale
banking industry case study. Chapter 5 probes further into cloud-enabled
domain-based software development and the Chap. 6 in this section provides a
systematic literature review of security challenges in software engineering for
the cloud.

• Part II: Cloud Design and Software Engineering Analytics with Machine
Learning Approaches. This part of this book comprises three chapters that
focus on software design approaches with reference to cloud computing and
software engineering analytics, which combine data science modelling and
machine learning techniques. The Chap. 7 presents a novel software engineering
framework for software defect management using machine learning techniques
utilizing Microsoft Azure. The Chap. 8 illustrates an approach for sentiment
analysis of twitter data; it uses machine learning techniques. The Chap. 9
contribution in this section suggests a framework for connection handlers to
illustrate design pattern for recovery from connection crashes.

• Part III: Cloud Testing and Software Process Improvement as a Service.
There are four chapters in this section that focus on Cloud Testing as a Service
(CTaaS) and Software Process Improvement as a Service (SPIaaS). The
Chap. 10 provides an analysis of approaches and techniques, considering a
modern perspective on cloud testing ecosystems. The Chap. 11 contribution in
this part addresses an approach Towards Green Software Testing in Agile and
DevOps Using Cloud Virtualization for Environmental Protection. The Chap.
12 presents a novel technique for Machine Learning as a Service for Software
Process Improvement (SPIaaS) which autonomically collects SPI data and
performs analytics for process improvement. The Chap. 13 contribution of this
book presents a set of methods on comparison of data mining techniques in the
cloud for the software engineering perspective.

Target Audiences

The current volume is a reference text aimed at supporting a number of potential
audiences, including the following:

• Cloud Software Engineers, Cloud Service Providers and Consumers, Software
Engineers, and Project Managers who wish to adopt the newer approaches to
ensure the accurate and complete system specifications.
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• Students and lecturers who have an interest in further enhancing the knowledge
of technologies, mechanisms, and frameworks relevant to cloud software
engineering.

• Researchers in this field who require up to date knowledge of the current
practices, mechanisms, and frameworks relevant to cloud software engineering.

Leeds, UK Muthu Ramachandran
Northampton, UK/Hebei, China Zaigham Mahmood
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Chapter 1
Requirements Engineering Framework
for Service and Cloud Computing
(REF-SCC)

Krishan Chand and Muthu Ramachandran

Abstract Requirements engineering (RE) is the most difficult and important stage
of any business process or project development. This research endeavors to find out
the characteristics and aspects of requirements engineering enforced by cloud
computing. Business Process Modeling Notation (BPMN) has made an impact in
the respect to capture the process and to make the changes accordingly for
improvement in business operations. This chapter defines how BPMN can be used
as a method of requirements engineering in cloud business operations. Furthermore,
this chapter presents the requirements engineering framework for service and cloud
computing (BPMN-REF-SCC) and will also discuss the reference architecture for
service and cloud computing. Finally, the research delivers a case of financial cloud
business, which has developed 15 hypotheses for the validation and evaluation
through simulation.

Keywords Cloud computing � Business process modeling (BPM) and Business
Process Modeling Notation (BPMN) � Requirements engineering framework
(REF) � Service and cloud computing (SCC)

1.1 Introduction

While dealing with the cloud computing, the main problem is no one knows where
the data has been saved and who can access the data; hence, software processes
become more complex which is directly impacting the requirements engineering
processes. Traditional software providers were not worried about the issues such as
monitoring, evaluating performance, scalability, customization, and other concerns,
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though cloud providers need to address these non-functional application concerns
which are quite essential for the success of cloud computing services.

For many years, researchers have been working in the field of cloud computing
and requirements engineering. Some of them have also worked on the software
process improvement areas but not discussed any specific design or framework for
cloud computing requirements engineering process. Software engineering in cloud
environment includes some major challenges such as software composition,
query-oriented vs application programming interface (API)-oriented programming,
availability of source code, execution model, and application management. In the
respect to take advantage and to make cloud computing more useful, these chal-
lenges need to be addressed in the different software engineering processes and
methodologies [1].

Some of the researchers have already tried prevailing tools, languages, and other
methodologies in the cloud computing environment while considering requirement
engineering methodologies which are typically focused on the object-oriented
outcomes and service-oriented tools. The main problem in the cloud computing is
the lack of standard, which can help to encounter the main objectives which are
wrapping a different characteristic of cloud computing [2].

According to the research of Todoran et al., approaches and methodologies have
been proposed. However, there was no practical suggestion made on the elicitation
process to utilize by the cloud providers. In addition, another research of
Respschlaeger et al. illustrated a framework which includes the evaluation bench-
marks for the adoption of the cloud services. Furthermore, a framework has been
deliberated by Schrödl and Wind for the validation of the traditional requirements
engineering process with regard to implementation in the cloud. It has been also
concluded that none of the collective models is appropriate to justify the require-
ments engineering under the cloud environment [3–5].

One of the researches of Guha, cloud computing, is the most modernized
buildup for the IT business. However, there are a lot of challenges in the software
engineering of a cloud computing platform which are not been examined yet.
Moreover, no recommended cloud computing platform has been introduced.
Furthermore, the cloud provider should also include the stakeholders in each stage
or cycle of the extended programming methodologies of cloud environment [6].

BPMN helps researchers to create ideas and provide a platform to do the best
research and development. Moreover, best practices and graphical presentation
make it easily understandable. BPMN has different sub-processes and stages, which
identifies the problem to make the best possible changes to improve the perfor-
mance of a business process. Therefore, the research will use the BPMN as the
requirements engineering process to collect the requirements for service and cloud
business. This chapter is a detailed explanation of how BPMN can be important in
the process of requirements engineering method. It can be seen in the previous
research that investing less time and money in the requirements engineering process
leads to project or product failure. BPMN plays a big role at the time of incor-
porating requirement engineering process to save a project to be failed.
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This chapter will explain the importance of BPMN as a requirements engi-
neering method for service and cloud computing in this research. Section 1.2 details
briefly about the business process modeling and also explains the processes and
sub-processes of BPMN and how these processes can be used as requirements
engineering method. Section 1.3 provides a detailed explanation of the BPMN
requirements engineering life cycle for service and cloud computing. Section 1.4
shows how BPMN works with other entities of the organization for service and
cloud computing.With the help of above all sections, Sect. 1.5 introduces a unique
requirements engineering framework for service and cloud computing (REF-SCC).
Section 1.6 details a reference architecture diagram for REF-SCC. Finally, Sect. 1.7
depicts a requirements engineering framework for service and cloud computing
(BPMN-REF-SCC) through experimental validation of a real cloud application of a
credit card.

1.1.1 Business Process Modeling

The aim and objectives of an organization are accomplished by carrying out business
maneuvers in a precise way, and this specific way is known as business processes.
Business processes can be identified to fulfill the customer need and as per the
detailed activities carried out by an enterprise to produce a product. Business pro-
cesses are the main components of an organization and have a direct impact on the
business performance and quality of the product for the success of the organization.
From management to improvement of the processes, so many methodologies have
been introduced to address the multiple characteristics of business processes.

As per the definition given by the Harrington, “a business process consists of a
group of logically related tasks that use the resources of an organization to provide
defined results in support of the organization’s objectives” [7]. Resources of the
organizations and the task-related are the key elements to achieving the business
objective. Effective utilization of the resources and task structure is very significant
for the time cost and the quality of the product and for the organization as well.

Business process modeling (BPM) is the process of collection of tools and
methods to get an in-depth understanding of a business process to manage and
improve the performance of an organization. Business process modeling is the
activity of demonstrating the internal procedures of the business to find out the
current situation in order to improve in the future. There are different graphical
models available for the business process management like flowcharts and Unified
Modeling Language (UML) diagrams.

Due to its existence importance and descriptive nature of the process, the
characteristics representation for the activities such as business process improve-
ment, business process re-engineering and process standardization, business process
modeling is the first stage to success the organizational targets or objectives [8].

The communication of ideas is very important for business and stakeholders.
Numerous techniques are available for the communication purpose such as
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documentary description and graphical representation. Graphical techniques used
charts, diagrams, pictures, etc., for communication and exploration. As it is relating
to pictorial art, it provides a spontaneous understanding of the ideas or concepts.
The concept of addressing the problems related to business management operations
in the graphic flora is known as business process modeling. Business process
modeling helps the stakeholders and business operations to design and understand
the business process and subsequently follow the analysis and improvement process
until implementation [9].

Modeling and simulation are processes to reduce the complexity of the
real-world business process. The main aim of the business process modeling and
simulation is to review the complexity of a process directed to make it with fewer
efforts, accordingly to ease the complexity of the business process and to make it
simple and understanding. However, the main objective of the process modeler is to
make the process understanding, to reduce the complexity in the practical world,
and to design the complex models [10, 11].

Every single element or aspect of the business process needs to evaluate as these
are used as a tool to control and advance the process. Numerous methods are used
for the business process evaluation in the field of computer science. The main
emphasis of computer science is to provide the support to carry out the business
operations, database storage, computational methods and their other correspond-
ing methods for graphical communications. Different stakeholders are involved in
the organization in the numerous levels who evaluate the performance of the
business process. According to the research of Lodhi, Koppen, and Sakke (2013),
the different stakeholders and their involvement in the business process have been
discussed. Executives provide the abstract-level evaluation such as profit and loss,
and these figures are described in the graphical form and the textual descriptions.
Managers are involved in the evaluation of low-level processes with more details of
the business activities and the resources and also make some future projections [12].

Usually, the performance is evaluated in the quantifiable amounts which provide
help to designate the quality of the process. Different techniques and methods are
used for the business process evaluation and the processes, and its elements are
evaluated in the aspect of time, cost, and quality. In the respect to get accurate and
to get the real advantage of the evaluation process, it is necessary to involve all the
participants of the organizations. In the evaluation process, it is important to have
the full picture of the processes from the abstract level to a low level and it is also
important to evaluate the overall impact of making any changes in the process.

1.1.2 Traditional RE Method

Requirements engineering includes the set of activities to discover, validate, elicit,
analyze, document, and maintain the group of requirements for the desired process
or system [13].

The main objective of requirements engineering is to discover the requirements
of a business or product, which can provide quality and can be implemented into a
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business effectively. Requirements engineering is a crucial task that can impact on
the current business activities. Requirements engineering is used as the most
powerful tool for gathering the requirements of a business process with due respect
to analyzing and documenting the requirement of a process [14].

Figure 1.1 shows a landscape of requirements engineering (RE) techniques and
process. The RE process consists of main elicitation, modeling, verification, and
validation activities. This paper mainly focuses on modeling requirements with
BPMN process diagrams which allows us to elicit, develop requirements models,
and validate the models with BPMN simulations. Therefore, it forms an effective
RE tool for eliciting cloud requirements and can also build UML design and
generate services.

Fig. 1.1 Traditional RE method
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The first and important process of RE is elicitation, which consists of
sub-processes such as process modeling, document analyses, interviews, observa-
tions, and brainstorming. After that, requirements specification is the next process,
where requirements need to specify according to business goals and requirements.

After specification of the business requirements, all the business stakeholders
and managements decide if there are any changes required in current specified
requirements. Modeling and verification are the next processes followed by vali-
dation process to complete the requirements engineering process. Validation is the
final process, where direct meeting of all management and staff validates the
process.

The next section describes the BPMN process, and its sub-processes and BPMN
can be used as RE method.

1.2 BPMN as Requirements Engineering Method

This section is the detailed explanation of how BPMN can be important in the
process of requirements engineering method. It can be seen in the previous research
that investing less time and money in requirements engineering process leads to
project or product failure. BPMN plays a big role here to save a project to be failed.
This section will explain the importance of BPMN in this research.

Figure 1.2 shows the different process stages of the business process modeling
technique. The process starts with the assessment to identify the problem, which
leads the process to design and simulate and execution process to get the results and
make improvement in current business operations. And the final task is to validate
and test the process as the need to neglect an uncertain task. All these different
processes will be explained in the next subsections.

1.2.1 Assessment

Figure 1.3 shows the first step of the business process to achieve the maximum of
the current state of the business. Interviewing people working within the organi-
zation will provide the problems associated with the current process. While inter-
viewing, the observation method can also help to investigate the loopholes.
Additionally, another way is the feedback from customers can tell the story of
problems with due respect to the customer.

• Interview people working within the organization to achieve the current state.
• Observation is the best way to find out the problems and to make the decision to

resolve.
• Get feedback from the customers about their experiences.

8 K. Chand and M. Ramachandran



1.2.2 Process Design

Figure 1.4 describes the next stage; once the process is captured and the problem is
identified in the process, then the new business process can be developed or
designed. Keep in mind the current business process, and affirm the changes in the
process will get the desired results. Again, engaging all the major participants can
help in considering the different ideas and suggestions for process improvement.
Moreover, do not respite on one result, and brainstorming method can be used to
get multiple solutions to consider the best.

• Investigate the existing problem in the process before designing and making
changes.

• Evaluate the results of changes in the process.
• Involve all major participants to get the exact current state of the business.
• Do not rely on one solution, and brainstorming is the process to get a different

solution to one problem.

Fig. 1.2 BPMN as a requirements engineering method

Fig. 1.3 Business process
assessment
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