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Preface

Apple distributed 25 releases of the Mac operating system across 35 years. 

And then came iPhone, iPad, and Apple TV. The success of the iPhone 

and the unique challenges to manage mobile devices mean that new 

paradigms in device management had to be established. This meant 

the world of managing Apple devices had to change. That evolution was 

inevitable, from the second the iPhone sales doubled those of the Mac and 

has only gotten more and more clear.

That evolution in device management is now undeniable and 

irreversible. The end result of that evolution is a fate not yet determined. 

But change is afoot. This book is meant to codify those changes and 

identify best practices.

 Who This Book Is For
Simply put, this book is for administrators of organizations that want to 

integrate with the new Apple. Many an organization has started building 

what’s next. And many complain about aspects of how they have to build 

out infrastructure and services. But the world’s most valuable has shown 

no desire to allow exceptions.

This book outlines what organizations need to achieve work effectively 

with the Apple platform and includes not only infrastructure but a mode 

of thinking that you have to adopt to find success, a mode of thinking that 

forces you to leave 30 years of IT dogma at the door. And you can feel free 

to complain, but the faster you embrace, the faster you find success with 

the platform.
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This book is here to help you embrace the new style of management. 

Because it’s not going anywhere.

 Chapters at a Glance
The chapters in this book provide guidance. This guidance is split up into 

a number of chapters that provide insights for each larger theme of Apple 

device management. Most will go through the philosophy and design of 

the Apple device management story. Unless specified in the title, we work 

to unify that management story across the operating systems, covering iOS, 

macOS, and tvOS, noting the differences within each chapter.

 Chapter 1: The Evolution of Apple Device  
Management
How did we get here? It helps to understand the history of how Apple 

management has evolved in the past 20+ years. Understanding where we 

have come from should make you more accepting of Apple’s choices and 

help you better understand where Apple, third-party software vendors, 

and the IT community are taking us. Chapter 1 provides the background to 

get us started.

 Chapter 2: Agent-Based Management
There is no such thing as an agentless management solution. In this 

chapter, we’ll look at management agents that do not include MDM, as 

well as when you will need to use an agent as opposed to when to use 

other  options.

PrefaCePrefaCe
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 Chapter 3: Profiles
A profile is a file that can be used to configure settings on a Mac or iOS 

device. Once you can install a management solution, you can deploy those 

profiles on a device or you can deploy profiles on Macs using scripts. We’ll 

cover how to craft profiles and install them so you can get most necessary 

settings on devices.

 Chapter 4: MDM Internals
What is Mobile Device Management and how does it work under the 

hood? By understanding how MDM works, you will understand what 

needs to happen on your networks in order to allow for MDM, as well as 

the best way to give the least amount of access to the servers or services 

that’s necessary.

 Chapter 5: iOS Provisioning
Covering how to prepare iOS, tvOS, and iPadOS devices for deployment, 

including working with profiles, MDM, Apple Configurator, the App Store, 

and other tools to set up these devices.

 Chapter 6: Mac Provisioning
Setting up Macs has been a bit of a moving target, starting with the end 

of traditional imaging and the rise of zero-touch deployments using 

DEP. This chapter covers how to provision Macs for deployment using a 

variety of methods, including tools from both Apple and third parties.

PrefaCePrefaCe
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 Chapter 7: Endpoint Encryption
Now that the Mac or iOS device has been set up, folks will start adding data 

to them which needs to be protected. Encryption provides that protection 

and this chapter covers how it works, how to enable it, and how to manage 

it for all of your Apple devices.

 Chapter 8: Securing Your Fleet
An administrator can lock down devices so they’re completely secure. 

By turning them off and smashing them with a hammer. Security is 

table stakes in order to grow your device population. Every organization 

has their own security posture, and so once you get settings and apps 

on devices, we will take you through applying your security posture to 

customize the settings on Apple devices.

 Chapter 9: A Culture of Automation and  
Continual Testing
Deploying settings on devices without first testing those settings can cause 

your coworkers to have no idea where things are on their devices, get 

kicked off of networks, or many other things that will cause you to get coal 

during your office Secret Santa. As you deploy more and more iterations 

of systems, settings configurations, and software loads, you won’t be able 

to manually test everything. In this chapter, we’ll work on getting standard 

QA environments built out, so you can test without having to manually test 

everything.
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 Chapter 10: Directory Services
Active Directory was once the bane of many a Mac Admin’s existence. But 

in recent years, the problem of binding and existing in an Active Directory 

environment has been mostly a nonissue. In fact, these days, the biggest 

concern isn’t how but why, given that there is now a bevy of options for 

dealing with Directory Services. In this chapter, we go through how to get 

Macs to work with Active Directory and function as a first-class citizen on 

predominantly Windows networks.

 Chapter 11: Customize the User Experience
You can’t cover device management without discussing one of the main 

reasons why people actually want to manage devices: to make the lives of 

their coworkers better. The book has thus far been about deployment and 

the finer technical details. We’ll look at techniques and tools to leverage 

some of the things you’ve learned how to do in order to into world class 

support and enablement workflows.

 Chapter 12: Identity and Device Trust
Federated identities are important as they keep us from putting our 

passwords over networks. This allows us to more easily access resources 

on networks and be more secure at the same time. What can be better? In 

this chapter, we cover common federated identity solutions and how to 

leverage them in new ways.
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 Chapter 13: The Future of Apple Device  
Management
By this point, you’ve likely stopped caring and just want the authors to 

wrap it up already. We get that. But in case you’re still reading, you’ll 

find a little prognostication for things to consider future-proofing your 

deployments.

 Think Different
How cliché can we be? Obviously very. But there’s an important concept 

that needs to be addressed, and that’s attitude. Apple is forging their own 

path in IT. They trade spots with Amazon, Google, and Microsoft as the 

wealthiest company to ever exist. And they will not be constrained by 30 or 

more years of dogma in the IT industry. Or at least that’s the way they often 

portray their perspective on the industry.

As you’ll see in Chapter 1, Apple is actually going about mass device 

management in much the same way it has since the 1980s. The screens 

look similar, the options look similar, sometimes with the same words. 

But due to the private data on systems and the ease of identity theft, 

there’s much more a focus on end-user privacy. Still, Apple devices aren’t 

Windows devices. But they are increasingly sharing a code base, and this 

has led to more similar management techniques than ever before.

The most important thing to consider is you want to try to shoehorn 

Apple devices into outdated modes of device management or whether you 

are ready to embrace Apple’s stance on management. If you aren’t ready 

to embrace the Apple way, then you might not be ready to manage Apple 

devices.

PrefaCePrefaCe
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CHAPTER 1

The Evolution 
of Apple Device 
Management
Once upon a time, in a land far, far away, the Mac existed in a vacuum. 

Unmanaged and left behind in the grand scheme of the corporate 

enterprise, it was at best overlooked by Windows-centric IT departments 

and, at worst, marked for retirement and removal. In those times, it was 

common to see a Mac network running as a silo, often with a dedicated 

cable modem for Internet access and sometimes even with a dedicated 

mail server to support the creatives. And yes, it was pretty much 

exclusively creatives.

The platform seemed to be dying, as Apple’s sales slumped and 

Microsoft’s offerings dominated the consumer and enterprise markets. 

Gradually, deployments of Apple equipment shrank to small workgroups 

with one exception: education.

Schools around the world continued to embrace the Apple platform 

throughout the tough times at Apple. During those times, anyone with 

large-scale Apple management experience was almost certainly working 

in a school or for a school district. But everything started changing with 

the advent of the iPhone. Suddenly enterprises were looking to education 

for guidance on how to deploy large numbers of Apple devices, CIOs were 
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asking their IT departments why IT wasn’t supporting the CEO’s new 

MacBook Air, staff at some schools started moving into large companies, 

and some of the requirements we faced started to change.

The more things change, the more they stay the same, but not 
exactly. When Apple asked me to take over updating the 
Directory Services course and book, we used Mac OS X Server 
to keep management, identity, and authorization settings in 
the same place: Open Directory. But most wanted to leverage 
identity and authorization stored in another directory (LDAP 
or Active Directory). Then it seemed like no one cared about 
Directory Services any more and the focus was on moving 
from directory-based management (Workgroup Manager) to 
MDM. Now we’re learning more about integrating MDM solu-
tions with various 3rd party Identity Providers (IdPs). The fun 
part of this job is trying to figure out... What’s next?

—Arek Dreyer, Dreyer Network Consultants and the author 
of several books on macOS and macOS Server

There are about as many reasons for this change as there are Apple 

fans. But the change is not deniable. The rise of Apple in the enterprise 

and the growth has led to a number of innovations from Apple. The 

management story completely changed with the advent of Mac OS X, now 

called macOS. But it started long before that.

In this chapter, we’ll look at this management story – beginning in the 

dark ages, through the Renaissance that was the emergence of Mac OS X 

rising like a phoenix from the ashes of NeXT and into the modern era of 

macOS and iOS management, starting with the Apple II.

 The Classic Mac Operating System
The Apple II was released in June of 1977 and changed the world. It  

was really the first mass-produced and therefore actually accessible 

computer. Back then, if environments had more than one computer,  

Chapter 1  the evolution of apple DeviCe ManageMent



3

device management involved walking around with floppy disks that were 

used to boot the computer. Large-scale device management didn’t become 

a thing until much, much later.

The Macintosh was released in 1984, marking the first rung of the 

upward climb to where we are today. We didn’t want to cover Apple 

device management at every step from the Apple II and on. Mostly 

because we can’t find too many people who can recall actual facts from 

that time frame and there was really nothing worth talking about in the 

mid-2000s. Between Apple’s System 6 to Mac OS 9 operating systems, 

Mac management over the network often used the AppleTalk network 

protocol (which was released in 1985 but only went away in 10.6 in 2009) 

instead of TCP/IP. In addition to being unsupported by any other platform, 

AppleTalk’s methods of network communication were viewed by many 

as being unnecessarily “chatty.” This, other Apple-specific characteristic, 

and the difficulty of managing Apple devices using Microsoft management 

tools led to the opinion that many old timer IT execs still have today: 

“Apple devices don’t play nice on corporate networks.”

 Network Protocols
We still get questions about whether or not Apple devices will cause 

problems on modern networks. If an Apple device can hurt a network, 

then the network sucks. So, we can dispel that rumor now. But it is true 

that once upon a time, Apple devices could spew AppleTalk traffic on the 

network that caused packet storms or other problems. But then, so could 

IPX or NetBIOS, which were initially released in 1983.

Networking was initially built into the Lisa in 1983 in the form of 

AppleNet. AppleNet was replaced by AppleTalk in 1985 and Apple finally 

dropped support for AppleTalk in 2009, although it had not been used 

much since the introduction of Mac OS X. Apple was able to join TCP/IP 

networks in 1988 with the release of MacTCP, giving access to most types of 

devices that a Mac would connect with.

Chapter 1  the evolution of apple DeviCe ManageMent
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Before Mac OS X, the Chooser was a tool used to connect to network 

file servers and printers. Shown in Figure 1-1, the Chooser would scan the 

network for AppleTalk devices and display them, allowing you to choose a 

device to mount. Because networks were growing and discovery protocols 

didn’t always find devices on the network, you could also define an IP 

address to connect to if the host didn’t show up in the list – also useful 

when connecting to other LANs or over a WAN.

With the advent of Mac OS X in 2001, the Chooser was replaced with 

the Connect to Server option (Figure 1-2), which had everything required 

to connect to file servers, WebDAV, and FTP servers available in most 

standard TCP/IP environments. Apple added Rendezvous to Mac OS X 

beginning in 2002, enabling Macs to find devices and services over TCP/

IP. Renamed to Bonjour in 2005, this zero-configuration technology 

Figure 1-1. The 1990s era Chooser
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uses mDNS (multicast Domain Name System) to allow you to locate 

and connect to devices or services on networks with the same level of 

convenience that AppleTalk offered.

The concerns about Apple on corporate networks were valid at 

times. During the massive rollouts of Windows 95 and then Windows 

98, many environments used Novell networks or left IPX/SPX enabled 

on computers. NetBIOS, and later NetBEUI, were often enabled as well, 

causing a lot of traffic going over older hubs. When you added AppleTalk 

into that mix, there could legitimately be just too much traffic for the 

network equipment of that era. Luckily, AppleTalk is long behind us. 

Additionally, many switching environments started to ship with Spanning 

Tree Protocol (STP) enabled during the 2000s. Macs could have issues with 

Spanning Tree Protocol, especially if AppleTalk had not been disabled. 

However, Mac OS X’s declining need for AppleTalk meant that disabling 

AppleTalk on networks was already a best practice by the mid-2000s unless 

backward compatibility with old hardware was necessary.

Given that we had networking on the platform, larger environments 

naturally looked toward being able to manage devices over that network.

Figure 1-2. The Connect to Server Dialog

Chapter 1  the evolution of apple DeviCe ManageMent
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 Early Device Management
Devices weren’t managed as intricately back then, though. Not only 

were the network protocols different, but the technology stack was wildly 

different; there weren’t nearly as many devices being managed from a 

central location, and we didn’t have 30–40 years of IT wisdom on how 

to make the lives better for our coworkers, students, or even ourselves. 

Maybe you managed extensions (as Desk Accessories) using Font/DA 

Mover or launchers. This allowed you to install fonts and things like 

screensavers – but Apple-provided tools for centralized management of 

Macintosh settings by and large weren’t available up until the 1990s.

Then came Apple’s At Ease. At Ease was an alternative desktop 

environment released for System 7 in 1991, which provided a simplified 

desktop environment for multiple users to use and share files; 

functionality not otherwise supported in the Mac at that time. But as At 

Ease evolved, Apple also released At Ease for Workgroups. This new tool 

provided client configuration options and a restricted Finder mode, as 

well as a home folder that could be stored on an AppleShare IP Server and 

with eMate the ability to Hand In homework for classes (Figure 1-3). That 

restricted Finder mode would later evolve into a multi-user operating 

system environment in Mac OS 9 and the Simple Finder, which is still 

around today in modern macOS.
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The following are few important things to keep in mind as we progress 

through the years:

• At one point, At Ease was a unified tool to manage 

file shares, printers, settings on devices, and mobile 

devices (the Newton).

• At Ease brought some semblance of multiple users, but 

the actual operating system of the Mac didn’t interpret 

those the way it does today.

• Many of the philosophies you can see in At Ease are still 

the same even though the way those are implemented 

on devices is now quite different, due to a shift from 

Figure 1-3. Handing In homework in a managed environment
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