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SerieS editor’S Preface

Russell Brewer, Melissa de Vel-Palumbo, Alice Hutchings, Thomas Holt, 
Andrew Goldsmith, and David Maimon present a critique of seven dif-
ferent types of commonly deployed crime prevention interventions 
which they believe have the potential to be used in tackling cybercrimes 
(with a specific focus on cyber-dependent offences). Certainly, for this 
reader, these distinguished authors have fulfilled their aim ‘to make a 
substantial original contribution’ as to how their chosen crime preven-
tion techniques can be used to tackle offending in the digital realm.

Running through their analysis are at least three issues. The first is 
that cyber-offending and cyber-offenders typically have different char-
acteristics to traditional offline offenders/offences. This complicates the 
potential application of traditional crime prevention approaches when 
applied to the digital arena. Second, there is a paucity of research, and 
in particular evaluations of these prevention approaches in the online 
world. The third point is that where there is evidence, it often produces 
mixed results—sometimes interventions work as intended, sometimes 
not, sometimes their effect is neutral, and sometimes they can make 
things worse. This book charts a path through these issues by critiquing 
the available evidence in the offline world, identifying relevant overlaps 
with activities online, and then exploring the potential for them to be so 
applied—providing guidance at the same time as to how this might be 
undertaken most effectively.

Taking situational crime prevention as an example, and there is 
more research on this approach than any other they discuss, evaluations 



suggest antivirus products are able at detecting and preventing malware 
attacks but are less positive about the effectiveness of warning messages 
in mitigating malicious hacking. The available evidence bars for other 
techniques such as firewalls, passwords, and security awareness pro-
grammes are far less developed.

Mass media messages such as awareness-raising campaigns are found 
wanting offline and have a limited applicability to online offending. 
Educational workshops may have potential although they will need a 
different orientation when applied in the cyber-world. Even good men-
toring programmes can be thwarted by the difficulty of identifying 
relevant populations of both offenders and volunteers to help them. 
Targeted warnings and cautions by the police to warn potential offenders 
are deemed to have some potential where, for example, they focus on 
the wrongfulness of the act rather than the offender. Positive diversions 
that redirect offenders away from crime have some potential, for exam-
ple, by transitioning malicious hackers to legitimate cybersecurity jobs. 
Restorative justice also has some appeal to victims and may help some 
offenders.

You will read more. The potential varies with offences and offenders 
and the context in which measures are introduced, but what is clear is 
that there is a need for more research. Offending has proliferated online 
because offences can generally be committed with more anonymity, 
where they have less chance of being identified, arrested, and success-
fully prosecuted and where victims are in plentiful supply. We know that 
policing generally and the security world specifically have struggled to 
keep up with changes, and this book suggests criminologists have too. 
Helpfully they outline in their final chapter ways of filling the knowledge 
gaps, both in terms of key issues to focus on and the positives and limita-
tions of different evaluation methodologies.

This book is more than about cybercrime. It provides a critique and a 
review of crime prevention approaches and charts a way of better identi-
fying how a much-neglected area of enquiry can be better understood, 
and, as importantly, how we can best target future prevention efforts. 
These alone make it an enticing read.

July 2019 Martin Gill
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Abstract  The book begins with an introductory chapter that sets the 
scene: providing an overview of the core principles associated with crime 
prevention targeting that will be drawn upon throughout. It chronicles 
the unique aspects of offending within digital contexts, and in particular, 
explicates offending lifecycles, and flags significant points of divergence 
from what is broadly accepted for offline forms of offending. Next, it 
provides a methodological account of the approach taken in researching 
this book, before concluding with an overview of chapters to come.

Keywords  Cybercrime · Cyber-dependent crime · Cyber-offender · 
Crime prevention · Cybercrime prevention · Intervention

introduction

Criminological research has made significant advances in the development, 
deployment, and evaluation of the myriad crime prevention strategies 
designed to identify and target individuals at various stages of the offend-
ing life cycle. This work, however, is principally rooted in understand-
ings of what may be loosely called ‘traditional’ crime settings (Newman 
and Clarke 2003). Cybercrime is a relatively new crime type, and there 
has been little systematic attention given to the specific digital settings 
and contexts in which it occurs. As a result, many cybercrime prevention 

CHAPTER 1

Setting the Scene
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2  R. BREWER ET AL.

recommendations are not necessarily evidence-based. Such initiatives also 
tend to ignore the role of the offender (who can often displace to new 
targets or methods) and place the onus on victims to protect themselves. 
Scholars, practitioners, and policymakers are now seeking more effective 
ways to prevent cyber-offenders from attacking certain targets and to prac-
tically facilitate desistance from serious forms of cybercrimes. At present, 
they face a largely undeveloped theoretical and empirical body of literature.

Identifying and articulating evidence-based approaches to cybercrime 
prevention is critical due to the increasingly serious economic, national 
security, and political harms associated with the now-routine reports of 
compromised computer systems that have been used to access, reveal, 
or resell sensitive data (Franklin et al. 2007; Holt et al. 2016; Hutchings 
and Holt 2016; Motoyama et al. 2011). This book addresses this knowl-
edge gap by investigating the applicability of evidence-based interven-
tions to prevent cyber-dependent crimes. That is, crimes that can only 
be committed using a computer or network and include such acts as 
 spreading viruses, malware, spyware, malicious hacking, and distributed 
denial of service attacks (DDoS) (McGuire and Dowling 2013).1 These 
attacks have become a common global problem: in 2015, more than 
1600 data breaches targeting governmental and private organisations 
exposed over 707 million records around the world (Gemalto 2015). 
Moreover, users of private computers, smartphones, and even medical 
devices increasingly report infiltration of their devices by illegitimate users 
(Storm 2015). This book adopts a broad definition of cyber-dependent  
crime that includes both ‘illicit intrusions into computer networks’, as 
well as the ‘disruption or downgrading of computer functionality and 
network space’ (McGuire and Dowling 2013, p. 4). Accordingly, the 
term ‘cyber-offender’ used throughout this book is also to be construed 
broadly—denoting those who use their knowledge to cause harm to, 
or directly damage, computer software, hardware, and data. This may 
include the use of malware (whether created by the individual or pur-
chased/acquired from others) or exploits, or the manipulation of human 
actors to achieve said goals. This breadth is merited due to the range 
of interests and attack techniques that can be, and have already been,  

1 Such activities can be distinguished from cyber-enabled crimes which are regarded as 
‘traditional’ crimes that are augmented through the use of computers or networking tech-
nologies (e.g. fraud) (McGuire and Dowling 2013).
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used by individuals to successfully complete a cyberattack. Additionally, 
researchers have noted the overlapping interests and skills needed in 
order to write malware, engage in DDoS attacks on a fee-for-service 
basis, or complete malicious hacks more generally (Décary-Hétu and 
Dupont 2012).

Overall, the book aims to make a substantial original contribution to 
how the discipline of criminology understands and can reasonably apply 
longstanding, tried and tested, traditional crime prevention techniques 
to the digital realm, particularly for cyber-dependent crimes. In doing 
so, it breaks new ground and articulates the ways that crime prevention 
research and practice needs to be reimagined for an increasingly digital 
world.

This introductory chapter sets the scene for the book, providing an 
overview of the core principles associated with crime prevention tar-
geting that will be drawn upon throughout. It chronicles the unique 
aspects of offending within digital contexts, and in particular, explicates 
offending lifecycles, and flags significant points of divergence from what 
is broadly accepted for offline forms of offending. Next, it provides a 
methodological account of the approach taken in researching this book, 
before concluding with an overview of chapters to come.

aPProacheS to crime Prevention

In crafting any sort of preventative measure, be it on- or offline, it is 
important to first consider the point at which (i.e. when) an interven-
tion is most suitable. Taking cues from an established public health lit-
erature, crime prevention scholars acknowledge that interventions can 
be designed to target different points (in this case, of the offending life 
cycle). These can broadly occur at one of three stages (Brantingham and 
Faust 1976). First, interventions can be designed to target the primary 
prevention stage, whereby they are intended to target and prevent crim-
inal behaviour before it occurs. Interventions appearing at this stage are 
considered to be the most universal, being largely undiscriminating and 
targeted at wide populations. Such interventions tend to focus upon 
the earliest stages of the offender life cycle, before potential offenders 
begin engaging in criminal behaviours. Typically, interventions occur-
ring at this stage involve reducing opportunities for crime, or enhancing 
social factors that reduce an individual’s likelihood of becoming involved 
in crime. The next stage, classed as secondary prevention, is targeted  
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towards people at risk of embarking on a criminal career, such as chil-
dren who show some signs of delinquent behaviour. Such interventions, 
therefore, devote effort and resources towards those who may have an 
increased proclivity for criminal conduct, but before they graduate into 
more serious offending. Finally, the tertiary prevention stage focuses on 
treating individuals after they have become involved in crime. The focus 
at this stage is to prevent individuals reoffending. This is the most tar-
geted level of intervention, by which individuals are formally referred 
to programming by the criminal justice system following a criminal 
conviction.

Determining the appropriate stage at which an intervention is to be 
directed can be based on several factors, including characteristics of the 
crime and the offender group, as well as more practical considerations 
such as resources. In particular, much research suggests the develop-
ment of effective interventions relies on the accurate identification of 
factors known to contribute to offending (e.g. Bonta and Andrews 
2017; Andrews and Bonta 2010; Andrews et al. 1990; Dowden and 
Andrews 1999; Koehler et al. 2013). Considerable research has been 
done to explicate such factors—particularly in offline settings. While 
criminogenic factors vary somewhat across different criminal popula-
tions (e.g. sexual offenders versus others), there is substantial overlap 
between categories, and correlates for criminal behaviour show many 
similarities for specific forms of criminal deviance (Bonta and Andrews 
2017). The best-validated risk factors for criminal behaviour include: 
individual factors, such as being male and young, substance abuse, low 
educational achievement/unemployment, lack of structured prosocial 
leisure activities, antisocial personality patterns (i.e. impulsivity, poor 
problem-solving), antisocial cognition (i.e. attitudes/values/beliefs that 
promote criminal behaviour such as lack of empathy, pro-crime justifi-
cations, and anti-law attitudes); family factors, including coming from 
a low socio-economic status home, abuse and neglect, poor parental 
mental health, parental criminal history, parenting style, and parent–
child relationship (i.e. harsh, lack of affection and supervision); and 
social factors, including urban environments, unstable living arrange-
ments, and exposure to delinquent peers (for reviews see Cottle et al. 
2001; Gendreau et al. 1996; Lipsey and Derzon 1998; Murray and 
Farrington 2010).


