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Editorial

International Humanitarian Law (IHL), law of weaponry and the international arms
control architecture as a whole are confronted with a formidable array of challenges.
New military technologies are set to revolutionize military affairs and challenge
traditional arms control paradigms. At the same time, resurgent big power rivalries
and shifting geopolitical power dynamics in the twenty-first century are putting
increasing pressure on existing arms control structures many of which are imbued
with twentieth century rationales.

Nowhere is this more visible than with regard to nuclear weapons where tra-
ditional arms control regimes are currently eroding at an alarming pace. With the
demise of the Intermediate-Range Nuclear Forces Treaty’s (INF) Treaty and the
US’s withdrawal from the Joint Comprehensive Plan of Action, better known as the
Iran Nuclear Deal, now even the future of the Non-Proliferation and New Start
treaties, both of which are due to be reviewed in 2020 and 2021 respectively, is
uncertain.

But also beyond the realm of nuclear disarmament there are challenges abound.
Prohibited chemical weapons have repeatedly been used in Syria and the possibility
of newly emerging generations of biological weapons, based on developments in
genetics and genomics, are increasingly a cause of concern. What is more, since
Russia’s suspension of the Treaty on Conventional Armed Forces in Europe it is
clear that the erosion of arms control is not confined to weapons of mass destruction
but similarly affects the broad field of conventional weapons control. In addition,
the use of explosive weapons in densely populated areas in warzones such as Syria
and Yemen as well as the important issue of arms transfers and their restrictions
have increasingly come into focus.

Simultaneously, the militarization of artificial intelligence (AI), outer space and
cyber space combined with rapid developments in robotics, nano-technology and
the field of hypersonic missiles are raising new humanitarian concerns and regu-
lative challenges many of which remain incompletely understood and are in need of
further and deeper discussion.

vii



viii Editorial

It is against this backdrop, that Volume 21 (2018) of the Yearbook of
International Humanitarian Law is devoted to the humanitarian and legal challenges
surrounding weapons and new military technologies. The volume starts with a
contribution from Mirko Sossai who explores “The Demands of Future Operations
and the Promise of Non- or Less-Lethal Weapons™ and traces recent developments
in this area while considering the specific demands of peace-keeping and law
enforcement scenarios and generally military operations aiming to protect the
civilian population.

Stuart Casey-Maslen then turns to “The Status of Nuclear Deterrence Under
International Law in Light of the Treaty on the Prohibition of Nuclear Weapons”
and the delegitimizing impact this treaty has on nuclear deterrence at a time where
new technological capabilities such as offensive cyber operations are rendering
nuclear deterrents increasingly ineffective. Matthias Brenneke in his contribution on
“Lethal Autonomous Weapon Systems and Their Compatibility with International
Humanitarian Law: A Primer on the Debate” argues that—at least for the
time-being—Ilethal autonomous weapons systems are incompatible with IHL and
that therefore humans must stay in or on the loop to retain meaningful human
control. Finally, Joshua Hughes looks into another important dimension of the
weaponization of Al and explores “The Law of Armed Conflict Issues Created by
Programming Automatic Target Recognition Systems Using Deep Learning
Methods” cautioning that this programming method contains inherent limitations
such as the inability for the resultant algorithms to comprehend context and the near
impossibility to retrace the decision-making process of these algorithms.

In the second part of the Yearbook Beatrice Heuser adopts a historic perspective
and looks into “Ordinances and Articles of War before the Lieber Code, 866—1863:
The Long Pre-History of International Humanitarian Law” emphasizing, contrary to
the common mainstream narrative of IHL textbooks and reference works which
tend to depict the American Lieber Code as the starting point of codified IHL, that
the Lieber Code was only one in a series of such ordinances that can be traced back
in Europe to the ninth century.

As is customary, the Yearbook concludes with a “Year in Review”, this year
co-authored by Kilian Roithmaier, Monika Tobjasz and Pauline Bove.

Finally, the members of the Editorial Board would like to extend their warm and
sincere thanks to Tim McCormack. Timothy McCormack was General Editor of the
Yearbook from Volume 6 (2003) up to and including Volume 11 (2008) and has
been Editor of the Correspondents’ Reports from Volume 11 (2008) up to and
including Volume 20 (2017). His contribution to the Yearbook in both capacities
has been very substantial and valuable in a number of ways. Tim is one of the
world’s leading authorities on the law of armed conflict and his scholarship, insight
and experience have enriched the Yearbook over all the years of his association
with it. Moreover, as anyone who has worked with him can testify, he is a warm
and generous person who is a pleasure to know and work with and these qualities



Editorial ix

were clearly evident during his long association with the Yearbook. Due to his
appointment as Dean of the Law School at his alma mater, the University of
Tasmania, he has decided to discontinue his activities on the Editorial Board. Tim,
many thanks for all your many years with the Yearbook and all the best!

Amsterdam/Breda, The Netherlands Terry D. Gill
Glasgow, UK Robin Geif
Berlin, Germany Heike Krieger

The Hague, The Netherlands Christophe Paulussen
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Chapter 1 )
The Demands of Future Operations e
and the Promise of Non- or Less-Lethal
Weapons

Mirko Sossai
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Abstract Non-lethal technology continues to attract the interest of States, indi-
vidually and in the context of regional and universal organisations. Peace opera-
tions deployed in asymmetric threat environments are in need of equipment more
suited to the requirements of such operations: non- or less-lethal weapons might
offer a valuable alternative to firearms in certain scenarios, particularly when armed
forces are involved in the protection of the civilian population as well as in law
enforcement activities. It is important to distinguish between conduct of hostilities
and law enforcement scenarios, as different legal paradigms apply with regard to the
use of armed force. Moreover, whereas under the latter, there is at least an implicit
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4 M. Sossai

obligation under human rights law to equip State officials with less-lethal weapons,
the prevalent view is that no such duty exists under the former. What characterises
the most recent developments in the field of the regulation of non- or less-lethal
weapons is the effort to offer practical guidance as concerns testing, procurement,
training and monitoring, on the assumption that, in a law-enforcement situation, the
cumulative principles of legality, necessity, proportionality and precaution govern
the use of force by State agents.

Keywords Civilians - Conduct of hostilities -+ Law enforcement - NATO -
Non-lethal weapons - Proportionality

1.1 Introduction

Almost two decades have passed since the North Atlantic Treaty Organization NATO
and its member States showed a specific interest in the development and employment
of non-lethal technologies. The definition of non-lethal weapons (NLW) provided by
the 1999 NATO policy has continued to represent a reference point for any critical
assessment of them: they were defined as “weapons which are explicitly designed and
developed to incapacitate or repel personnel, with a low probability of fatality or
permanent injury, or to disable equipment, with minimal undesired damage or impact
on the environment.”

The lively debate that followed the adoption of the NATO policy—animated
essentially by a core group of experts with different backgrounds—challenged the
impression that such a category could constitute a fundamentally distinct category
of weapons under international humanitarian law (IHL).? Trrespective of any pro-
mises of sparing human lives, existing rules and principles of IHL apply to
emerging non-lethal technologies, whether anti-personnel or anti-materiel: under
Article 36 of Additional Protocol I, States are under a duty to conduct legal reviews
of new weapons in order to determine if their employment “would, in some or all
circumstances, be prohibited”.3

Yet, scholars have questioned the analytical value of the concept of “non-lethal”
itself:* the reference to “low probability of fatality” does not seem to constitute a
decisive criterion in drawing a clear line between “lethal” and “non-lethal”, given
that the danger of fatal injury remains for the use of most weapons.” Even the term

' NATO 1999.
2 See, inter alia, Boothby 2016, p. 216.

3 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts (Protocol I), opened for signature 8 June
1977, 1125 UNTS 3 (entered into force 7 December 1978) (AP I), Article 36.

4 Fidler 1999, p. 97.
5 See Casey-Maslen 2010, p. 9.
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“incapacitation” appears to be misleading, for example in the context of the toxic
chemicals known as incapacitating agents.

This contributes to explaining—at least partially—the reason why the notion of
“less lethal weapons” increasingly emerged, particularly in academic circles.
Although there is no agreed meaning in international law, an accepted working
definition for law enforcement purposes is based on a comparison with firearms, as
weapons having “a lower risk of causing death or serious injury”.® It remains that
the current debate on the regulation of autonomous weapons systems (AWS) has
been characterised by the dichotomy lethal/non-lethal, particularly as regards the
question whether there exists a specific duty to build AWS only in such a way that
they are unable to kill human beings.’

In the last twenty years, several attempts have been made to offer a compre-
hensive taxonomy of NLW, by referring to both the specific technology they
employ as well as the effects on personnel and equipment. Several categories of
existing and programmed technologies have been identified by NATO: acoustic
systems, such as flash bang and acoustic hand grenades, loud speaker arrays, and
underwater acoustic devices; chemical agents, including tear gas, malodorant,
pepper spray, and irritants deployed using various means; electromagnetic weap-
ons, comprising optical warning devices, electro-muscular incapacitation, radio
frequency vehicle or vessel stopping, disruptive high-power microwaves;
mechanical/kinetic devices, such as munitions with blunt impact effects and various
counter vehicle nets and barriers.”

6 See Geneva Academy of International Humanitarian Law and Human Rights (2018). See also
Institute for Non-Lethal Defense Technologies 2004, p. 182: “technologies, weapons and tactics,
which are less likely to result in death or serious injury than conventional firearms”.

7 See the discussion during the 2018 session of the Group of Governmental Experts on emerging
technologies in the area of lethal autonomous weapons systems (LAWS), as to the characterisation
of this category: whereas

some delegations felt that lethality was an essential characteristic, [...] several delegations
expressed the view that a focus on lethality would fail to address injuries to persons or
damage to objects that are protected by IHL, [...] while others felt that the term ‘lethal’ as a
characteristic needed to be further examined in the light of the fundamental notion of use of
force, which triggers legal obligations under international law irrespective of lethality.

Group of Governmental Experts of the High Contracting Parties to the Convention on Prohibitions
or Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed to Be
Excessively Injurious or to Have Indiscriminate Effects (2018) Report of the 2018 session of the
Group of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous
Weapons Systems, UN Doc. CCW/GGE.1/2018/3, p. 12.

8 Cf. NATO 2009. For a discussion of the relevant non-lethal technologies, see Dahl 2012,
pp. 218-228.
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1.2 The Persistent Need for Non-Lethal Technologies

There is no doubt that innovations in science and technology have been a driving
factor in the development of NLW. It has also become obvious that the context for
military activity has evolved in the last decades. In its 1999 policy paper, the NATO
Council identified NLW as a “critical, additional capability needed in order to meet
the demands of future operations”.”

As the world urbanises, hostilities are increasingly taking place in densely
populated areas, including city centres.'” In recent years, the acquisition of NLW
has been regarded as a valuable option to protect the civilian population, as required
by the rule of proportionality and the obligation to take all feasible precautions
under IHL."" In Afghanistan the International Security Assistance Force (ISAF), led
by NATO, implemented policy changes for its counterinsurgency activities, in
order to minimise civilian casualties, recognising that such harm could lead to the
loss of support for the mission, undermine longer-term political objectives and,
ultimately, affect mission success.'? In particular, a 2011 report for the ISAF
Commander recommended “a “deep dive” to identify non-lethal capabilities and
options”, as initial data showed a 80-90% reduction in undesired outcomes—
including both own force casualties and civilian casualties—when NLW were
available."”

Still, the starting point of the NATO S&T studies'* has been the consideration
that NLW were successfully used by armed forces not only for the conduct of
hostilities, but also in law enforcement activities to maintain or restore public
security, law and order:'> in Bosnia and Kosovo, in the context of peace operations,
as well as in counter-piracy activities off the coast of Africa.'® However, it is
important to distinguish between these two scenarios, as different legal paradigms
apply with regard to the use of armed force: whereas jus in bello allows the use of
lethal force against lawful targets in the conduct of hostilities, international human

® NATO 1999.

19 Bernard 2016, p. 2.

1 See AP 1, above n 3, Articles 51(5)(b) and 57; Protocol Additional to the Geneva Conventions
of 12 August 1949, and relating to the Protection of Victims of Non-International Armed Conflicts
(Protocol II), opened for signature 8 June 1977, 1125 UNTS 609 (entered into force 7 December
1978), Article 13. The principles of proportionality and precautions in attack are considered
customary in both international and non-international armed conflicts. See Henckaerts and
Doswald-Beck 2005, pp. 4651, Rules 14-15.

12 Cf., inter alia, Muhammedally 2016, p. 232.

3 Cf. NATO 2017.

14 See, already, NATO 2004.

Melzer and Gaggioli 2015, p. 63: “the generic concept of law enforcement comprises all
territorial and extraterritorial measures taken by a State or other collective entity to maintain or
restore public security, law and order or to otherwise exercise its authority or power over indi-
viduals, objects or territory”.

16 On the use of NLW in maritime operations, see Annati 2014.
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rights law (IHRL) protects the right to life during law enforcement activities
meaning that lethal armed force may be employed only as a last resort. In the legal
assessment of the use of NLW, one should take into account that the principles of
necessity, proportionality and precaution operate differently under the two para-
digms, although sometimes it may be difficult to draw a clear line between situa-
tions governed by the conduct of hostilities framework and those governed by the
law enforcement one.'’

The deployment of multidimensional UN peacekeeping operations in hostile
environment has offered concrete scenarios in which the distinction between the
two legal paradigms risks being problematic: it is also for this reason that the
availability of non-lethal technologies has been regarded as a promising develop-
ment. Not only military and police forces are entrusted with the task of performing
law-enforcement-type activities,'® there is also an increasing pressure on peace-
keepers to use force in defence of the mandate, i.e. to protect civilians under attack
or under threat of attack and “to protect the peace agreement and process from
“spoilers” wishing to undermine it”."” The two UN multidimensional integrated
stabilisation missions in Mali (MINUSMA) and Central African Republic
(MINUSCA) have become the paradigmatic examples of increasingly robust
mandates, the tasks of which include, for instance, “to stabili[s]e the key population
centres and other areas where civilians are at risk, notably in the North and Centre
of Mali, and, in this regard: to enhance early warning, to anticipate, deter and
counter threats, including asymmetric threats”.>

It follows that UN peacekeeping operations deployed in asymmetric threat
environments are in need of a different set of capabilities.”’ This led to a rethinking
of the training methodologies and the recognition of the need for more effective
equipment, particularly in situations of crowd control.*> The Final Report of the
Expert Panel on Technology and Innovation in UN Peacekeeping could not but
recognise that, in the past, armed peacekeepers were unable to defuse or control
violent and dangerous situations, because they were not well equipped with
less-than-lethal technologies.*

As a policy option, NLW could enhance the ability to achieve military tasks in
circumstances where the use of lethal force would be either unnecessary or unde-
sired. Other purposes for their development and use have been identified in limiting

17 ICRC 2011, p. 19.

18 See, recently, Wills 2018.

19 White 2014, p. 103.

20 UN Security Council (2018) Resolution 2423 (2018), UN Doc. S/RES/2423, para 38.
2! Kalsrud 2017, p. 1221.

22 The 2015 Report of the UN High-level Independent Panel on Peace Operations held that UN
peacekeeping operations “lack the specific equipment, intelligence, logistics, capabilities and
speciali[s]ed military preparation required, among other aspects”. UN General Assembly/Security
Council (2015) Report of the UN High-level Independent Panel on Peace Operations, UN Doc.
A/70/95-S/2015/446, para 119. See also Davison 2013, p. 294.

23 United Nations 2015, p. 76.
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or controlling escalation, improving force protection and minimising damage for
the purpose of containing post-conflict reconstruction costs.** Nevertheless, com-
mentators have questioned whether advances in non-lethal technologies are actually
able to keep the promise in reducing lethality and destruction of property.”> The
point has been made that their employment may either increase the overall use of
force or facilitate a shift towards the militarisation of certain responses, including
counter-terrorism.”° In the same vein, an attempt to offer a more systematic ethical
discourse on non-lethality has rejected as morally impermissible any use of NLW
that sees them as “a method to make war more palatable and easier to use as both a

military and political option”.?’

1.3 Non-Lethal Weapons as Valuable Alternatives
to Firearms Between International Humanitarian Law
and International Human Rights Law

The argument that NLW could render war more palatable involves the ethical and
legal dilemma as to whether the availability of such technologies might destabilise
the foundations of modern jus ad bellum by expanding the circumstances in which
force could be used under international law. It goes without saying that the decision
to employ non-lethal capabilities in a specific scenario still requires an assessment
whether this would amount to the use or threat of armed force in international
relations. It remains that the legality of a specific operation under jus ad bellum is
distinct from its legality under jus in bello.*®

As concerns the compatibility with IHL, legal analysis has first focused on the
question whether the development of NLW would generally be limited either by
specific treaty prohibitions or by the prohibition not to employ weapons that are of a
nature to cause superfluous injury or unnecessary suffering or having excessively
injurious or indiscriminate effects.”’ There is no doubt that any use of biological
and chemical agents as a means or method of warfare is prohibited under the 1972
and 1993 Conventions,” irrespective of their production method and physical

24 Boothby 2012, p. 273.
%5 For the position that the NLW enterprise is worthy of continuation and even expansion to meet
more fully its ambitious goals, see Koplow 2015, p. 238.

26 Fidler 2013, pp. 332-334.

27 Kaurin 2014, p. 57.

On the relationship between jus ad bellum and jus in bello, see, inter alia, Sassoli 2007.
2 Nystuen 2008, p. 9.

Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction, opened for signature
10 April 1972, 1015 UNTS 163 (entered into force 26 March 1975); Convention on the
Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on
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effects. As concerns another type of NLW, Protocol IV of the 1980 Convention on
Certain Conventional Weapons bans laser weapons “specifically designed, as their
sole combat function or as one of their combat functions, to cause permanent
blindness to unenhanced vision™.*’

As for other categories of potential NLW, special concern was expressed vis-a-
vis the way in which a particular type of weapon could be used—i.e. the risk of
“misuse”—rather than its inherent characteristics.*”> With respect to directed energy
weapons, a 2004 NATO report had already warned that “excessive power levels can
have serious consequences for human targets”,” resulting in a prohibited method of
warfare that would cause superfluous injury or unnecessary suffering. More gen-
erally, two key issues associated with NLW have been discussed: first, their
employment in conjunction with traditional conventional weapons to achieve a
lethal effect;** second, the use of such weapons against the civilian population. As
for the principle of distinction, notwithstanding the contrary opinion taken by some
authors,>” an indiscriminate use of NLW remains unlawful under IHL, irrespective
of the fact that the intention was not to kill but simply to temporary incapacitate
civilians.*® The position of NATO has been clear: although “NLWs can help
minimise incidental injuries to civilians and collateral damage to civilian objects in
those operations where combatants and non-combatants are mixed”, their existence
should not be construed as to lessen the requirements of the principle of
distinction.*’

In discussing the question whether NLW might offer a valuable alternative to
firearms, international lawyers have turned their attention to potential uses to per-
form tasks governed by IHL, which do not relate to the conduct of the hostilities,
such as the guarding of persons deprived of their liberty or tasks related to crowd
control and maintaining public order in occupied territories. This also meant a shift
of interest towards the international regulation of law enforcement operations
during armed conflict: it is noteworthy that the 1990 Basic Principles on the Use of
Force and Firearms by Law Enforcement Officials include an explicit reference to

Their Destruction, opened for signature 13 January 1993, 1975 UNTS 45 (entered into force 29
April 1997) (CWC).

31" Additional Protocol IV to the Convention on Prohibitions or Restrictions on the Use of Certain
Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have
Indiscriminate Effects, opened for signature 13 October 1995, 1380 UNTS 370 (entered into force
30 July 1998), Article 1. See Carnahan and Robertson 1996.

32 Casey-Maslen 2010, p. 73.

3 NATO 2004, p. 3-9.

34 Backstrom and Henderson 2012, pp. 500-501.
35 Mayer 2007; Orbons 2010, p. 81.

® Fidler 1999, p. 84.

37 NATO 2004, p. 5-2. The point has been made that employment of NLW against a group of
persons in order to disperse the civilians and to identify the combatants, that are then targeted with
conventional weapons, would be problematic from the viewpoint of the principle of distinction.
See Davison 2013, pp. 293-294.

w
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“the development and deployment of non-lethal incapacitating weapons”.*® The use
of force in law enforcement is also governed by IHRL, so the debate on NLW has
also necessitated consideration of the complex relationship between IHL and IHRL.

The position recently taken by the UN Human Rights Committee in General
Comment No. 36 on Article 6 of the International Covenant on Civil and Political
Rights reflects the shared view that IHRL continues to apply “in situations of armed
conflict to which the rules of international humanitarian law are applicable”: “both
spheres of law are complementary, not mutually exclusive”.*” In understanding the
dynamics of complementary co-application, it has been convincingly maintained
that one body of law should provide the initial reference point when approaching
the legal regulation of a situation, while the other body of law will then be applied
and interpreted in that context.” In situations where a State is able to exercise law
enforcement, IHRL should find application in the first place.

A number of case-studies have been reviewed in assessing the interplay between
IHL and IHRL: two examples—riots during armed conflicts and (vehicle) check-
points—seem to suggest the added value of the employment of NLW. During an
armed conflict, if a demonstration turns violent, armed forces should in principle
apply the law enforcement paradigm: lethal force may only be used as a last resort
and if strictly necessary. In the case of a simultaneous presence of rioting civilians
and civilians directly participating in hostilities, complicating the distinction, the
ICRC suggests “to deal with the entire situation under law enforcement, and apply
an escalation of force procedure with respect to all persons posing a threat.”*" It is
in this context that NLW may have an important role to play.

Moreover, the value of non-lethal capabilities has been tested in the concrete
situation of a vehicle checkpoint. In this scenario too, it might be hard to decide
whether the use of force would be governed by the standards of the law enforcement
paradigm or by those of the paradigm of hostilities. In the case of an approaching car
failing to slow down, it would be difficult to assess whether the driver is a fighter, a
civilian directly participating in hostilities, or a civilian protected against direct
attack. It has been convincingly argued that, in case of doubt whether an individual is
posing a threat, the standards of IHL and THRL would lead to the same result:** both
the law enforcement and the hostilities paradigms imply that an escalation of force
procedure must be applied. In this context, NLW give armed and police forces more
flexible responses, which could entail more time and space to safely assess threats,
determine intent, and decide whether to employ lethal force.*?

38 United Nations 1990, Principle 3.

3% UN Human Rights Committee (2018) General Comment No. 36 on Article 6 of the International
Covenant on Civil and Political Rights, on the Right to Life, UN Doc. CCPR/C/GC/36, para 64.

40 Murray 2016, p. 79.

41 ICRC 2015, p. 36.

42 Geiss and Siegrist 2011, pp. 42-43.
43 Cf. NATO 2017.
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1.4 Prohibited Non-Lethal Weapons

In explaining that the whole distinction is more apparent than real (and definitely
not relevant from a legal viewpoint), the point has been made that lethal weapons
are frequently non-lethal in their practical effects—considering “the high percentage
of wounded combatants who survive injuries caused by such weapons”**—whereas
non-lethal weapons do not eliminate the possibility of causing fatalities altogether.
Even though the ICRC has found that “military manuals and official statements
state that weapons that render death inevitable are prohibited”,*> non-lethality, in
and of itself, is not a criterion that ensures lawfulness. On the basis of the absolute
prohibitions contained in the relevant treaties, one can easily conclude that the use
of both biological and chemical agents*® as well as incapacitating anti-personnel
mines, blinding laser weapons and non-detectable fragments are forbidden as means
and methods of warfare, irrespective of their lethal or non-lethal nature.

Where the regulatory approach based on the application of the general principles
of the law of armed conflict is concerned, views differ as to how it can actually be
determined whether a weapon falls within one of the prohibited categories: those
causing superfluous injury or unnecessary suffering, those intended or that may be
expected “to cause widespread, long-term and severe damage to the natural envi-
ronment”,47 or those that are by nature indiscriminate. As for the prohibition of
superfluous injury or unnecessary suffering, the test is whether a proportionate
balance exists between the effects of a specific weapon and its military advantage.*®
This requires assessing the foreseeable, immediate and long-term consequences. In
the view of the ICRC, a relevant factor in establishing whether a weapon is of a
nature to cause superfluous injury or unnecessary suffering is the “inevitability of
serious permanent disability”.* It is still debated to what extent the analogy with
the prohibition on blinding as a method of warfare could be extended to the per-
manent deafness caused by the use of certain acoustic weapons. In this regard,
IHRL could offer additional criteria for the evaluation of a weapon’s effect.””

4 Dinstein 2016, p. 65.

4 Henckaerts and Doswald-Beck 2005, p. 241. However, see Dinstein 2016, p. 65, who has
argued that “the employment of weapons that leave no chance of survival (such as fuel air
explosives) is not automatically in breach of the cardinal principle”.

46 One might question whether malodorants fall within the definition of toxic chemicals under the
1993 CWC, above n 30. It has been argued that they should be considered as falling within the
category of riot control agents, at least in terms of their regulation. Cf. Crowley 2016.

4T AP I, above n 3, Article 35(3). Moreover, cf. Henckaerts and Doswald-Beck 2005, p. 151,
Rule 45. For the present purposes it is not relevant to enter into the discussion over the customary
nature of the prohibition.

48 Cf. Bothe et al. 1982, p. 196.

49 Henckaerts and Doswald-Beck 2005, p. 241.

0 Murray 2016, p. 166.
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In recent years, more emphasis has been given to human rights standards in
determining whether the inherent character of a specific weapon would make it
unlawful both in law enforcement and hostilities scenarios. More specifically, the
obligation to prevent human rights violations—including an arbitrary deprivation of
life or an infliction of torture or other cruel, inhuman or degrading treatment—
implies that States are under a duty to test NLW for law enforcement purposes in
order “to establish their lethality and the extent of likely injury, and of monitoring
appropriate training and use of such weapons”.”!

A list of unlawful weapons, insofar as they are “specifically designed or of a
nature [...] to: (a) employ unnecessary, excessive or otherwise unlawful force
against persons; or (b) to inflict pain and suffering on powerless individuals”,>>
comprises body-worn conducted electrical weapons,” spiked or electrified batons,
rubber-coated metal bullets and lasers designed to burn skin or hair as a means of

. . 54
pain compliance.

1.5 Prohibited as a Means or Method of Warfare
but Permitted for Law Enforcement: Riot Control
Agents

The ban on a specific weapon as a means or method of warfare should not be
necessarily construed in absolute terms, in the sense that it does not exclude its
possible lawful use in other situations. Riot-control agents (RCA), together with
expanding bullets, belong to the restricted category of weapons that, although
prohibited for the conduct of hostilities, are used for law enforcement purposes.”

Under Article I(5) of the 1993 Convention on Chemical Weapons (CWC), States
Parties undertake “not to use riot control agents as a method of warfare”, whereas
Article II(9)(d) permits the use of chemicals for “law enforcement including
domestic riot control purposes.”® The recourse to RCA against combatants during

3! UN General Assembly (2014) Human Rights Council: Resolution 25/38. The promotion and
protection of human rights in the context of peaceful protests, UN Doc. A/HRC/RES/25/38, para
15.

52 UN General Assembly (2017) Human Rights Council: Report of the Special Rapporteur on
torture and other cruel, inhuman or degrading treatment or punishment: Extra-custodial use of
force and the prohibition of torture and other cruel, inhuman or degrading treatment or punish-
ment, UN Doc. A/72/178, para 51.

33 Amnesty International and Omega Research Foundation 2015, p. 24. See also European
Council Regulation (EC) No. 1236/2005 of 27 June 2005 concerning trade in certain goods which
could be used for capital punishment, torture or other cruel, inhuman or degrading treatment or
punishment, I OJ L 200/1.

3% Geneva Academy of International Humanitarian Law and Human Rights 2018, p. 19.

%% See Watkin 2006.

36 CWC, above n 30, Articles I(5), I[(9)(d).
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an armed conflict is prohibited, for two essential reasons: to prevent their use in
combination with conventional weapons, for instance as a method of cave combat,
and to avoid the risk of escalation to an exchange of lethal chemical agents.’” On
the other hand, the use of such chemicals for law enforcement is not limited to
domestic riot control: the Convention allows States to employ them for the main-
tenance of public order and safety in situations of belligerent occupation and in the
course of peace operations, provided that “types and quantities” are consistent with
such purpose.”® One of the aspects that remain ambiguous under the CWC is the
determination of the specific features that delivery systems should have to allow the
dissemination of appropriate “types and quantities” of RCA: the European Court of
Human Rights has noted that the use of a particular RCA in high doses “can cause
necrosis of the tissue in the respiratory tract and the digestive system, pulmonary
oedema and internal bleeding (haemorrhaging of the suprarenal glands)”.”® Of
particular concern is the development of “remote control” means of delivery
including indoor fixed-installation dispersion devices as well as mechanisms
mounted on unmanned ground vehicles and unmanned aerial vehicles or drones.
The other main interpretative issue is whether state officials are allowed to use
other chemical agents, apart from riot control agents, in certain law enforcement
scenarios (for instance in hijacking and hostage taking situations). The potential use of
incapacitating chemical agents (ICA)—toxic chemicals that target the central nervous
system—have been discussed by experts in numerous forums.* There is agreement
that such chemicals in principle do not possess the qualitative and quantitative
characteristics for their employment in “law enforcement™:°" in particular States are
not able to ensure adequate control over the individual dosage and the exposure

57 Longuet 2016, p. 250; Marauhn 2016.

38 Sossai 2010, p- 20. For the position that RCA reliance by UN forces would be potentially
illegal, see Fry 2010. A 2004 amendment to Germany’s Law Implementing the Chemical Weapons
Convention allows the use of RCAs “by the Federal Armed Forces in deployments within the
framework of a system of mutual collective security”. See ICRC 2019.

3 ECtHR, Abdullah Yasa and Others v Turkey, Judgement, 16 July 2013, Application No. 44827/
08, para 30. Moreover, the Court distinguished between the use of RCA and the launching of a
tear-gas grenade at the demonstrators, by stressing that “firing a grenade by means of a launcher
generates the risk of causing serious injury, as in the instant case, or indeed of killing someone, if
the grenade launcher is used improperly”. Ibid., para 42. In addition, see ECtHR, Ataykaya v
Turkey, Judgement, 22 July 2014, Application No. 50275/08, para 73:

The Court notes that the violation of the right to life of the applicant’s son, as guaranteed by
Article 2 of the Convention, originates once again in a problem stemming from the absence
of guarantees as to the proper use of tear-gas grenades. Consequently, the Court emphasises
the need to strengthen those guarantees, without delay, in order to minimise the risks of
death and injury related to the use of tear-gas grenades.

%0 See, e.g., ICRC 2013a.
81 Cf. Crowley 2016.
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conditions, as required also by the relevant obligations under IHRL.®* Various States
Parties too have expressed their concern that ICAs pose a serious challenge to the
CWC: “[g]iven the difficulties associated with uniformly disseminating these agents
outside of a clinical setting, it is extremely challenging (if not impossible) to control an
aerosolised dose received by an individual (or group of people).”®?

1.6 On the Duty to Review and Regulate Non-Lethal
Weapons

Recognising that IHL does not address NLW as a specific category of weapons,
they should be subjected to legal review, like all other new weapons, means, and
methods of warfare. Article 36 of Additional Protocol I requires contracting parties
to ensure a domestic assessment mechanism®* to determine whether a new weapon
complies with any rule of international law that is applicable to a particular state.
This requires the involvement of experts belonging to various disciplines, and an
examination of “all relevant empirical information pertaining to the weapon, such
as its technical description and actual performance, and its effects on health and the
environment”.%

It has been argued that all weapons, irrespective of the purpose and the context
in which they are used, should be explicitly adjudged under both IHL and IHRL,
which reinforce each other in most cases.®® An obligation to carefully evaluate “the
development and deployment of non-lethal incapacitating weapons [...] in order to
minimise the risk of endangering uninvolved persons” has been already contained
in the Basic Principles on the Use of Force and Firearms by Law Enforcement

%2 The ICRC has expressed criticism with respect to the conclusions reached in ECtHR,
Finogenov and others v Russia, Judgement, 20 December 2011, Applications Nos. 18299/03 and
27311/03: in relation to the use of Fentanyl by the Russian special forces during the Moscow
theatre siege incident of 2002,

the Court was not provided information about the specific toxic chemicals used and thus
was in a difficult position to judge whether the adverse effects of their use should have been
foreseen. The dangerous effects of anaesthetic and sedative chemicals are well known, and
were illustrated by the deaths of 129 hostages in this incident and permanent disabilities
suffered by survivors. In addition, it is evident that the ‘dose’ of a chemical delivered
cannot be controlled in such a tactical situation and that it is extremely difficult, if not
impossible, in such situations to provide the immediate medical care that might be char-
acterised as adequate to protect life.

ICRC 2013a, p. 155.

53 OPCW (2017) Joint Paper Aerosolisation of Central Nervous System-Acting Chemicals for
Law Enforcement Purposes, Doc. C-22/NAT.S.

64 See Daoust et al. 2002.
55 ICRC 2006.
66 Casey-Maslen et al. 2014, p. 412.
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Officials.®” Assuming that States are under an obligation to take all appropriate
measures—of legislative, administrative, judicial or other character—to prevent the
employment of a weapon in violation of IHRL, it has been argued that this entails a
specific duty to regulate and review the development, acquisition, trade and use of
weapons.®

The existence of a specific duty to regulate and review less-lethal weapons has
been affirmed by the UN Human Rights Committee in regard to the right to life.
Strict independent testing is considered as implementing the obligation to “evaluate
and monitor the impact on the right to life of weapons [...], which are designed for
use or are actually used by law enforcement officials, including soldiers charged
with law enforcement missions”. The Committee has further clarified that “[t]he use
of such weapons must be restricted to law enforcement officials who have under-
gone appropriate training, and must be strictly regulated in accordance with
applicable international standards”.%’

Moreover, the importance of “thorough and independent testing of less-lethal
weapons prior to procurement and deployment to establish their lethality and the
extent of likely injury, and of monitoring appropriate training and use of such
weapons” has been recently reiterated by the UN Human Rights Council.”” What
characterises the most recent developments in the field of the regulation of non- or
less-lethal weapons is the effort to offer practical guidance as concerns testing,
procurement training and monitoring, on the assumption that, in a law enforcement
situation, the cumulative principles of legality, necessity, proportionality and pre-
caution govern the use of force by State agents.”' Therefore, testing comprises an
evaluation of the effects of all anticipated uses through a multidisciplinary
approach, which, in particular, includes an assessment of the potential conse-
quences on vulnerable groups.’* Concern has been raised over the infliction of pain
or suffering, as a form of punishment or as a means of coercing the targeted persons,
associated with the use of conducted electrical weapons, including tasers, which

7 United Nations 1990, Principle 3.

%8 UN General Assembly (2017) Human Rights Council: Report of the Special Rapporteur on
torture and other cruel, inhuman or degrading treatment or punishment: Extra-custodial use of
force and the prohibition of torture and other cruel, inhuman or degrading treatment or punish-
ment, UN Doc. A/72/178, p. 20.

% UN Human Rights Committee (2018) General Comment No. 36 on Article 6 of the
International Covenant on Civil and Political Rights, on the right to life, UN Doc. CCPR/C/GC/36,
para 14. In addition, see Casey-Maslen and Connolly 2017, p. 156.

70 UN General Assembly (2018) Human Rights Council: Resolution 38/11 The promotion and
protection of human rights in the context of peaceful protests, UN Doc. A/HRC/RES/38/11, para
16.

"' UN General Assembly (2014) Human Rights Council: Report of the Special Rapporteur on
extrajudicial, summary or arbitrary executions, UN Doc. A/HRC/26/36.

72 Geneva Academy of International Humanitarian Law and Human Rights 2018, p. 15.
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could amount to cruel, inhuman or degrading treatment. Other NLW—including
irritant chemicals and acoustic weapons and equipment—might pose a particular
risk to the principle of distinction and proportionality because of their indiscrimi-
nate effects in certain circumstances, for instance when they are used for main-
taining public order during assemblies and demonstrations, because of the
difficulties in distinguishing between the targeted individuals and the crowd.

1.7 Concluding Remarks on the Existence of a Duty
to Employ Non-Lethal Weapons

The regulatory approach based on a combination of explicit prohibitions and
general criteria prohibiting means and methods of warfare causing unlawful con-
sequences seems to reflect the idea of the reactive character of IHL vis-a-vis new
weapons, with few exceptions. It is a feature of this branch of international law,
which has been criticised for its lack of proactive perspective. Lawyers too—
according to this line of reasoning—appear more interested in limiting new tech-
nology rather than participating in the development of new ones, including tech-
nology with non-lethal capabilities.”* This position appears too severe, as it does
not take into consideration the broad temporal application of Article 36 of
Additional Protocol I, which requires an assessment of the legality of new weapons
at the stages of their “study, development, acquisition or adoption™: it means that it
covers all stages of the weapons procurement process, including the initial stages of
research (i.e. conception, study) and development (i.e. development and testing of
prototypes).’*

The content of the second basic principle of the 1990 Basic Principles on the Use
of Force and Firearms by Law Enforcement Officials has been regarded as a sort of
“unqualified endorsement” for NLW, since it invites governments and law
enforcement agencies to develop “non-lethal incapacitating weapons for use in
appropriate situations, with a view to increasingly restraining the application of
means capable of causing death or injury to persons”.”> The existence of a specific
duty to equip law-enforcement officials with self-defensive equipment as well as
less-than-lethal weapons is also an expression of the requirements of necessity,

73 See Megret 2008, p. 46.
74 ICRC 2006, p. 951.
75 United Nations 1990, Principle 2.
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precaution’® and proportionality in the use of force, which derive from the pro-
tection of the right to life.””

By way of conclusion, it is important to briefly discuss whether States are obliged
to employ non-lethal capabilities, before the use of lethal force, in the course of an
armed conflict.”® The position of the NATO policy is clearly in the negative:

Neither the existence, the presence nor the potential effect of Non-Lethal Weapons shall
constitute an obligation to use Non-Lethal Weapons, or impose a higher standard for, or
additional restrictions on, the use of lethal force. In all cases NATO forces shall retain the
option for immediate use of lethal weapons consistent with applicable national and inter-
national law and approved Rules of Engagement.”’

Although it has been predicted that “in the future NLWs would indeed raise the
threshold for use of lethal force”,80 a fundamental distinction between the conduct
of hostilities paradigm and law enforcement remains that the former “does not
suppose the use, if possible, of less-than-lethal weapons™.®' The issue has been
raised again with respect to the potential existence of an obligation to deploy
combat robots only as non-lethal systems:®*> however, in order to support that view,
it would be necessary to accept the still controversial position according to which
IHL has already evolved—driven by both the principles of military necessity and
humanity—to the extent that even in armed conflict lethal force should be used only
if no other less harmful alternative is available.®’

76 Cf. ECtHR, McCann and Others v The United Kingdom, Grand Chamber Judgement, 27
September 1995, Application No. 18984/91, para 194.

77 See UN Human Rights Committee (2018) General Comment No. 36 on Article 6 of the
International Covenant on Civil and Political Rights, on the right to life, UN Doc. CCPR/C/GC/36,
para 13: among the measures intended to prevent arbitrary deprivations of life, the Committee
mentions, “supplying of forces responsible for crowd control with effective ‘less-lethal” means and
adequate protective equipment in order to obviate their need to resort to lethal force”. Moreover,
see UN General Assembly (2016) Human Rights Council: Joint Report of the Special Rapporteur
on the rights to freedom of peaceful assembly and of association and the Special Rapporteur on
extrajudicial, summary or arbitrary executions on the proper management of assemblies, UN Doc.
A/HRC/31/66, para 54.

78 Cf. Boothby 2016, p. 237.

7 NATO 1999. See Massingham 2012, p. 683.

80 See the comments by David Koplow, quoted in Davison and Lewer 2003, p. 27.

81 JCRC 2013b, p. iv.
82 Geiss 2015, p. 19.

3 Melzer 2009, p- 78; Goodman 2013. Contra, Schmitt 2013. Moreover, see UN Human Rights
Committee (2018) General Comment No. 36 on Article 6 of the International Covenant on Civil
and Political Rights, on the right to life, UN Doc. CCPR/C/GC/36, para 64: “States parties should,
in general, disclose the criteria for attacking with lethal force individuals or objects whose tar-
geting is expected to result in deprivation of life, including [...] whether less harmful alternatives
were considered”. It is noteworthy that the text adopted by the Committee on the first reading
contained a reference to the notion of “non-lethal”: “whether non-lethal alternatives for attaining
the same military objective were considered”.

o
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