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Preface

Biometrics is the science of recognizing individuals based on their biological or
behavioral attributes such as face, fingerprints, iris, gait, voice, or typing pattern.
Biometric solutions are being increasingly incorporated in mobile devices such as
smartphones in order to secure mobile phone services such as banking. In this
context, “selfie biometrics” has gained increased attention from the research com-
munity and industry alike. A “selfie,” by definition, is a self-portrait photograph,
typically taken with a smartphone that is held in the hand or supported by a selfie
stick. “Selfie biometrics” is, therefore, an authentication mechanism where a user
captures images of her own biometric traits (such as face, fingerprints, or iris) by
using the sensors available in the device itself. Thus, no additional hardware is
required for the acquisition of biometric samples for mobile user authentication.

Recently, a number of papers have been published on the topic of selfie bio-
metrics. This book provides the first comprehensive description of the
state-of-the-art in selfie biometrics using face, ocular, fingerprint, and other
modalities. This book includes an introductory chapter by the editors that sum-
marizes the state-of-the-art in this topic, followed by individual chapters describing
the various modalities that are being used for this purpose, the methods that have
been developed to perform authentication using these modalities, and an analysis
of the robustness, privacy, and usability of each method. Liveness detection and
soft-biometrics prediction from selfie images are also covered in this book.

Overall, this book aims to present a clear understanding, recent advances, and
challenges in the field of selfie biometrics. This book is suitable for final-year
graduate students, postgraduate students, engineers, researchers, and academicians
in the field of computer science and engineering who are engaged in various
disciplines of system sciences, information security, privacy, and identity busi-
nesses. The objective of this book is also to engage researchers from academia and
industry on the state-of-the-art mobile biometric research and technology and to
mitigate the potential problems in real-time integration of selfie biometrics for
mobile user authentication.
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Unique Features

1. First comprehensive book on the state-of-the-art methods for selfie face, finger,
and ocular biometrics for mobile user authentication

2. Review latest developments on privacy, security, usability, liveness detection,
and soft-biometric prediction from selfie images

3. Enlist the challenges involved in the real-time integration of selfie biometrics for
mobile use cases.

Audience

This book is essential reading for anyone involved in biometric-based person
authentication, privacy and security, mobile security, and adversarial pattern clas-
sification. Students, researchers, practitioners, engineers, and technology consul-
tants are the main audience. Those who are new to the field will also benefit from
the introductory chapter outlining the basics for the most important terms and topics
associated with selfie biometrics.

Organization

This book is organized as follows: Chapter 1 provides an overview of selfie face,
finger, and ocular modalities. Further, spoofing and anti-spoofing techniques,
soft-biometrics prediction, cloud-based services and challenges, and future research
directions for selfie biometrics are also discussed. Part I discusses methods for selfie
finger, ocular, and face biometrics for mobile user authentication. Part II discusses
spoofing and anti-spoofing schemes for selfie biometrics. Part III discusses
soft-biometric prediction and continuous user authentication based on selfie bio-
metrics. Part IV discusses the framework for security, privacy, and case study on
usability along with a distributed protocol for selfie biometrics.

Wichita, USA Ajita Rattani
Kansas City, USA Reza Derakhshani
East Lansing, USA Arun Ross
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Chapter 1 ®)
Introduction to Selfie Biometrics Geda

Ajita Rattani, Reza Derakhshani and Arun Ross

Abstract Traditional password-based solutions are being predominantly replaced
by biometric technology for mobile user authentication. Since the inception of smart-
phones, smartphone cameras have made substantial progress in image resolution,
aperture size, and sensor size. These advances facilitate the use of selfie biomet-
rics such as the self-acquired face, fingerphoto, and ocular region for mobile user
authentication. This chapter introduces the topic of selfie biometrics to the readers.
Overview of the methods for different selfie biometrics modalities is provided. Live-
ness detection, soft-biometrics prediction, and cloud-based infrastructure for selfie
biometrics are also discussed. Open issues and research directions are included to pro-
vide the path forward. The overall aim is to improve the understanding and advance
the state-of-the-art in this field.

1.1 Mobile Biometrics

Biometrics is the science of recognizing an individual based on the inherent physical
(fingerprints, iris, face, hand geometry, and palmprint) or behavioral traits (gait,
voice, and signature) associated with the person [1]. A conventional biometric system
operates by capturing the biometric trait of a person and comparing the acquired
sample with the biometric template(s) in a database to determine the identity or to
validate a claimed identity.

With the unprecedented mobile technology revolution, mobile devices have
transcended from their primary communication role to all-in-one platforms for
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shopping, entertainment, productivity, and social networking. An increasing number
of individuals are accessing the internet and online services, such as e-commerce and
banking, using their smartphones instead of traditional desktop computers. Although
individuals are using their smartphones for sensitive applications and transactions,
these devices can be easily misplaced, lost, or stolen more often than other computing
devices, thereby demanding the use of effective user authentication mechanisms. Tra-
ditional methods for mobile security include the use of passwords, PINs, and screen
lock patterns to restrict access to authorized users. However, these methods have
many security drawbacks: They can be guessed, forgotten, stolen, or eavesdropped.

Password replacement solutions are now predominantly based on biometrics.
In some cases, passcodes are used in conjunction with biometrics in a multifactor
configuration. The use of biometric technology in mobile devices has been referred
to as mobile biometrics, encompassing the sensors that acquire biometric samples
as well as the associated algorithms for preprocessing, and matching the biometric
samples to verify the claimed identity [2—4].

Since the inception of smartphones, smartphone cameras have made substantial
progress. Image resolution, aperture size, and a sensor size of smartphone cameras
have all improved tremendously over time. Since 2008, the megapixel count of these
images has gone up from 2 to 20+; apertures have become brighter, with f/1.4 camera
modules being considered; and sensor diagonal has increased from 0.25 inches to
approximately 0.45 inches.! These advances in smartphone cameras facilitate the
acquisition and integration of biometric modalities such as the face and ocular region
for mobile user authentication [5-8]. Figure 1.1 shows an example of face-based
mobile user authentication. This figure was taken from https://www.scnsoft.com/
blog/3d-face-recognition-to-join-a-list-of-mobile-enabled-biometrics.

Other popular modalities such as fingerprint and iris that are used for mobile user
authentication warrant the use of additional hardware for data acquisition. Further,
behavioral biometrics such as gait/motion, keystroke, and touch/swipe analysis have
also been used for user authentication in mobile devices [9, 10].

Mobile biometrics is, ubiquitously, installed in 100 percent of mobile devices,
fueled by advances in mobile biometrics and rapid expansion of smartphones’ market
share. Figure 1.2 is a chart from Statista showing biometrics to be installed on 100%
of wearables and tablets by 2020. In fact, the latest smartphones provide a range of
biometric capabilities, with the most common OEM-provided modalities being the
face, fingerprint, and at times iris recognition. Mobile device applications include
online banking, password vaults, signing documents univocally, secure access to
Web sites, and execution of administration procedures. E-commerce giant Alibaba is
using facial recognition service in their mega-app Alipay Wallet.> MasterCard® has
introduced user authentication based on face biometrics, and many more followed
suit. Some versions of the Android mobile operating system have also used face

Uhttps://petapixel.com/2017/06/16/smartphone-cameras-improved-time/.

https://www.computerworld.com/article/2897117/alibaba-uses-facial-recognition-tech- for-
online-payments.html.

3http://www.bbc.com/news/technology-35631456.
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Fig. 1.1 Face biometrics for mobile user authentication

biometrics to log in users (Google has developed “Face Unlock” for Android 4.0).
It is reported that future versions of Android will be shipped with native support for
more advanced and secure 3D face recognition algorithms, similar to what Apple
introduced under their “Face ID”” moniker with iPhone X.

The applications of mobile biometrics are in border control, financial transactions,
and physical and logical access control.

e Border Control: Passenger-friendly security is one of the primary concerns at
high-volume border checkpoints such as airports. Mobile devices are exceedingly
being utilized to facilitate customs and border crossings® to address such needs. As
such, deployment of mobile devices is poised to automate the process of traveler
identification and border security at checkpoints like airports and seaports in a
secure yet user-friendly and private manner. Mobile passport apps are already tak-
ing advantage of modalities such as face to authenticate and process international
travelers using their smartphones.’

e Financial Market: The democratization of financial services has gone hand-in-
hand with the spread of mobile technologies, enabling consumers to have access

“https://www.technologyreview.com/s/425805/new- google-smart- phone-recognizes- your-face/.

Shttp://www.planetbiometrics.com/article-details/i/9918/desc/google-developing-3d- face-
authentication/.

Ohttps://www.airsidemobile.com.
7https://mobilepassport.us/faq.php.
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The Future of Mobile Biometrics

Forecast share of devices sold worldwide with biometric technology, by type
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Fig. 1.2 Chart from Statista, biometrics to be installed on 100% of wearables and tablets by 2020.
Source https://www.statista.com/chart/ 1 1122/the-future-of-mobile-biometrics/

to a wide swath of financial services without needing the traditional brick-and-
mortar institutions, especially in developing markets. Examples include online
shopping, micro-lending, immediate transfer of funds, or paying bills via mobile
apps. Biometrics is increasingly being used to authenticate the involved parties
in such transactions. Mobile wallets and other payment systems such as Apple
Pay and Android Pay, along with major players like MasterCard® are utilizing
smartphone-based biometric authentication for financial transactions.

e Physical and Logical Access Control: Access control is used to regulate restricted
access to resources or a place. Physical and logical are the two main types of access
control. While physical access control limits access to buildings, rooms, areas, and
IT assets, logical access control limits connection to computer networks, system
files, and data. The role of biometrics in physical and logical access control is to
avoid illegal access by validating the identity of a user through biometric traits.
These biometric-based access control solutions are better authentication methods
compared to physical keys, key cards, and PINs because they cannot be lost, stolen,
and easily compromised. Out of band authentication is one popular method where
a mobile device is used to transmit the user’s identity from his or her phone to a
nearby logical or physical asset in need of user authentication, such as a personal
computer or a smart lock.

8http://newsroom.mastercard.com/eu/press-releases/mastercard-makes- fingerprint-and- selfie-
paymenttechnology-a-reality/.
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Mobile biometrics aims to achieve conventional functionality and robustness
while supporting portability, mobility, and user experience; bringing greater con-
venience and opportunity for deployment in a wide range of operational environ-
ments. The technology is expected to continue experiencing exponential growth due
to increased consumer demand for convenient security. The Global Biometrics and
Mobility Report in 2017 by Acuity Market Intelligence projected that global mobile
biometric market revenues will reach 50.6 billion annually by 2022. This includes 2.7
billion biometrically enabled smart mobile devices generating 3.1 billion in biomet-
ric sensor revenue annually, 16.7 billion biometric app downloads generating 29.2
billion in annual revenues from direct purchase and software development fees, and
1.37 trillion biometrically secured payment and non-payment transactions generat-
ing 18.3 billion in annual authentication fees: http://www.acuity-mi.com/GBMR _
Report.php/.

However, it is worth mentioning that classical methods for biometric recognition
may not be readily adaptable to a mobile environment because of the following
factors:

e Due to device mobility and operation in an uncontrolled environment, biomet-
ric samples acquired using a mobile phone’s front-facing cameras are usually
degraded due to factors such as specular reflection, motion blur, illumination vari-
ation, and background lighting, not to mention the inherent lower quality of front-
facing cameras compared to the main back-facing modules used in smartphones.
Therefore, more efficient and robust methods may be required for biometric inte-
gration in mobile devices.

e Although the computational power of mobile devices is proliferating, it still may

not be sufficient for real-time operation of highly accurate and computationally
costly methods for biometric authentication.
Given that about 0.5 seconds is spent by the camera module to initialize, meter,
and capture an image, an ideal biometric recognition module should take less than
half a second for the whole process not to make more than a second, an essential
factor in user experience.

Therefore, most of the proposed studies on mobile biometric methods have
emphasized on developing computationally efficient methods (low memory and CPU
impact) for accurate recognition of mobile use cases [11-13].

1.2 Selfie Biometrics

The storage and computational capability of smartphones have improved substan-
tially over time. Figure 1.3 shows the enhancement in the storage capabilities of
different models of flagship smartphones.

Chipsets from four leading vendors that power the handsets are as follows: Apple’s
4-core A10 Fusion (iPhone 7/7 plus) and 6-core Al- and AR-optimized A1l Bionic
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Fig. 1.3 Charts from ZDNet shows substantial improvement in storage capability of flagship
smartphones. Source https://www.zdnet.com/article/flagship-smartphones-specs-benchmarks-
and-prices-for-iphone-samsung-huawei-and-more//

(iPhone 8/8Plus/X). Samsung’s 8-core Exynos 8995 in the Galaxy S8/S8+/Note
8 (worldwide versions). Qualcomm’s mid-range 8-core Snapdragon 625 (Black-
Berry KEYone and Motion); 4-core 820 (HP Elite x3) and 821 (HTC U Ultra, LG
G6); and top-end 8-core 835 (Google Pixel 2/2XL, HTC Ul1+, LG V30, Moto Z2
Force, OnePlus 5T, Galaxy S8/S8+/Note 8 [US/China versions], Sony Xperia XZ
Premium). HiSilicon’s Kirin 960 in the Huawei P-series and Honor handsets, and
the Al-optimized 8-core Kirin 970 in the new Huawei Mate 10 and 10 Pro.” Chart
in Fig. 1.4 shows how these platforms measure up in terms of processor and graph-
ics performance, as assessed by Primate Labs’ multi-core Geekbench 4 (Gb4) and
Futuremark’s 3DMark Ice Storm Unlimited (ISU) benchmarks, respectively. This
chart shows continuous improvement in the CPU and GPU performance over time.

The advancement in storage and computational performance, to a great extent,
facilitate the use of Selfie biometrics. In the context of mobile device, a selfie, by
definition, is a self-portrait photograph, typically taken with a smartphone’s camera
while being held in hand or supported by a selfie stick. Selfie biometrics is, therefore,
an authentication mechanism where a user captures images of her biometric traits
(such as the face or ocular region) by using the imaging sensors available in the
device itself.

https://www.zdnet.com/article/flagship-smartphones-specs-benchmarks-and- prices- for-iphone-
samsung-huawei-and-more/.
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CPU versus GPU performance
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Fig. 1.4 Charts from ZDNet shows substantial improvement in computational capabil-
ity of flagship smartphones. Source https://www.zdnet.com/article/flagship-smartphones-specs-
benchmarks-and-prices-for-iphone-samsung-huawei-and-more//

The advantages of selfie biometrics include:

e No Additional Hardware Needed: As the mobile camera is used for selfie image
acquisition, no additional hardware is needed for personal authentication in mobile
devices.

e High Acceptability and Usability: Over 1 million selfies are taken each day glob-
ally (https://infogram.com/selfie-statistics- 1g8djp917wqo2yw). Given the popu-
larity of selfies, it is widely accepted as a means of mobile user authentication.

Challenges of selfie biometrics include intra-class variations such as poses, occlu-
sion, low lighting, spectral reflection, and motion blur due to operation in a free
mobile environment.

1.2.1 Types of Selfie Biometrics

1.2.1.1 Face

Figure 1.5 shows sample face images acquired using the front-facing camera of an
iPhone 5s. The complete face recognition pipeline consists of selfie face acquisi-
tion, face detection, possibly normalization, and finally matching with one or more


https://www.zdnet.com/article/flagship-smartphones-specs-benchmarks-and-prices-for-iphone-samsung-huawei-and-more//
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Fig. 1.5 Example face images acquired using the front-facing camera of iPhone 5s

stored templates. Face normalization reduces the effect of intra-class variations such
as lighting and poses variations through preprocessing, geometric frontalization,
and registration routines. Most of the proposed studies on mobile face biometrics
have emphasized developing computationally efficient methods (low memory and
CPU impact) for face detection (such as optimized Viola—Jones) and recognition
[5, 14-21]. Mobile face recognition methods can be broadly categorized into (a)
client—server based and (b) device based [21]. In the client—server approach, face
acquisition, face detection, and sometimes feature extraction routines are performed
on the device side. The remaining computationally intensive tasks, such as clas-
sifier training and recognition, are performed on the server. In the device-based
approach, all of the operations are performed within the device and exceedingly
using secure hardware pipelines. The templates themselves are usually stored on the
device, especially with native OEM implementations. However, third-party apps may
store templates on secure servers via their cloud services. Of late, deep learning such
as CNN solutions have been successfully ported into mobile phones, and they are
working with very high accuracy and speed both on the device- and server-side [22]
applications. One widely deployed commercial example is Face++ (https://www.
faceplusplus.com/)).

1.2.1.2 Ocular

Ocular biometrics encompasses the imaging and use of characteristic features
extracted from the eyes for personal recognition. Ocular biometric modalities in
visible light have mainly focused on iris, blood vessel structures over the white of
the eye (mostly due to conjunctival and episcleral layers), and the periocular region
around the eye. Figure 1.7 shows an example of an eye image labeled with iris,
conjunctival vasculature, and periocular region. Textural descriptors (such as LBP,
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Fig. 1.6 Sample eye images acquired using iPhone 5s containing variations such as a light and b
dark irides, c reflection, and d imaging artifact

Iris

Conjunctival
Vasculature

» Periocular

Fig. 1.7 Example eye image labeled with iris, conjunctival vasculature, and periocular region

LQP, and BSIF) and deep learning-based CNNs have been mostly used for identity
verification in mobile ocular biometrics [23-26]. In 2016, a large-scale competition
was conducted on Mobile Ocular Biometric Recognition on VISOB dataset [27].
Figure 1.6 shows substantial variations in the ocular images captured using the front-
facing camera of iPhone 5s from publicly available VISOB mobile ocular biometrics
dataset [27].

1.2.1.3 Fingerphoto

There has been a recent trend in touchless fingerprint recognition technology, where
the back-facing smartphone cameras acquire high-resolution photographs of finger
ridge patterns. This mobile modality is henceforth referred to as fingerphotos'® [8,
28]. Fingerphoto authentication methods may offer an economical alternative to tra-
ditional fingerprint systems for mobile use cases as they avoid the need for extra
hardware [29]. The further advantages of the touchless finger photo authentication
methods over traditional touch-based fingerprint include being hygienic and remov-
ing the risk of leaving latent prints on the sensor. Furthermore, there are no finger
impression deformations in the acquired images that could be caused by pressing the

10Though not a traditional selfie capture per se, and given its commonalities with selfie mobile
biometrics, we have included it among other selfie modalities.
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Fingerphoto Segmentation and Minutiae
Enhancement Extraction

Fig. 1.8 Complete pipeline of fingerphoto-based system in mobile devices

finger on a touch-based sensor. Low-quality fingerprints due to low pressure or dry
skin may also be mitigated by such touchless photographic fingerprint acquisition.

A typical pipeline for finger photo authentication system consists of imaging one
or more fingers (with or without flash) with a high-quality back-facing mobile camera
from a short distance. This is followed by image segmentation, enhancement, and
minutiae extraction. The extracted minutiae form the template that is subsequently
matched with an enrolled reference to establish the identity of the mobile user (see
Fig.1.8). Some of the finger photo challenges include the improper focus of the
camera due to which ridge patterns of the finger may not be captured. Further, various
potential poses of the finger must be considered: the orientation angle, pitch angle,
and position of the finger, as well as the distance of the finger to the camera and the
background.

1.2.2 Selfie Biometrics and Spoof Attacks

As the use of biometrics for smartphone user authentication continues to increase,
capabilities to detect spoof attacks are needed to alleviate user concerns. A spoof
attack occurs when an adversary mimics the biometric trait of another individual to
circumvent the system for illegitimate access and advantages [30]. These attacks may
pose a serious threat because they can be executed at the sensor (camera) level without
requiring any technical knowledge of the functioning of the biometric system. Lack
of efficient anti-spoofing and liveness detection methods may create a formidable
psychological barrier in the mass adoption of biometrics in mobile applications.
Therefore, there is a pressing need for the development of robust countermeasures
against spoof attacks for mobile biometrics.



1 Introduction to Selfie Biometrics 11

£}

? -

v/ Real Face X Prints Attack X Replay Attack X 3D Mask Attack

Fig. 1.9 Example of print, replay, and 3D mask attacks for face biometrics in mobile device [31]

In context of selfie biometrics, spoof attacks mainly consist of (i) print attacks,
(ii) photograph attacks, and (iii) replay attacks. Print and photograph attacks can be
executed using a selfie photograph of the enrolled user, which may be displayed in
hard copy (2D or 3D) or on a screen to the mobile device. The video replay attacks are
performed by displaying a video on a mobile screen. Anti-spoofing countermeasures
aim to disambiguate live, and real face captures from spoof counterparts to avoid
spoof attacks in mobile devices.

Face: Figure 1.9 shows example of print and replay attacks for face biometrics
in the mobile device. Apart from print and photograph attacks, face recognition is
also subject to 3D face mask attacks which require high-resolution fabrication system
capturing the 3D shape and texture information of the target subject’s face. However,
print and replay attacks can be launched more easily by malicious users than 3D mask
attacks.

The existing countermeasures can be coarsely classified into motion analysis-
based [32-35], texture-based [36—44], image-quality based [39, 45-47], and deep
learning-based (which can be considered as an end-to-end data-driven spoofing arti-
fact feature extractor and classifier) [48]. Motion analysis-based methods can be
considered as liveness detection, and texture, image quality and deep learning-based
methods can be considered as spoof detection methods (since they mostly detect
artifacts and distortions arising from spoofing methods).

Fingerphoto: The types of spoof attacks for finger photo can be photograph,
print, and spoofs fabricated using material such as gelatin and latex. Countermea-
sures include use of textural descriptors such as local binary patterns, dense scale
invariant feature transform, and locally uniform comparison image descriptor fea-
tures combined with with classifiers such as support vector machine (SVM) [49], use
of challenge response [50] and deep convolutional neural networks (which combines
feature extraction and classification steps of the earlier mentioned methods) [51].
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Ocular: Apart from photograph and print attacks, spoof attacks for ocular or
iris biometrics may include the use of artificial eyes and patterned lenses. Common
countermeasures include use of local and global textural descriptors such as LBP
and GLCM [52], eye motion analysis, and convolutional neural networks, similar to
face anti-spoofing [53].

1.2.3 Selfie and Cloud-Based Services

The significant challenge associated with selfie biometrics is the limited availability
of resources—within the smartphone—for storage and computation. Therefore, it
may be necessary in some cases to outsource the computing and storage demands to
a more powerful server outside the smartphone. In this regard, cloud computing may
be harnessed as a viable option [54, 55]. Cloud computing facilitates the outsourcing
of computing and storage tasks to infrastructures managed by dedicated providers
a potential approach to surpassing mobile resource limits. For instance, the feature
extraction, data storage, and matching components of a biometric system can be
moved to a cloud infrastructure, while leaving only the sensing task in the smart-
phone. There is an increased interest in performing biometric recognition in mobile
devices and as a cloud-based service [54, 56, 57]. If the biometrics-in-the-cloud
architecture is offered by a service provider, then it is referred to as Biometrics-as-
a-Service (BaaS). If the infrastructure allows for component developers to develop
and incorporate custom components in the cloud (e.g., feature extraction or matcher
modules), then it is referred to as Platform-as-a-Service (PaaS). This paper in [54]
presents a framework for Biometrics-as-a-Service (BaaS) that performs biometric
matching operations in the cloud while relying on simple and ubiquitous consumer
devices such as a smartphone.

1.2.4 Selfie and Soft Biometrics

Apart from biometric authentication using selfie images, several soft-biometric
attributes can also be extracted from selfie captures. These soft-biometric attributes
may include eyeglasses, gender, age, and clothing, which can be used in the absence
of primary biometric trait, or conjunction with a primary biometric trait for perfor-
mance enhancement. Also, these soft-biometric traits can also be used for continuous
user authentication to verify that the user initially authenticated is still the user in
control of the device [58]. Selfie soft biometrics including gender [59-61], age [62],
eyeglasses [63], eyebrows [64], and clothing information [65] have been studied for
use with mobile face and ocular modalities for performance enhancement and contin-
uous user authentication (see Fig. 1.10). Further study in [66] proposed a combination
of soft-biometric attributes such as face shape, skin tone, hair color, eyeglasses, eth-
nicity, and gender for continuous user authentication in mobile devices.
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L

Fig. 1.10 Example of soft-biometric attributes from selfie images

1.3 Challenges and Future Directions

One of the main challenges in selfie biometrics involves developing accurate and
computationally efficient methods for the mobile environment. Due to data acqui-
sition in a mobile and uncontrolled environment, the acquired samples may exhibit
substantial intra-class variations. This can lower the accuracy of the system and may
even frustrate users of the devices.

A recent survey [21] suggests an average reported face recognition accuracy of
92.3% in a mobile environment. However, most of the existing methods are evaluated
on in-house mobile datasets of limited size. Therefore, the relevance of the reported
results cannot be established.

Reported error rates regarding the performance of proposed countermeasures
against spoof attacks [21] in mobile devices are usually high, especially for replay
attacks. This suggests the need for advanced and accurate methods for liveness and
spoof detection for selfie biometrics. Continuous advancement in spoofing techniques
will lead to novel methods for spoof attacks. There is an immediate need for designing
a liveness detection/ anti-spoof method that is robust across new spoof attacks [67].
Therefore, the development of advanced and open-set liveness/ anti-spoof detection
methods for known and novel spoof attacks should be the path forward.

With the advancement in mobile technology, deep learning-based solutions
became viable for client-oriented and cloud-based mobile biometrics applications.
Consequently, deep learning-based solutions for accurate recognition and anti-
spoofing should be developed. Advanced loss functions such as triplet- [68] and
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center-loss [69] should be utilized for the task. There is a room for the development
of a framework for Biometrics-as-a-Service that performs selfie matching opera-
tions in the cloud. Dynamic fusion framework needs to be developed for combining
available soft-biometric attributes from selfie images for performance enhancement.
Efforts should also be directed toward large-scale database collection for selfie face
images to evaluate and compare deep learning solutions on a common test set.

1.4 Conclusion

Recently, several papers have been published on the topic of selfie biometrics. This
book describes the state-of-the-art in selfie biometrics with a focus on the face,
ocular, and finger modalities. This introductory chapter has described the notion
of selfie biometrics and summarized the notable state of the art on this topic. This
chapter will be followed by individual chapters covering: various selfie modalities,
the methods of selfie-based mobile user authentication, predicting soft biometrics for
performance enhancement and continuous authentication, anti-spoofing (measures
and robustness), quality, privacy, security, and usability of selfie biometrics.
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Chapter 2
User Authentication via Finger-Selfies ez

Aakarsh Malhotra, Shaan Chopra, Mayank Vatsa and Richa Singh

Abstract In the last one decade, the usage and capabilities of smartphones have
increased multifold. To keep data and devices secure, fingerprint and face recognition-
based unlocking are gaining popularity. However, the additional cost of installing
fingerprint sensors on smartphones questions the use of fingerprints. Alternatively,
finger-selfie, an image of a person’s finger acquired using a built-in smartphone
camera, can act as a cost-effective solution. Unlike capturing face selfies, capturing
good-quality finger-selfies may not be a trivial task. The captured finger-selfie might
incorporate several challenges such as illumination, in- and out-of-plane rotations,
blur, and occlusion. Users may even present multiple fingers together in the same
frame. In this chapter, we propose authentication using finger-selfies taken in an
unconstrained environment. The research contributions include the UNconstrained
FIngerphoTo (UNFIT) database which is captured under challenging unconstrained
conditions. The database also contains the manual annotation of identities and loca-
tion of the fingers. We further present a segmentation algorithm to segment finger
regions and, finally, perform feature extraction and matching using CompCode and
ResNet50. Experimental results show that despite multiple challenges present in the
UNFIT database, the segmentation algorithm can segment and perform authentica-
tion using finger-selfies.
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