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Introduction

Denying the impact of the Spring Framework in the Java world would be simply
impossible. Spring has brought so many advantages to the Java developer that we could
say it has made better developers of all of us. The good ones, the average ones. All of us.

The previous version of this book utilized Spring Security 3. Therefore, it is very
important to note, in this new edition of the book, the most important changes from v3
to v5. Spring Security v5 is now part of Pivotal since SpringSource is no longer used.

Spring Framework 5 was published in September of 2017 and it can be considered the
first major Spring Framework release since version 4 was released in December of 2013.

Spring’s core building blocks of dependency injection and aspect-oriented
programming are widely applicable to many business and infrastructure concerns, and
certainly application security can benefit from these core functionalities. So this is Spring
Security: an application-level security framework built on top of the powerful Spring
Framework that deals mainly with the core security concepts of authentication and
authorization, which are some of the fundamental functionalities of Spring Security v5.

Spring Security aims to be a full-featured security solution for your Java applications.
Although its main focus is on web applications and the Java programming language, you
will see that it goes beyond these two domains.

What we wanted to do in writing this book was to expose some of the internal works
of Spring Security along with the standard explanations of how to use certain features.
The idea is to teach beyond the basics of how to do something in particular, and instead
focus on the plumbing inside the framework. We find that this is the best way of learning
something: actually seeing how it is built in the core. That’s not to say, of course, that the
book doesn’t cover basic setups and give quick, practical advice on using the framework,
because it certainly does. The point is that instead of saying, “Use this to do that,” we say,
“This works like this... and this allows you to....” This is a point of view that only tools like
Spring afford (because they are open source).

With that said, we suggest that the best way to use this book is to have the Spring
Security source code checked out on your computer and go through the examples with
both the code from the book and the code from Spring Security itself. This will not only
help you understand each concept as it is introduced, but will also teach more than
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one good programming trick and good practice. We recommend this approach for
studying any software whenever you have the chance. If the source code is out there,
grab it. Sometimes a couple lines of code teach more than a thousand words. In this
book, we will mainly introduce Spring Boot, analyze Spring Framework, and develop
Java Web Applications with Spring Security v5.1.5, Java v11, and Servlet v4. Also, Spring
Security v5 supports many different authentication mechanisms which are introduced
and developed in this book, like Database (MongoDB and hsqldb), LDAP, X.509, OAuth
2/0penlD, WebSockets, SON Web Token (JWT), JAAS, and CAS. Web development
frameworks like Grails and JRuby in the context of Rails and Scala are also introduced in
this book.

Who This Book Is For

This book is written mainly for Java developers who use Spring in their work and need

to add security to their applications in a way that leverages Spring’s proven concepts
and techniques. The book will also be helpful to developers who want to add web-layer
security to their applications, even if those applications are not fully Spring-powered

at their core. The book assumes you have knowledge of Java and some of its tools and
libraries, such as Servlets and Maven. It also assumes that you know what you want to
use security for and in what context you want to use it. This means, for example, we
won't explain protocols like LDAP in much depth; instead, we’ll concentrate on showing
you how to integrate Spring Security with an LDAP user store. An in-depth knowledge of
Spring is not essential because many of the concepts are introduced as we go along, but
the more you understand about Spring, the more you are likely to get out of this book.

How This Book Is Structured

The book is divided into nine chapters that embody a progressive study of Spring
Security. Starting from a summary of basic applications and an explanation of how
the framework is structured, the content moves on to more advanced topics, such as
using Spring Security in different JVM languages. The book follows a sequence that
corresponds to the way this framework is normally used in real life.
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The chapters in the book cover the following:

Chapter 1: Introduces security in general and how to approach
security problems at the application level

Chapter 2: Introduces Spring Security v5, how to use it, when to use
it, and all of its security functionalities

Chapter 3: Introduces Spring Security with a simple example
application that secures web access at the URL level

Chapter 4: Provides a full introduction to the architecture of Spring
Security, including the main components and how they interact with
each other

Chapter 5: Gives in-depth coverage of the web-layer security options
available in Spring Security

Chapter 6: Covers a wide array of authentication providers, including
LDAP and JASS, which can be plugged into Spring Security

Chapter 7: Covers access control lists (ACLs), which are used to
secure individual domain objects, and how they fit into the general
security concerns

Chapter 8: Explains how to extend the core Spring Security
functionality by making use of the many extension points supported
by its modular architecture

Chapter 9: Shows how to integrate Spring Security with different Java
frameworks and some important JVM programming languages

Prerequisites

The examples in this book are all built with Java 11 and Maven 3.6.1. The latest Spring

versions are used if possible. Spring Security 5.1.5 was the version used throughout the

book. Tomcat Web Server v9 was used for the different web applications in the book,

mainly through its Maven plugin, and the laptop used was a ThinkPad Yoga 360 with
8GB of RAM. All the projects were developed using the Intelli] IDEA Ultimate 2019.2.
You are free to use your own tools and operating system. Because everything is Java

based, you should be able to compile your programs on any platform without problems.

xvii
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Downloading the Code

The code for the examples shown in this book is available via the Download Source Code
button located at www.apress.com/9781484250518.

Contacting the Authors

You are more than welcome to send us any feedback regarding this book or any other
subject we might help you with. You can contact Carlo Scarioni via his blog at http://
cscarioni.blogspot.com, or you can send him email at carlo.scarioni@gmail.com.
You can contact Massimo Nardone via email at massimonardonedevchannel@gmail.com.

xviii
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CHAPTER 1

The Scope of Security

Security. An incredibly overloaded word in the IT world. It means so many different
things in so many different contexts, but in the end, it is all about protecting sensitive
and valuable resources against malicious usage.

In IT, we have many layers of infrastructure and code that can be subject to malicious
attacks, and arguably we should ensure that all these layers get the appropriate levels of
protection.

Of course, the growth of the Internet and the pursuit of reaching more people with
our applications have opened more and more doors to cyber criminals trying to access
these applications in illegitimate ways.

It is also true that good care is not always taken to ensure that a properly secured
set of services is being offered to the public. And sometimes, even when good care
is taken, some hackers are still smart enough to overcome security barriers that,
superficially, appear adequate.

The first step is to define defense in depth (DiD) and its security layers. In general,
DiD is a way to define how to develop the cybersecurity of the IT infrastructure by
defining how all the defensive mechanisms are layered in order to protect and secure
data and information. A failing DiD or too weak development might be a consequence of
a cybersecurity attack on the IT infrastructure.

Let’s understand a bit more about the mechanisms part of DiD. First of all, DiD is
made of three major controls:

e Administrative controls: Policies, procedures, guidelines, awareness

programs, etc.

o Technical controls: Firewalls, antivirus, intrusion prevention
systems (IPS), etc.

o Physical Controls: Network and server rooms, video surveillance, etc.

© Carlo Scarioni and Massimo Nardone 2019
C. Scarioni and M. Nardone, Pro Spring Security, https://doi.org/10.1007/978-1-4842-5052-5_1
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Figure 1-1 shows the typical DiD mechanisms that define the IT infrastructure

security layers.
Policies, Guidelines, Procedures, Awareness Programs == Administrative Controls
Physical == Pphysical Controls
Perimeter —
ajele
~Pplicatio S Technical Controls
) O
| — —

Figure 1-1. DiD mechanisms and IT infrastruxture layers

The three major security layers in an IT infrastructure are the network, the operating
system (part of the endpoint security layer), and the application itself.

The Network Security Layer

The network security layer is probably the most familiar one in the IT world. When
people talk about IT security, they normally think of network-level security—in
particular, security that uses firewalls.

Even though people often associate security with the network level, this is only a
very limited layer of protection against attackers. Generally speaking, it can do no more
than defend IP addresses and filter network packets addressed to certain ports in certain
machines in the network.
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This is clearly not enough in the vast majority of cases, as traffic at this level is
normally allowed to enter the publicly open ports of your various exposed services with
no restriction at all. Different attacks can be targeted at these open services, as attackers
can execute arbitrary commands that could compromise your security constraints.
There are tools like the popular nmap (http://nmap.org/) that can be used to scan a
machine to find open ports. The use of such tools is an easy first step to take in preparing
an attack, because well-known attacks can be used against such open ports if they are
not properly secured.

A very important part of the network-layer security, in the case of web applications,
is the use of Secure Sockets Layer (SSL) to encode all sensitive information sent along
the wire, but this is related more to the network protocol at the application level than to
the network physical level at which firewalls operate.

The Operating System Layer

The operating system layer is probably the most important one in the whole security
schema, as a properly secured operating system (OS) environment can at least prevent a
whole host machine from going down if a particular application is compromised.

If an attacker is somehow allowed to have unsecured access to the operating system,
they can basically do whatever they want—from spreading viruses to stealing passwords
or deleting your whole server’s data and making it unusable. Even worse perhaps, they
could take control of your computer without you even noticing, and use it to perform
other malicious acts as part of a botnet. This layer can include the deployment model of
the applications since you need to know your operating system'’s permission scheme to
ensure that you don’t give your applications unnecessary privileges over your machine.
Applications should run as isolated as possible from the other components of the host

machine.

The Application Layer

The main focus of this book will be on the application layer. The application security
layer refers to all the constraints we establish in our applications to make sure that only
the right people can do only the right things when working through the application.


http://nmap.org/
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Applications, by default, are open to countless avenues of attack. An improperly
secured application can allow an attacker to steal information from the application,
impersonate other users, execute restricted operations, corrupt data, gain access to the
operating system level, and perform many other malicious acts.

In this book, we will cover application-level security, which is the domain of Spring
Security. Application-level security is achieved by implementing several techniques,
and there are a few concepts that will help you understand better what the rest of the
book will cover. They are the main concerns that Spring Security addresses to provide
your applications with comprehensive protection against threats. In the following three
subsections, we shall introduce

¢ Authentication
e Authorization

e ACLs

Authentication

The process of authentication allows an application to validate that a particular user is
who they claim they are. In the authentication process, a user presents the application
with information about herself (normally, a username and a password) that no one else
knows. The application takes this information and tries to match it against information

it has stored—normally, in a database or LDAP! (Lightweight Directory Access Protocol)
server. If the information provided by the user matches a record in the authentication
server, the user is successfully authenticated in the system. The application will normally
create an internal abstraction representing this authenticated user in the system.

Figure 1-2 shows the authentication mechanism.

'LDAP will be explained in some detail in Chapter 8, where various authentication providers are
covered.
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Figure 1-2. Simple, standard authentication mechanism

Authorization

When a user is authenticated, that only means that the user is known to the system

and has been recognized by it. It doesn’t mean that the user is free to do whatever she
wants in said system. The next logical step in securing an application is to determine
which actions the user is allowed to perform, and which resources she has access to,
and make sure that if the user doesn’t have the proper permissions she cannot carry

out that particular action. This is the work of the authorization process. In the most
common case, the authorization process compares the user’s set of permissions against
the permissions required to execute a particular action in the application, and if a match
is found, access is granted. On the other hand, if no match is found, access is denied.
Figure 1-3 shows the authorization mechanism.
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Figure 1-3. Simple authorization process. The authenticated user tries to access a
secured resource

ACLs

Access control lists (ACLs) are part of the authorization process explained in the
previous section. The key difference is that ACLs normally work at a finer grained level
in the application. ACLs are simply a collection of mappings between resources, users,
and permissions. With ACLs, you can establish rules like “User John has administrative
permission on the blog post X” or “User Luis has read permission on blog post X.” You
can see the three elements: user, permission, and resource. Figure 1-3 shows how ACLs
work; they are just a special case of the general authorization process.

Authentication and Authorization: General Concepts

In this section, we shall introduce and explain some fundamental security concepts that
you will be coming across frequently in the rest of the book:

o User: The first step in securing a system from malicious attackers
is to identify legitimate users and allow access to them alone. User
abstractions are created in the system and given their own identity.
They are the users that will later be allowed to use the system.
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Credentials: Credentials are the way a user proves who they are.
Normally, in the shape of passwords (certificates are also a common
way of presenting credentials), they are data that only the owner of it
knows.

Role: In an application security context, a role can be seen as a logical
grouping of users. This logical grouping is normally done so the
grouped users share a set of permissions in the application to access
certain resources. For example, all users with the role of admin will
have the same access and permissions to the same resources. Roles
serve simply as a way to group permissions to execute determined
actions, making users with those roles inherit such permissions.

Resource: By a resource, we mean, in this context, any part of the
application that we want to access and that needs to be properly
secured against unauthorized access—for example, a URL, a business
method, or a particular business object.

Permissions: Permissions refer to the access level needed to access

a particular resource. For example, two users may be allowed to read
a particular document, but only one of them is allowed to write to it.
Permissions can apply either to individual users or to users that share
a particular role.

Encryption: This allows you to encrypt sensible information
(normally passwords, but it can be something else, like cookies) so
as to make it incomprehensible to attackers even if they get access to
the encrypted version. The idea is that you never store the plain text
version of a password, but instead store an encrypted version so that
nobody but the owner of such a password knows the original one.
There are three main kinds of encryption algorithms:

e One-way encryption: These algorithms, referred as hashing
algorithms, take an input string and generate an output number
known as the message digest. This output number cannot be
converted back into the original string. This is why the technique
is referred to as one-way encryption. Here is the way to use it:

A requesting client encrypts a string and sends the encrypted
string to the server. The server may have access to the original
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information from a previous registration process, for example,
and if it does, it can apply the same hash function to it. Then

it compares the output from this hashing to the value sent by

the client. If they match, the server validates the information.
Figure 1-4 shows this scheme. Usually, the server doesn’t even
need the original data. It can simply store the hashed version and
then compare it with the incoming hash from the client.

|Origina| Data | | Original Data |

Sender = f--—ooe—e. Encrypted Data ------=>1 Receiver
Encrypter i Encrypter
I
v
Encrypt Qriginal
Data
i
|
Y
! Compare with
Reject = -- No -- < Received Data
1
)
[]
[)
yes
[]
H
Y
Validate and
Accept

Figure 1-4. One-way encryption or hashing

e Symmetric encryption: These algorithms provide two functions:
encrypt and decrypt. A string of text is converted into an encrypted
form and then can be converted back to the original string. In this
scheme, a sender and a receiver share the same keys so that they can
encrypt and decrypt messages on both ends of the communication.



CHAPTER 1  THE SCOPE OF SECURITY

One problem with this scheme is how to share the key between the
endpoints of the communication. A common approach is to use a
parallel secure channel to send the keys. Figure 1-5 shows symmetric
encryption at work.

Encrypt with
Key
o
: i
————— I .
Sender ' Encrypted Message ----> Receiver
: N
Lo Encryption Key =============== ! i
]
'
Decrypt with
Received Key

Figure 1-5. Symmetric encryption. The two endpoints share the same encryption/
decryption key

o Public key cryptography: These techniques are based on
asymmetric cryptography. In this scheme, a different key is used
for encryption than for decryption. These two keys are referred as
the public key, which is used to encrypt messages, and the private
key, which is used to decrypt messages. The advantage of this
approach over symmetric encryption is that there is no need to
share the decryption key, so no one but the intended receiver of the
information is able to decrypt the message. So the normal scenario is
the following:

e The intended recipient of messages shares her public key with
everyone interested in sending information to her.

e Asender encrypts the information with the receiver’s public key,
and sends a message.

o Thereceiver uses her private key to decrypt the message.

o No one else is able to decrypt the message because they don’t
have the receiver’s private key.
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Figure 1-6 shows the public key cryptography scheme.
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Figure 1-6. Public key cryptography

The use of encryption achieves, among other things, two other security goals:

o Confidentiality: Potentially sensitive information belonging to one
user, or group of users, should be accessible only to this user or
group. Encryption algorithms are the main helper in achieving
this goal.

o Integrity: Data sent by a valid user shouldn’t be altered by a third
entity on its way to the server, or in its storage. This is normally
accomplished through the use of one-way cryptographic algorithms
that make it almost impossible to alter an input and produce a
corrupted message whose encrypted hash is the same as the original
message (thus deceiving the receiver into thinking it is valid).

What to Secure

Not every part of the application requires a strong security model, or even any security
at all. If, for example, one part of your application is supposed to serve static content
to everyone interested in it, you can simply serve this content. There probably are no
security concerns to handle here.

10
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Anyway, when starting to work on a new application, you should think about the

security constraints that your application will have. You should think about concerns like

those in the following list and whether or not they apply to your particular use case:

Identity management: More than likely, your application will need
to establish the identities of the different users that will be using it.
Usually, your application will do different things for different users,
so you need a way to associate users with certain functionality. You
also need to be sure to protect each user’s identity information so
that it can’t be compromised.

Secured connections: In an internet environment, where anyone in
the world can potentially access your system and eavesdrop on other
users accessing your system, you most likely will want to secure the
communication of sensitive data using some kind of transport layer
security, such as SSL.

Sensitive data protection: Sensitive data will need to be protected
against malicious attacks. This applies to the communication layer
and to individual message transmission, as well as to credentials
datastores. Encryption should be used in different layers to achieve
the most secure application possible.

More Security Concerns

There are many more security concerns than the ones explained so far. Because this is

a Spring Security book and not a general application-security book, we will cover only

things related to Spring Security. However, we think it is important that you understand

that there are many more security concerns than those addressed directly by Spring

Security. The following is a quick overview of some of the most common ones. This is

only intended to make you aware of their existence, and we recommend you consult

a different source (such as a general software security textbook) to gain a better

understanding of all these concerns.

11
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o SQL (and other code) injection: Validating user input is a very
important part of application security. If data is not validated, an
attacker could potentially write any kind of string as input (including
SQL or server-side code) and send that information to the server. If the
server code is not properly written, the attacker could wreak significant
havoc because she could execute any arbitrary code on the server.

o Denial of service attacks: These attacks consist of making the target
system unresponsive to its intended users. This is normally done by
saturating the server with requests so that it utilizes all the server’s
resources and makes it unresponsive to legitimate requests.

o Cross-site scripting and output sanitation: A kind of injection can
be done where the target is the client part of the application. The
idea is that the attacker can make an application return malicious
code inside the web pages returned, and thus execute it in the user’s
browser. This way, the attacker invisibly executes actions using the
real user’s authenticated session.

Java Options for Security

Java and Java EE out-of-the-box security solutions are very comprehensive. They cover
areas ranging from a low-level permission system, through cryptography APIs, to an
authentication and authorization scheme.

The list of security APIs offered in Java is very extensive, as the following list of the
main ones shows:

o Java Cryptography Architecture (JCA): This API offers support
for cryptographic algorithms, including hash-digest and digital-
signature support.

o Java Cryptographic Extensions (JCE): This API mainly provides
facilities for the encryption and decryption of strings and also secret
key generation for symmetric algorithms.

e Java Certification Path API (CertPath): This API provides
comprehensive functionality for integrating the validation and
verification of digital certificates into an application.

12
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o Java Secure Socket Extension (JSSE): This API provides a
standardized set of features to offer support for SSL and TLS
protocols, both client and server, in Java.

e Java Authentication and Authorization Service (JAAS): This
API provides service for authentication and authorization in Java
applications. It provides a pluggable system where authentication
mechanisms can be plugged in independently to applications.

Please refer to this link for the entire list of Java 11 Security APIs: https://docs.
oracle.com/en/java/javase/11/security/java-security-overviewl.html#GUID-
2EFOB3B8-9F3A-41CF-A7DA-63DB52180084.

Figure 1-7 shows the Java platform security architecture and elements.

Java Application

JAAS JGSS JSSE CertPath

JCA/ICE

Provider 1 Provider n

Figure 1-7. Java platform security architecture and elements

Spring Security’s main concerns are in the authentication/authorization realm. So
it overlaps mainly with the JAAS Java AP], although they can be used together, as you
will see later in the book. Most of the other APIs are leveraged in Spring Security. For
example, CertPath is used in X509AuthenticationFilter and JCE is used in the spring-
security-crypto module.
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