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Foreword
Perry Carpenter is a highly respected cybersecurity guru who I’ve gotten 
to know over the last two years. He has 15+ years of experience in the field 
both as a practitioner and as an analyst. He’s sharp, is incredibly analytical, 
has a knack for psychology, and is a prolific writer. I first met Perry when he 
started working at KnowBe4, but I’d heard of him when he was an analyst at 
Gartner through KnowBe4’s CEO Stu Sjouwerman. Perry and I always play off 
of one another on webinars that we put on together for KnowBe4. We have a 
natural chemistry that is sometimes hard to find. A big reason for that natural 
chemistry is one of the first things that drew me to him—our mutual love of 
magic. We both have such a fascination with it that we took turns showing 
each other magic tricks one day.

Social engineering threats have been around since before I was born. Con 
artists continue to get better. That’s a big reason why I look at security aware-
ness as an absolute necessity—because humans can be easily influenced to 
reveal confidential information or to perform actions through manipulation 
and deception. Regardless of what the software does, humans can be tricked to 
do whatever another human wants. There’s no software in the world that can 
protect a system against a pretext. People must realize that technology alone 
won’t protect them. That’s why it’s crucial to implement entertaining, relevant, 
and informative security training to make it matter to employees personally 
(appeal to self-interest), which helps change behavior.

Perry has put together a comprehensive book about security awareness 
programs that every security professional should read. It covers a variety of 
topics related to security awareness including the psychology of the behav-
iors behind getting someone to perform a certain act or care about a certain 
topic, the use of marketing and communications tactics to enhance security 
awareness training, leveraging social pressures to change culture, and more. 
He’s also added a compilation of voices from the cybersecurity industry who 
provide their advice about how to put on your best security awareness training.

Not only does Perry address the “how” behind putting together a compre-
hensive and effective security awareness training program, he addresses the 
ever important “why.” Why should people care about it? Why would it appeal 
to him/her personally? He even breaks it down to simplify why you should 
have a security awareness training program in the first place. Knowing the 
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ultimate purpose and goal of your security awareness program is important 
because it correlates directly to the impact of your program.

One thing that I particularly enjoyed about his book was that he talked in 
detail about the importance of repetition when it comes to effectively getting 
a message across, and then he proceeds to summarize and repeat the most 
important points at the end of each chapter in the book. Perry also uses a line 
throughout the book that I’m a big fan of: “Just because I’m aware doesn’t mean 
I care.” Keep that in mind as you develop your security awareness program. 
Plan for it and work with human nature rather than against it to make your 
program more effective and to go beyond mere awareness. When we connect 
with people on an emotional level, the chance of them actually caring increases 
dramatically. Your ultimate goal should be to change end-user behavior and 
to shape the organization’s overall security culture.

We can’t argue that the world is in desperate need of better equipped secu-
rity awareness leaders. And the human element is the most important one 
when it comes to your cybersecurity program. Beyond technology, beyond 
software, people are truly your last line of defense. At the end of the day, it all 
comes down to people. Perry has a way of masterfully exploring how people 
think and why they act the way they do. This is a fascinating read and, once 
again, something I’d recommend to everyone in the cybersecurity field.

—Kevin Mitnick



I have a confession to make. This may sound strange, but pondering human 
thought and behavior is one of my favorite things to do. I think it’s always 

been that way for me. I’ve wanted to know what makes people tick. Because of 
that, I’ve gone down a few interesting roads of study, from music, to religious 
studies, to magic and misdirection, to social engineering, to training as a street 
hypnotist and theatrical mind-reader, to taking classes in pickpocketing, to 
learning the ins and outs of public speaking and influence tactics, to graphic 
design, and more.

In all of this, I think I’ve actually been trying to understand why I do the 
things that I do and think the things that I think. You see, I’ve always felt a 
bit different. And that difference was confirmed to me late in life when I was 
diagnosed with Asperger’s syndrome (a neurological difference also known 
as autism spectrum disorder, or ASD). In many aspects of life, this neurodi-
versity has served me well. I see the world in a different way. And that off-
centered view of things has helped me find solutions or phrase answers in 
ways that can sometimes elude others. And, often, I’m sure that my way of 
approaching things has resonated not because it is better or more insightful; 
rather, it can resonate because it is quirky enough to cut through someone’s 
pre-established filters.

In other areas of life, the social areas, I often felt (and sometime still feel) 
like an alien or a social anthropologist seeking to better understand the 
strange and wonderful inhabitants of this world. That seeking to understand 
is something that I still do every day. So, pondering human thought (psy-
chology), our behavior (behavior science), and group dynamics (culture) is 
ceaselessly interesting and fun. The best part of it (professionally) is that I’ve 
had the opportunity in my career to make this quest part of the mandate for 
my daily job.

The Security Awareness Connection
The various roles throughout my professional life have offered me a unique 
vantage point when it comes to security awareness programs and to the 
security awareness market. I’ve seen security awareness from virtually every  
conceivable angle. 
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 ■ I’ve been the recipient of security awareness training at former employers.
 ■ I’ve designed and implemented security awareness programs at multiple 

Fortune 500 companies.
 ■ I’ve served as the Gartner analyst covering the security awareness market, 

authoring the Magic Quadrant for the space, advising vendors, and 
helping security awareness program managers design their programs.

 ■ And now, I help shape the awareness market and seek to serve secu-
rity awareness leaders around the world by working within the  
security awareness vendor community.

Over the 15 or so years that I’ve been directly involved in building my own 
programs, advising security leaders and vendors, or helping shape the future 
of KnowBe4, I’ve learned a thing or two about what makes a security aware-
ness program viable and scalable for long-term success. I’ve seen what does 
and doesn’t work. And I’ve helped to build real, functional, security awareness 
programs that have shaped the behavior of employees as well as molding the 
way that organizations perceive and value security within their broader 
culture. Isn’t that our goal? I’m pretty sure you agree. After all, if that’s not 
what you are hoping to achieve, you probably wouldn’t be reading this.

I’m resisting the urge to summarize the entire book for you right now. But, 
as I do that, there are a few things that I can’t help but allow to leak forward 
and spill onto this page. Specifically, I want to let you in on the main thesis 
of this book. It’s this: the concept of “security awareness” can suffer from a 
fatal flaw, what I call the knowledge-intention-behavior gap. Just because your 
people are aware of something doesn’t mean that they will care. And, even if 
they care and intend to do the right thing, a whole host of situations and  
contexts can interfere with the follow-through (the desired behavior). So, there 
is a gap between knowledge and intention. And there is a gap between intention 
and behavior.

A transformational security awareness program proactively accounts for the 
knowledge-intention-behavior gap. It does so by working with, rather than 
against, human nature. And it does so by setting an intentional, eyes- 
open, focus on the idiosyncrasies of human nature, human behavior, human 
thought and reasoning, social dynamics, the power of emotion, and more.  
A transformational security awareness program will allow these realities to 
define the program strategy rather than just tossing out the next security video 
or dragging everyone through the doldrum of the next annual PowerPoint fest.
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Thinking Forward
I was very intentional about the cover image for this book. Take another look 
at it now. When we think about the concept of transformation, it’s easy to 
think about a caterpillar’s transformation into butterfly. But all too often, we 
think about the butterfly emerging from the cocoon. That’s great—but it’s the 
end of the story. Notice, however, in the cover photo, you see the caterpillar 
casting the shadow of a butterfly. It’s about the future potential of what exists 
in the now.

This book is about helping you see the potential of what is possible and 
then helping you plan practical ways to move toward that transformational 
outcome. So, in the same way that you can look at a caterpillar and imagine 
the future butterfly, I want to you imagine. Imagine yourself, your program, 
your people, and your organization a year from now: transformed.

Let the Fun Begin
Let’s make this a conversation. I’d love to know your thoughts as you progress 
through the book. Keep me up-to-date on any transformational stories you 
have. Or, let me know if I can help with anything.

Lastly, if you enjoy this book and think it’s helpful, recommend it to others, 
write a review, and buy copies to give to all your friends, family, and co-workers 
this holiday season. OK, that last part was somewhat in jest. But I do sincerely 
hope to hear from you.

You can connect with me on LinkedIn (/in/perrycarpenter), on Twitter 
(@perrycarpenter), or on the Web (https://TheSecurityAwarenessGuy.com).

Perry Carpenter
March 2019

https://TheSecurityAwarenessGuy.com
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