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Preface

Visual cryptography (VC) is a new form of secret sharing technique, where no
computation is needed for decryption. The decryption can be done by stacking the
shares or simple OR/XOR operations. This type of crypto-system is especially
attractive for computation-limited environment, such as mobile devices or
authentication without computation. It has found many applications including but
not limited to privacy protection for biometric identification, bar code security,
online evaluation and electronic voting, anti-counterfeiting and commodity tracing,
etc. This book comprehensively covers the important efforts in improving the visual
quality of images in visual cryptography, with a focus on the cases with grayscale
images. We not only cover schemes in traditional VC and extended VC for binary
secret image, but also cover topics for grayscale secret image and latest develop-
ment in analysis-by-synthesis approach.

This book distinguishes itself from the existing literature in three ways. First, it
not only reviews traditional VC for binary secret image, but also covers recent
efforts in improving visual quality for grayscale secret image. Second, not only
traditional quality measures are reviewed, but also measures that were not used for
measuring perceptual quality of decrypted secret image, such as Radially Averaged
Power Spectrum Density (RAPSD) and residual variance, are employed for eval-
uating and guiding the design of VC algorithms. Third, unlike most visual cryp-
tography books following a mathematical formal style, this book tries to make a
balance between engineering intuition and mathematical reasoning. All the targeted
problems and corresponding solutions are fully motivated by practical applications
and evaluated by experimental tests, while important security issues are presented
as mathematical proof. Furthermore, important algorithms are summarized as
pseudo-codes, thus enables the readers to reproduce the results in the book.
Therefore, this book serves as a tutorial for readers with engineering background as
well as for experts in related areas to understand the basics and research frontiers in
visual cryptography.
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An open source project was built on GitHub to accompany this book, which
includes implementation of most algorithms covered in this book in MATLAB and
related images and data. Please visit the following URL: https://github.com/
yanbinhit/GrayscaleVisualCryptography.

The key features of this book include:

1. First book focusing on the topic of perceptual quality in VC.
2. First book comprehensively reviewing and discussing perceptual quality

improvement of decrypted grayscale secret images.
3. First book employing perceptual quality measures, such as RAPSD for halftone

image, to guide the design and evaluation of grayscale VC.
4. Good balance between engineering intuition and mathematical reasoning.
5. Suitable for both engineers targeting at fast implementation and researchers

targeting at catching up the latest development in VC.
6. Matlab code for almost all major algorithms.

Qingdao, China Bin Yan
Melbourne, Australia Yong Xiang
Wuhan, China Guang Hua
February 2019
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