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Preface

This volume of Advances in Intelligent and Soft Computing contains accepted
papers presented at CISIS 2019 and ICEUTE 2019, both conferences held in the
beautiful and historic city of Seville (Spain), in May 2019.

The aim of the twelfth CISIS 2019 conference is to offer a meeting opportunity
for academic and industry-related researchers belonging to the various, vast
communities of computational intelligence, information security, and data mining.
The need for intelligent, flexible behavior by large, complex systems, especially in
mission-critical domains, is intended to be the catalyst and the aggregation stimulus
for the overall event.

After a thorough peer review process, the CISIS 2019 International Program
Committee selected 20 papers which are published in these conference proceedings
achieving an acceptance rate of 30%. In this relevant edition, a special emphasis
was put on the organization of special sessions. One special session was organized
related to relevant topics as: From the least to the least: cryptographic and data
analytics solutions to fulfil least minimum privilege and endorse least minimum
effort in information systems.

In the case of 10th ICEUTE 2019, the International Program Committee selected
15 papers, which are published in these conference proceedings. Two special
sessions were organized related to relevant topics as: Looking for Camelot: New
Approaches to Asses Competencies; Innovation in Computer Science Education.

The selection of papers was extremely rigorous in order to maintain the high
quality of the conference, and we would like to thank the members of the Program
Committees for their hard work in the reviewing process. This is a crucial process to
the creation of a high standard conference, and the CISIS and ICEUTE conferences
would not exist without their help.

CISIS 2019 and ICEUTE 2019 conferences enjoyed outstanding keynote
speeches by distinguished guest speakers: Prof. Dieu Tien Bui (University of
South-Eastern Norway, Norway), Prof. Juan Manuel Corchado (University of
Salamanca, Spain) and Prof. Julien Jacques (University of Lyon, France).



vi Preface

CISIS 2019 special edition, as a follow-up of the conference, we anticipate
further publication of selected papers in a special issue, in the prestigious Logic
Journal of the IGPL (Oxford Academic).

Particular thanks go as well to the conference main sponsors, Startup Ole,
IEEE SMC Spanish Chapter, the International Federation for Computational Logic,
who jointly contributed in an active and constructive manner to the success of this
initiative.

We would like to thank all the special session organizers, contributing authors,
as well as the members of the Program Committees and the Local Organizing
Committee for their hard and highly valuable work. Their work has helped to
contribute to the success of the CISIS 2019 and ICEUTE 2019 events.

May 2019 Francisco Martinez Alvarez
Alicia Troncoso Lora

José Antonio Saez Muifioz

Héctor Quintian

Emilio Corchado
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Perturbing Convolutional Feature Maps
with Histogram of Oriented Gradients for Face
Liveness Detection

Yasar Abbas Ur Rehman(m), Lai-Man Po, Mengyang Liu, Zijie Zou,
and Weifeng Ou

Department of Electronic Engineering,
City University of Hong Kong, Kowloon, Hong Kong
{yaurehman2-c, mengyaliu7-c, zijiezou2-c,
weifengou2-c}@ny. cityu. edu. hk, eelmpo@cityu. edu. hk

Abstract. Face anti-spoofing in unconstrained environment is one of the key
issues in face biometric based authentication and security applications. To min-
imize the false alarms in face anti-spoofing tests, this paper proposes a novel
approach to learn perturbed feature maps by perturbing the convolutional feature
maps with Histogram of Oriented Gradients (HOG) features. The perturbed
feature maps are learned simultaneously during training of Convolution Neural
Network (CNN) for face anti-spoofing, in an end-to-end fashion. Extensive
experiments are performed on state-of-the-art face anti-spoofing databases, like
OULU-NPU, CASIA-FASD and Replay-Attack, in both intra-database and
cross-database scenarios. Experimental results indicate that the proposed frame-
work perform significantly better compare to previous state-of-the-art approaches
in both intra-database and cross-database face anti-spoofing scenarios.

Keywords: Convolution Neural Networks - Face liveness detection -
Histogram of Oriented Gradients

1 Introduction

Preserving the privacy of individuals using their biometric traits has been a prevailing
issue in biometric based user authentication systems. Among various biometric traits
like fingerprint, palm vein and iris; face biometric based user authentication systems
have been widely used in mobile applications, boarder security, and automatic trans-
actions [1]. However, face biometric based user authentication systems are highly
vulnerable to face spoofing attacks, also known as Presentation Attacks (PA). These
face PA vary from a simple photographic image to complex and expensive 3D realistic
Mask. Due to surge in the availability of high-end cameras, printers and display
screens, and the easy access to user face information from social media like Facebook,
twitter, WeChat and Instagram etc., face PA could be easily developed with limited
resources. As such, it has become indispensable to develop a robust face anti-spoofing
system that can detect and classify a range of face PA with high accuracy and low
tolerance [2].

© Springer Nature Switzerland AG 2020
F. Martinez Alvarez et al. (Eds.): CISIS 2019/ICEUTE 2019, AISC 951, pp. 3-13, 2020.
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To detect face PA, a wide range of face anti-spoofing (also known as face liveness
detection) algorithms and systems have been proposed in literature. These face liveness
detection algorithms and systems can be divided into two broader categories, i.e. Hand-
crafted features based liveness detection systems [3] and deep Convolution Neural
Networks (CNN) [4] based face liveness detection systems. Although, the performance
of face liveness detection methods using CNN in intra-database scenarios has been
quite remarkable [5], it only imply an upper bound on the performance of face liveness
detection method under evaluation. Further, improving the performance of face liveness
detection in cross-database domain is still an open research problem [6]. To make
matters worse, current face anti-spoofing databases possesses low diversity, number of
samples and environmental scenarios. Most face anti-spoofing techniques proposed so
far have focused only on liveness detection (binary classification) problem without
paying much attention to engineering the hidden layers of CNN classifiers. Recently,
CNN classifiers have shown to improve its performance when trained with an addi-
tional domain knowledge data [7-9].
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Fig. 1. Proposed approach for perturbing convolutional feature maps with HOG features for
face liveness detection

Motivating by these facts, in this paper, we propose a novel approach for face
liveness detection by perturbing the hidden convolutional layers of CNN with His-
togram of Oriented Gradient (HOG) features. As shown in Fig. 1, before feeding an
RGB face image to the CNN classifier, the HOG features of face image are computed
first. The HOG features in the form of a 2-dimensional matrix is then concatenated with
each output feature map of a candidate convolutional layer of CNN. Afterwards, the
concatenated HOG features and convolutional feature maps are passed through a
convolution layer to compute a weight matrix. The computed weight matrix is then
multiplied with the convolution feature maps of candidate convolution layer to generate
perturbed feature maps. These perturbed feature maps are then passed through the rest
of the layers in the CNN for face liveness detection.
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The main contribution of this paper can be summarized as follows:

e We propose a novel approach for face liveness detection by perturbing the con-
volutional feature maps with HOG features.

e Further, we propose an end-to-end scheme to simultaneously generate perturbed
feature maps and supervise a CNN network using the generated perturbed feature
maps for face liveness detection.

e We provide a comprehensive experimental evaluation of the proposed system,
evaluating various activation functions for generating perturbing weight matrix and
their effect on face liveness detection in general. Further, we evaluate the perfor-
mance of the proposed system in both intra-database and cross-database face
liveness detection scenarios on challenging face anti-spoofing databases like OULU
[10], CASIA [10] and Replay-Attack [11].

The rest of this paper has been organized as follows. In Sect. 2, we review the state-of-
the-art work done in face liveness detection. In Sect. 3, we discuss our proposed
method for face liveness detection. In Sect. 4, we provide experimental results and
discussions. Finally in Sect. 5, we conclude the paper with a conclusion and possible
future research directions.

2 Literature Review

The remarkable success of CNNs in various computer vision tasks, including classi-
fying face spoofing attacks, have provided a way to categorize face anti-spoofing
classifiers into two broader domains, i.e. Hand-crafted features based classifiers and
learnable or dynamic features based classifiers. Hand-crafted features based classifiers
utilize liveness cues in a face image such as motion [11-13], texture [14-16] and
spectral energy contents [17]. Approaches that utilized texture information for face
anti-spoofing applications were proved to be quite robust in detection of different types
of PA. On the other hand, learnable or dynamic feature based classifiers, like CNNs,
learn features directly from the raw data fed to it. Therefore, the features learn by CNN
classifiers are dynamic and represent a wide range of patterns in the data as compared
to fixed feature based classifiers [18].

In [4], a CNN architecture was proposed for the combined detection of fingerprint,
iris and face liveness detection. Although, the authors obtained benchmark accuracy for
face liveness detection; no cross-database results for face liveness detection were
reported. In [19], an LBP-net, that combine LBP feature maps with CNN, was pro-
posed for classification of live face and PA. In [20], face-depth estimation and indi-
vidual facial regions like eyes, mouth, nose and eyebrows were utilized using a two
stream CNN and an SVM with score level-fusion for face liveness detection. In [21],
facial depth maps were obtained from kinetic sensors and combined with texture
features extracted from CNN for face liveness detection. In [22], a spatio-temporal
representation was learned from the input face sequences by utilizing an LSTM (Long
Short Term Memory)-CNN.

In [23], spatio-temporal representation was obtained from the energy representation
of each color channel in RGB face images. This spatio-temporal representation of face
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images was then fed to the CNN classifier for face liveness detection. Recently, in [24],
a combination of hand-crafted features like LBP and deep features from CNN were
utilized for face liveness detection. To overcome the high-dimensionality problem, a
PCA was utilized first before feeding the combined features to an SVM classifier for
the detection of PA. Similarly, in [25], the discriminative feature maps at different
layers of VGG-Net’s [26] were obtained first using PCA. These discriminative feature
maps were then utilized to train an SVM classifier for face liveness detection.

3 Methodology

3.1 Generating Perturbed Feature Maps

Let suppose an input face image is represented as /, and a corresponding HOG features
in the form of 2D matrix is represented as I;,,. Additionally, let the output feature maps
of the candidate convolution layer is represented as c;, where i represents the position
of the candidate convolutional layer in a CNN. In this work, we select i = 1, (the first
layer of the proposed CNN). For generating the perturbed feature maps, we first
concatenated each feature maps of ¢; layer with hog features I;,,,. Assuming there are n
feature maps in a candidate convolutional layer, this process generate a 2n dimensional
hybrid tensor Fj,.

Fy = [ler(1), dnogls - - [e1(n) Thog] (1)

Each n™ element of the hybrid tensor Fj, is then passed through a convolution layer
having a single shared weight matrix w’ and a sigmoid activation. We represent the
output of this convolution layer as c;.

e = a(w [ (1), gl - - - w! % [c) (1), Inog]) (2)

In Eq. (2), * represents convolutional operation. After obtaining the feature maps from
convolutional layer c¢;, we calculate the Hadamard product of convolutional feature
maps ¢; and ¢, to obtain the perturbed feature maps F! using Eq. (3).

Fi=cy00¢ (3)

The perturbed feature maps F! encapsulating both convolutional features and HOG
features are passed through the rest of convolution layers in the CNN in the usual
fashion for predicting the input face image being live or PA. Figure 2 shows an
example of face samples from OULU-NPU face anti-spoofing database and corre-
sponding class activation maps from layer ¢; and corresponding perturbed class acti-
vation maps. A quick comparison between the class activation maps from layer ¢; and
the perturbed class activation maps indicated that the perturbed class activation maps
boost the response of the convolutional feature maps in the discriminative regions
selected by convolution layer c;.
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3.2 CNN Architecture

The proposed CNN has been shown in Table 1. The input to the proposed CNN is real
world face image I and corresponding HOG features Ij,,,. As shown in Table 1, the
output from the convolution layer conv_dl is concatenated with input face image HOG
features ... Further, to ease the flow of gradient across the CNN architecture, we
further map the 3 convolution layers, following the perturbation layer, using 1 x 1
convolution layers. At the end of the CNN architecture, all the feature maps from
convolution layers 4, 5, 6 and 7 are concatenated followed by global average pooling
layer that average all the feature maps and provide an output vector, which was then fed
to the fully-connected layer with 2-way soft-max activation. Since global average
pooling has no parameter to learn, a direct relationship can be established between the
convolution layers and output of soft-max. We further used a dropout of 0.2 after each
max-pooling layer and regularization factor of 0.0005 in each convolution layer except
for the perturbation layer c;.

Fig. 2. Top row: Samples of face images from OULU face anti-spoofing database. Middle row:
Corresponding convolutional layer ¢; feature maps and Bottom row: Corresponding perturbed
feature maps F%. The convolution feature maps and perturbed feature maps are represented in
binary format by thresholding every pixel p > 0.5.

Table 1. Configuration of proposed CNN architecture

Layer name Kernel size | Output channel | Input

Conv_d1 3x3 16 1

Perturbation layer 3x3 16 (jog, Conv_dl]
Conv_1 3x3 32 Perturbation layer
Max-pool_1 2x2 32 Conv_1

Conv_2 3x3 64 Max-pool_1
Max-pool_2 2x2 64 Conv_2

Conv_3 3x3 128 Max-pool_2

(continued)
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Table 1. (continued)

Layer name Kernel size | Output channel | Input

Max-pool_3 2x2 128 Conv_3

Conv_4 1x1 2 Max-pool_3

Conv_5 1x1 2 Conv_1

Conv_6 I x1 2 Conv_2

Conv_7 1x1 2 Conv_3

F1 = concatenate [Conv_4, Conv_5, Conv_6, Conv_7]

Global average pooling | - 8 F1

Fcl 10 2 Global average pooling

2 way soft-max

3.3 Training

We train the proposed CNN for a total of 20 epochs. The initial learning rate was set to
0.01, which was reduced by a factor of 0.1 after 10th and 15th epoch. The batch-size
was set to 32. Before feeding the training data to the proposed CNN, samples in the
training data were randomly shuffled. The proposed network took approximately
40 min to train on GTX 1080 GPU. Each epoch took approximately between 120 s to
128 s depending on the size of the input face image.

4 Experimental Results and Discussions

We first analyze various activation functions for generating perturbed feature maps
weight matrix and their effect on face liveness detection performance. Afterwards, we
present the analysis and discussion of the proposed system in intra-database and cross-
database face liveness detection tests. Further we evaluated the performance of the
proposed system using Half Total Error Rate (HTER), Equal Error Rate (EER), Bona
Fide Presentation Classification Error Rate (BPCER), Attack Presentation Classifica-
tion Error Rate (APCER) and Average Classification Error Rate (ACER). For intra-
database evaluation, we utilized the BPCER, APCER and their average ACER metric.
For cross-database evaluation, we utilized HTER value. Since HTER is threshold
dependent, the threshold computed at EER point on the development set was used
calculate the HTER on the database under consideration.

4.1 Effect of Activation Functions on Perturbed Feature Maps

We first analyzed the effect of utilizing various activation functions in generating
perturbed feature maps for face liveness detection. Particularly, we evaluated the effect
of three activation functions i.e., rectified linear unit (ReLU), exponential linear unit
(ELU) and sigmoid activation function. Table 2 shows the performance of the final
CNN classifier on face liveness detection using each activation function. It can be
clearly seen in Table 2 that the use of sigmoid activation function provide best
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performance compared to using other activation functions. Further, we found that
sigmoid activation function weight the pixels in the convolutional feature maps
according to their magnitude.

4.2 Intra-database Face Liveness Detection

For the intra-database face liveness detection analysis, we utilized the BPCER, APCER
and their average ACER metric. The operating threshold value for the test set was
determined using the EER point on the development set. Table 3 shows the perfor-
mance of the proposed system on intra-database face liveness detection tests. We
represent the CNN classifiers without using the perturbation as “conventional” and the
one using perturbation as “proposed” from now on. It can be seen in Table 3 that the
proposed approach obtain a lowest ACER of 4.74%, 1.08% and 0.17% as compared to
obtaining an ACER of 7.13%, 1.17% and 0.60% using conventional approach on
OULU, CASIA and Replay-Attack face anti-spoofing databases. This indicated that the
utilization of perturbed feature maps add new information to the following convolution
layers of the CNN to leverage the classification decision of an input face image being
considered as live or fake.

Table 2. Performance in (%) of using various activation functions in the perturbation layer

Activation | OULU (Development) OULU (Test)

BPCER | APCER | ACER | BPCER | APCER | ACER
ReLU 6.33 1.59 396 |8.97 343 6.20
ELU 6.14 1.51 3.83 ]9.10 3.18 6.14
Sigmoid | 5.63 1.39 3.51 |7.40 2.07 4.74

Table 3. Performance in (%) of conventional and proposed approach on intra-database face
anti-spoofing tests

Method OULU (Development) OULU (Test)
BPCER | APCER | ACER | BPCER | APCER | ACER
Conventional | 6.44 1.65 4.03 |11.36 |2.90 7.13
Proposed 5.63 1.39 351 740 2.07 4.74
CASIA (Test)

Conventional 2.63 0.79 1.71

Proposed 1.60 0.58 1.08
Replay-attack Replay attack (Test)
(Development)

Conventional | 1.23 0.69 096 093 0.28 0.60
Proposed 2.35 0.41 1.38 1 0.04 0.29 0.17
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4.3 Cross-Database Face Liveness Detection

For the cross-database analysis, we trained the face anti-spoofing system on one
database and tested it on the other database. The operating threshold was determined by
development set or the testing set of the face anti-spoofing database on which the face
anti-spoofing system was trained on. Table 4 shows the performance of the conven-
tional approach and the proposed approach on cross-database face anti-spoofing tests. It
can be seen in Table 4, that the proposed method obtain better performance in cross-
database tests when trained on OULU face anti-spoofing database as compared to
conventional approach. When trained with OULU face anti-spoofing database, the
proposed method obtain an all-time lower HTER of 9.62% and 10.31% on CASIA and
Replay-Attack database as compared to the conventional approach.

On the other hand, the conventional approach obtain better performance when
trained on CASIA face anti-spoofing database. Further, when trained on Replay-Attack
database, we found that the conventional approach and the proposed approach obtain
comparable performance. Further analyses of the CNN classifier trained with CASIA
and Replay-Attack face anti-spoofing database in the Table 4 show higher percentages
of HTER as compared to the CNN classifier trained with OULU face anti-spoofing
database. This suggest that there is a certain bias in these database toward certain types
of PA.

Table 4. HTER in (%) on cross-database tests

Training set | Database Conventional | Proposed
OULU CASIA 11.10 9.62
Replay-Attack | 17.83 10.31
CASIA OULU 18.32 26.82
Replay-Attack | 27.70 31.54
Replay-Attack | OULU 25.88 24.90
CASIA 11.55 11.76

4.4 Comparison with State-of-the-Art Approaches

We further compared the cross-database face anti-spoofing performance, in terms of %
HTER, of the proposed method with state-of-the-art face anti-spoofing approaches in
Table 5. It can be seen in Table 5 that the proposed method, when trained on OULU
database, obtain an all-time lower HTER of 9.62% and 10.31% on CASIA and Replay
Attack databases. However, when trained on CASIA database, we found that the
proposed method obtain an HTER of 31.54% on Replay Attack database. The reason of
this degradation in HTER is because the CASIA database was collected under uniform
capturing (illumination) conditions compared to OULU and Replay Attack databases,
which were collected under different capturing environments.
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Table 5. Comparison of the proposed method and state-of-the-art face liveness detection
methods. HTER in (%) on cross-database scenarios

Method CASIA* | Replay-attack™*

Pinto et al. [17] 50.0 344

Siddiqui et al. [27] 44.6 354

Boulkenafet et al. [15] | 37.7 30.3

Li et al. [6] 36.0 274
Manjain et al. [28] 274 22.8
Proposed 11.76 31.54
Proposedf 9.62 10.31

* Train set: Replay-Attack
** Train set: CASIA
T Train set: OULU

5 Conclusion and Future Work

In this paper, we proposed a novel approach to face liveness detection by introducing
perturbation in the convolutional feature maps. The proposed perturbation approach
added only a minor parameter overhead in the CNN, while achieving significant per-
formance improvement for face liveness detection task both in intra-database and cross-
database scenarios. Further, we found that the proposed method, when trained on
challenging face anti-spoofing database, like OULU, further improved the performance
of face liveness detection in cross-database face anti-spoofing scenarios. This further
demands that the face anti-spoofing databases should contain different variations in not
only in imaging qualities and types of PA instruments, but also in environmental
conditions to further facilitate the development of face anti-spoofing research.

Future work include evaluation of perturbing the convolutional layers of CNN
using various hand-crafted features, such as Local Binary Patterns (LBP), Shearlet
features and wavelet features. We believe that the information induced by these hand-
crafted features in a CNN can further improve its robustness, efficiency and reliability
in face liveness detection applications.
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under the research project with grant number 7004430.
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