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Foreword

When we wrote Privacy on the Ground several years ago, we did so with the aim of
painting a picture of how people charged with protecting privacy and personal data
actually do their work and what kinds of regulation, as well as other internal and
external forces, effectively shape their behaviour. We compared five countries and
discovered that countries with more ambiguous legislation—Germany and the
USA—had the strongest privacy management practices, despite very different
cultural and legal environments. They embedded privacy into business and risk
management practices and built privacy into products, not just into legal texts. The
more rule-bound countries—like France and Spain—trended instead towards
compliance processes, not embedded privacy practices. Comparing privacy and
personal data protection in practice thus revealed best practices, provided guidance
to policymakers, and offered important lessons for everyone concerned with privacy
and personal data protection.

In many ways, EU Personal Data Protection in Policy and Practice is a con-
tinuation of our work, as it examines the practical implementation of privacy and
data protection practices on the ground. While the countries analysed differ from
those that we examined, the findings in this book confirm our previous results
regarding the overlapping countries (the UK, Germany and France). Additionally,
this book examines several additional countries in Europe such as Ireland, Sweden,
Romania, Italy and the Netherlands, enriching our previous results with insights
from more countries. Altogether, this provides an interesting cross section of
countries from several regions in Europe with differing legal systems, economies
and cultural backgrounds, resulting in different approaches towards privacy and
personal data protection.

EU Personal Data Protection in Policy and Practice is based on a myriad of
sources, including consultations with representatives from data protection author-
ities, civil society and academics that specialize in data protection. Not only are the
legal bases for privacy and personal data protection examined in this book, but also
the practical implementation of the laws, the enforcement by data protection
authorities, the attitudes of the public in response to regulation and the effectiveness
of the protection the legislators envisioned. While the approach is distinct from the

vii



in-depth qualitative approach we chose, the combined methods used provide a
comprehensive overview of data protection frameworks across the European Union.

This book provides an interesting snapshot of these privacy and personal data
protection frameworks and their practical implementation under the EU Data
Protection Directive (DPD), with references to the EU General Data Protection
Regulation (GDPR), which entered into force in May 2018. As such, EU Personal
Data Protection in Policy and Practice is a vital resource and an interesting point of
comparison for further research and study into the development and implementation
of data protection laws and regulations on the ground under the GDPR, especially
in Europe, as well as further abroad.

Berkeley, USA Kenneth A. Bamberger
Berkeley Center for Law and Technology

University of California, Berkeley

Deirdre K. Mulligan
Berkeley Center for Law and Technology

University of California, Berkeley
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Summary

As of May 2018, the protection of personal data in the European Union (EU) is
regulated by the General Data Protection Regulation (GDPR, Regulation
2016/679). Prior to that, the EU legal framework was already harmonized via the
EU Data Protection Directive (DPD, Directive 95/46/EC). The legal framework
determines the rights and obligations of persons whose data are collected and
processed (data subjects) and for companies and governments that collect and
process these personal data (data controllers and processors). The GDPR, just like
its predecessor the DPD, contains many open norms. This offers room for different
approaches towards the interpretation, implementation and enforcement of the legal
framework. Hence, despite a strongly harmonized legal framework across the EU,
much of the actual protection of personal data strongly depends on the policies and
practices of individual EU member states.

Under the DPD, the differences in personal data protection policies and practices
were mostly due to the legal implementation of the data protection framework.
However, some differences were (and still are under the GDPR) due to additional
sector-specific legislation and policies. Additionally, the open norms in legislation
and the cultural differences in EU member states have resulted in different practices
and policies across EU member states. These differences in the actual protection of
personal data raise the question as to which country has the best policies and
practices for protecting personal data, which is an important aspect of the protection
of privacy in modern times.

This book presents a study in which personal data protection policies and
practices across the EU are compared with each other. A selection of eight different
EU member states is used to compare not only ‘laws on the books’, but also ‘laws
in practice’. This study is based on material from a previous study, in which the
level of personal data protection in the Netherlands was determined. This book
presents a much wider range of materials, now for the first time accessible for an
international audience, in which the Netherlands is not the central focus point, but
rather the relative positions of various European countries are compared. The
research results show areas for improvement in the protection of personal data,
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particularly data protection policies and practices, for individual EU member states.
The central research question of this study is:

What is the position of different countries with regard to the protection of personal
data in comparison with other EU member states?

This question was addressed by comparing different EU member states on the
following topics: (1) the general situation regarding personal data protection, (2) the
national government’s policies regarding personal data protection, (3) national laws
and regulations regarding personal data protection, (4) the practical implementation
of legislation and policies and (5) the organization of supervisory authorities and
actual enforcement. These topics were further divided into a total of 23 aspects of
comparison. For the general situation, these aspects are internet use, control,
awareness, trust, protective actions, national politics, media attention, data breaches
and civil rights organizations. For national government policies, these are national
policies and Privacy Impact Assessments, privacy and data protection in new
policies, societal debate and information campaigns. For laws and regulations, these
are implementation of the EU directive, sectoral legislation, self-regulation and
codes of conduct. For implementation, these are privacy officers, security measures
and transparency. For regulatory authorities and enforcement, these are supervisory
authorities, main activities, the use of competences and reputation. All 23 aspects
were compared between a total of eight EU member states: The Netherlands,
Germany, Sweden, the UK, Ireland, France, Romania and Italy. The comparison of
privacy and data protection regimes across the EU shows some remarkable find-
ings, revealing which countries are front runners and which countries are lagging
behind in specific aspects. With the group of countries compared in this research,
Germany is front runner in most aspects, and Italy and Romania are at the other end
of the spectrum for many aspects. Most of the other countries perform around or
above average, depending on the particular aspect that is considered. For instance,
the Netherlands is a leader regarding data breach notification laws and Privacy
Impact Assessments. Ireland has recently become the front runner regarding the
budgets for its data protection authority (DPA) and the number of employees
serving at the DPA. At the same time, the Irish people are the least aware of the use
of personal information by website owners.

In Ireland and Romania, there is hardly any political debate on privacy and data
protection issues. The political debate in Sweden may not be the fiercest, but it
could be characterized as perhaps the broadest, in the sense that economic aspects,
societal aspects and human rights aspects all play a role in the Swedish political
debate, whereas only one of these aspects is focused on in most of the other
countries. In terms of media attention for privacy and data protection issues,
Sweden and Italy have lower levels of media attention and Romania very little
media attention, but other countries show high levels of media attention.

Civil rights organizations are more professional, better equipped, and more
influential in the UK and Germany and, to a lesser extent, in France. However, in
countries like Sweden and Romania, civil rights organizations have limited budgets
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and influence. For instance, the Swedish organization DFRI mainly operates on the
basis of volunteers.

Privacy Impact Assessments (PIAs) were not mandatory in most countries prior
to the GDPR. An exception, to some extent, is France, where a legal obligation for
data controllers to map the risks of processing personal data already existed.
However, PIAs are not mandatory for new legislation or regulation in France. In the
Netherlands, the situation is more or less the opposite: data controllers were not
under any obligation to perform PIAs prior to the GDPR, but the national gov-
ernment has the duty to perform PIAs for legislative proposals that involve the
processing of personal data (which is not required in the GDPR). In other countries,
like the UK and Italy, the data protection authorities have issued guidelines for
executing PIAs. In some countries, like the UK and France, models and standards
for PIAs are available, and guidance is offered by the DPAs.

Differences in the implementation of the Data Protection Directive into national
legislation are very small in the countries investigated: although EU member states
are allowed to implement more provisions than those mentioned in the EU Data
Protection Directive, only a few countries implemented such additional provisions
for further protection. Typical examples are breach notification laws in the
Netherlands, data protection audits in Germany, privacy by design methods in the
UK and special provisions for healthcare data and children in France. Many countries
introduced additional, more specific sectoral legislation in many areas, however.

Germany has by far the largest number of privacy officers and is the only country
in which a legal obligation exists in particular situations to appoint a privacy officer.
Romania has virtually no privacy officers. Since privacy officers were not
mandatory in most countries prior to the GDPR, there are no data available to
compare. Moreover, transparency on personal data processing practices is low in all
countries investigated.

The resources of the DPAs are comparable in many of the countries investigated,
but the DPAs in Germany and Ireland have relatively (i.e. in comparison with their
GDP) the largest budgets. Romania has the smallest budget. Most of the DPAs
manage to get comparable amounts of employees for their budgets. Only Romania
and the UK manage to employ considerably more employees within the available
budgets. In Italy, the number of employees of the DPA is relatively low in com-
parison with the DPA’s budget. In comparison with the number of people in each
country, Ireland and Germany have the most employees serving in their DPAs.

The research results presented in this book offer many opportunities for poli-
cymakers, legislators, data controllers and data protection authorities throughout
Europe and abroad to learn from experiences, practices and choices made in other
countries. It shows that although the protection of personal data largely was har-
monized within the EU by Directive 95/46/EC, many differences existed in the
actual protection of personal data. Even though the protection of personal data is
further harmonized by the General Data Protection Regulation (GDPR) since 2018,
it may be expected that differences in national laws and practices will continue to
exist. Hence, we believe this research should be replicated after the GDPR has been
in force for a few years.
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Chapter 1
Introduction

1.1 Scope and Context

Increasing numbers of people are concerned about their privacy. This is a world-
wide trend, which may be due to increased numbers of people who are active on
social media and technological developments that enable or even force people to
perform more and more actions and transactions online. People indicate that they
have limited knowledge about who is processing their personal data and for which
purposes.1 Also, people experience limited control over their personal data.2

Since technological developments take place on an international level rather than
on a national level, the European Commission adopted the General Data Protection
Regulation (GDPR),3 which is in force as of May 2018. This regulation replaced the
1995 Data Protection Directive (DPD)4 that already harmonized the protection of
personal data in the European Union. In comparison with the DPD, the GDPR is
directly binding on all EU residents, companies, and (most) government agencies. It
also contains several new elements for data subjects (such as a right to data
portability and the right to be forgotten) and new obligations for data controllers
(such as data breach notifications, mandatory data protection officers, Data

1 Only two out of 10 EU citizens indicate that they are informed on which personal data is
collected about them and what happens with these data. Eurobarometer 431 2015, p. 81.
2 Only 15% of EU citizens indicate that they have full control over the personal data they put
online. At the same time, 31% indicate that they have no control whatsoever. Some control is
experienced by 50%. Two out of three EU citizens indicate that they are concerned about this lack
of control over their personal data. Eurobarometer 431 2015, pp. 9, 12.
3 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL of 27 April 2016 on the protection of natural persons with regard to the pro-
cessing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation).
4 DIRECTIVE (EU) 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 24 October 1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data.
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Protection Impact Assessments and Data Protection by Design). Another very
important aspect of the GDPR is the possibility for supervisory authorities to
impose administrative fines in the case of non-compliance. These fines can be
considerable, to a maximum of 10 or 20 million euros (depending on the type of
violation) or, in the case of a company, up to 2 or 4% of the total worldwide annual
turnover of the preceding financial year, whichever amount is higher.5 This obvi-
ously raises concerns for organizations about whether they are completely com-
pliant with the GDPR.

The introduction of the GDPR clearly is an attempt to reinforce data subject
rights. Stronger data subject rights, it is hoped, will increase levels of control over
their personal data (or at least perceived levels of control), which in turn may
increase trust in the data economy. At the same time, by increasing the harmo-
nization of data protection law within the EU, the GDPR aims to further facilitate
the transfers of personal data within the EU, which also is an attempt to advance the
data economy.6

It is clear that in most areas of society legislation sets the level of protection that
residents actually have. In the area of privacy and data protection, the GDPR sets
the levels of protection for EU residents. The GDPR predominantly determines the
legal framework for rights and obligations of persons whose data are collected and
processed (data subjects) and for companies and governments that collect and
process these personal data (data controllers). The actual protection, however, does
not only depend on the legal framework, but also on the actual implementation and
interpretation of the legislation and the ways in which it is enforced by courts and
Data Protection Authorities (DPAs). As many scholars already have pointed out,
there are many forces beyond the law that affect human behavior. For instance, IT
law professor Lawrence Lessig distinguishes four different modalities of regula-
tion.7 Besides the law, he identifies norms, the market and architecture as regulating
modalities. An action may be legal, but nevertheless considered unethical or
impolite (such as smoking, adultery or stigmatization). In the case of personal data,
which represent monetary value,8 data controllers may have many business and
market related incentives to collect and process data in particular ways.
Architecture, including the design of online environments, enables or disables
particular behavior (such as obligations to complete a form before you can continue
on a website or to accept all terms and conditions before being able to register an
account). Obviously, the law must to be complied with, but within the confines of
the legal framework, the other regulating modalities clearly influence the practical
ways in which personal data are collected and processed.

The legislation on privacy and the protection of personal data contains many
open norms that need further translation and elaboration into workable,

5 General Data Protection Regulation, Article 83(4) and (5).
6 Custers and Bachlechner 2018.
7 Lessig 2006.
8 Malgieri and Custers 2017. See also Prins 2004; Purtova 2015.
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sector-specific, and context-specific rules and practices. A typical advantage of this
approach is that the legislation is more technology neutral, depending less on how
and when technology further evolves. Another advantage of these open norms is
that each case or situation – for instance, in specific sectors of society – can be
judged on a case-by-case basis, allowing for modifications and further interpretation
where necessary. As such, EU member states are encouraged to view the data
protection legislation as a minimum level of protection that is provided, on top of
which additional legislation can be created where it is considered necessary.

As a result of differences in legal systems and cultures, the legal implementation
of the Data Protection Directive varied across EU member states. For the legal
implementation of the GDPR, some countries may also choose to draft additional
legislation, for instance, for specific sectors of society. Similarly, open norms
combined with cultural differences also result in different practical implementations
of the protection of personal data in EU member states, such as different inter-
pretations of the legal provisions and different levels of enforcement. Although the
GDPR aims to further harmonize law and practice, it may be expected that the
differences that existed between countries under the DPD, in both the legal and the
practical implementation, will continue to exist under the GDPR.

In their groundbreaking book,9 Privacy on the Ground, US law professors
Kenneth Bamberger and Deirdre Mulligan compare the different ways in which
countries apply the legal rules for the protection of privacy and personal data
protection.10 They compare Germany, Spain, France, the United Kingdom and the
United States. Even though the legal framework in the EU was substantially har-
monized two decades ago, they demonstrate that there is considerable variation on
the ground. Their comparison shows that in Spain, privacy and the protection of
personal data is mainly regarded as legal text and an administrative burden. In
France, protection of personal data was prescribed by the regulator, which led to
diminished attention and resources within firms and fostered a compliance only
mentality. By contrast, in Germany and the United States activist privacy regulators
made firms responsible for determining what privacy protection required driving
corporate attention and resources toward the task. In the United Kingdom, privacy
was largely viewed as risk management, but the level of resources allocated was
below that of the United States and Germany. In Germany and the United States,
privacy professionals appeared to have the strongest approach towards privacy
management. Particularly in the United States, there is a surprisingly deep chasm
between privacy law in the books and privacy practice on the ground. In Germany,
the focus is on an ethical and human rights-based approach of privacy and data
protection law, whereas in the United States, the focus is on a reputation-based
approach. Privacy is progressively becoming a strategic topic for organizations,

9 Earlier work includes: Flaherty 1989; Bennett 1992.
10 See also Mulligan and Bamberger 2015.
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going beyond merely compliance issues: privacy is increasingly seen as a function
of social license and corporate responsibility.11

Although some scholars may disagree,12 it may be argued that the EU legislation
for personal data protection (both the DPD and the GDPR) focus on procedural
fairness rather than substantive fairness. The entire legal framework is based upon
the so-called OECD principles for the fair processing of personal data.13 These
principles focus on issues like transparency, data quality, accountability and use and
collection limitation. However, they do not address the fairness of the outcome of
data analytics, such as profiling, algorithmic decision-making, fake news, nudging,
etc. In fact, companies can be entirely compliant with EU data protection law, and
still people may perceive interference with their privacy. Also, people feel con-
cerned about their privacy online, but do not act in ways that confirm to these
concerns – the so-called privacy paradox.14 Hence, from the perspective of (sub-
stantive) fairness, privacy and personal data protection require more than only
compliance with legislation.15 For this reason, some scholars are already looking
into other areas of law,16 such as consumer law,17 intellectual property law,
anti-discrimination law18 and even competition law.19 Many of these areas of law
also determine the extent to which personal data is protected, but within the EU
they are not all harmonized.

The differences in the levels of protection of privacy and personal data raise the
question as to which country best protects personal data (which is an important
aspect of privacy). This question was also raised in the Dutch parliament. During
the debate on the budgets for the Ministry of Justice in the Netherlands in
November 2014, two members of parliament submitted a motion in which they
requested the government to investigate the position of the Netherlands regarding
the protection of privacy in comparison to other EU member states. The question
underlying this request was how the Netherlands was doing: is the Netherlands a
frontrunner or is it lagging behind? An answer to this question is required for the
Dutch parliament to decide whether supplementing measures are required, and if so,
which measures should be adopted.

As a result of these parliamentary proceedings, the Minister of Justice assigned
the WODC, the research center of the Ministry of Justice to investigate the position
of the Netherlands among other EU member states in the area of personal data
protection. To limit the scope of this research, the focus was constrained to the

11 Mulligan and Bamberger 2015. See also Cannataci 2016; Vedder and Custers 2009.
12 Clifford and Ausloos 2017.
13 See https://www.oecd.org/sti/ieconomy/49710223.pdf.
14 Norberg et al. 2007.
15 Vedder and Custers 2009.
16 For an overview, see Ursic and Custers 2016.
17 Helberger et al. 2017.
18 Custers et al. 2013.
19 Stucke and Ezrachi 2015.
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protection of personal data as opposed to (the right to) privacy in a broad sense.20

To ensure an objective comparison, the WODC split the research into two parts. In
the first part, aspects for the envisioned comparison and a possible selection of
countries for the comparison were mapped. This part was performed by TNO (the
Netherlands Organization for Applied Scientific research – an independent research
organization in the Netherlands that focuses on applied science) and published in
2015.21 This report provided the guidance for the scope and design of the second
part. This subsequent part concerned the actual comparison of eight countries on the
aspects proposed by TNO, with the aim of positioning the Netherlands in relation to
other countries. For the second part of the research, the WODC commissioned
eLaw, the Center for Law and Digital Technologies at Leiden University. The
results of the second part were published in 2017 (in Dutch).22 The main results
were also published in a journal paper so that an international audience could have
access to the research results of the project.23 After witnessing great international
demand for more detailed research results, we decided to publish them in this book.
However, this book is not a mere translation of the Dutch report, providing access
to the research results for an international audience. The major difference is that the
Dutch report puts the Netherlands in a central position, whereas in this book, we
provide an international comparative approach, in which there is not a specific
country as a central point of comparison, but rather show the interrelated posi-
tioning of all countries investigated. Another difference is that the Dutch report
focused on an audience of legal professionals and policymakers, whereas this book
also addresses an academic audience.

1.2 Research Questions

The differences in the extent to which personal data are protected raise the question
as to which country best protects personal data (which is an important aspect of
privacy). In this research, the personal data protection frameworks of eight different
EU member states are compared.24 This comparison shows the position of these
different countries in relation to each other. Based on this research, areas for
improvement concerning the protection of personal data can be identified in the
event that a particular country provides less protection in comparison to other EU
member states. The central research question of this study is:

20 In other words, the focus is on informational privacy, rather than on spatial, relational, or
physical privacy.
21 Roosendaal et al. 2015.
22 Custers et al. 2017.
23 Custers et al. 2018.
24 For the full report, see Custers et al. 2017.
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What is the position of different countries with regard to the protection of personal
data in comparison with other EU member states?

In order to be able to answer this question, the scope of this research needs to be
limited and several choices need to be made. First, the protection of privacy, as
indicated in the previous section, focuses on the protection of personal data (i.e.,
informational privacy). Second, some choices need to be made regarding the topics
and aspects that will be compared. Third, choices need to be made in regards to the
countries that will be included in the comparison.

For these choices, the abovementioned TNO research was used for guidance.25

In that research, a framework was provided for the relevant topics to use in the
comparison. To ensure a comprehensive qualitative comparison, it was suggested to
include several cultural aspects as well as topics or aspects that the government
cannot directly or indirectly influence, but that are nevertheless important to provide
a deeper understanding of the protection of personal data and privacy in a particular
country. The topics used in the comparison are (1) general situation regarding the
protection of personal data, with a focus on awareness and trust, (2) government
policies for personal data protection, (3) applicable laws and regulations, (4) im-
plementation of those laws and regulations, and, (5) supervision and enforcement.

The suggested framework leads to the following subquestions that need to be
answered for each country examined:

1. What is the general situation regarding personal data?
This question leads to a description of how the protection of personal data is
addressed, what role national politics have, what media attention exists for this
topic, whether there are major incidents, and what role civil rights organizations
play.

2. What are the national government’s policies regarding personal data protection?
This question concerns both policies that focus on the government itself and
policies that focus on residents, and private companies and organizations. Both
existing policies and policy development are taken into consideration.
Furthermore, the role of the government in social debate is investigated and the
extent to which the government provides information and raises awareness.

3. What are the national laws and regulations regarding personal data protection?
On the basis of the 1995 EU Data Protection Directive, legislation throughout
the EU was harmonized. The GDPR further harmonizes the protection of per-
sonal data.26 This question maps the national laws and regulations that

25 Roosendaal et al. 2015.
26 Note that the GPDR revokes the DPD, but not the national legislation that implements the
DPD. It is for each member state to decide whether such national legislation will be revoked or
amended. In case the national legislation is not revoked or amended, it may serve as an addition to
the GDPR provisions. In case of conflicting provisions, the GDPR obviously prevails over national
legislation.
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implemented the DPD and further details the legislation on lower echelons, such
as sectoral legislation and self-regulation.

4. How are legislation and policies implemented in practice?
This question focuses on the implementation of legislation and policies within
organizations.27 Here, it is investigated to what extent self-regulation and codes
of conduct are used, whether there are privacy officers, to what extent organi-
zations have taken technical and organizational measures and to what extent
data controllers ensure transparency.

5. How are supervisory authorities organized and how is enforcement carried out?
On the basis of EU data protection law, each EU member state is obliged to
establish a supervisory authority in the area of personal data protection, the
so-called Data Protection Authority (DPA). This question aims to provide an
overview of the general characteristics of each DPA, the way in which the DPA
positions itself, the extent and nature of enforcement actions and the perceptions
that individuals and organisations have of the DPA.

These subquestions will be answered for each of the eight countries examined in
this research, in Chaps. 2 through 9 of this book, respectively. For more details on
how the countries were selected, see Sect. 1.3.2. By answering the questions above
for each country, a description is provided of how each country performs with
regard to the protection of personal data. Obviously, this is not yet a comparison
between countries. However, the answers to these subquestions provide sufficient
material to make the comparison described in the central research question. This
question, “what is the position of different countries with regard to the protection of
personal data in comparison with other EU member states?”, is answered in the final
chapter of this book (Chap. 10) by first comparing all countries examined on each
aspect, showing which countries are doing well or not so well on each aspect, and
then integrating these results, in turn showing which countries are frontrunners and
which countries are lagging behind.

1.3 Research Approach

An international comparison requires decisions to be made on which aspects of the
protection of personal data to compare as well as which countries to compare. After
explaining the conceptual approach of this research (in Sect. 1.3.1), these topics
will be discussed below (in Sects. 1.3.2 and 1.3.3).

27 This is referring to “law in practice” or “law in action” as opposed to “law in the books”. Or, in
the words of Mulligan and Bamberger 2015: “privacy on the ground”.

1.2 Research Questions 7



1.3.1 Conceptual Approach

This research is primarily qualitative in nature. The eight countries that were
selected (see Sect. 1.3.3) are likely to provide a representative overview of the
different stances that EU member states may have towards the protection of per-
sonal data. However, the number of countries examined in this research and the
qualitative nature of the aspects compared allow only limited quantitative analysis
of the collected material.

The focus of this research is on the protection of personal data (informational
privacy), and not on the protection of privacy in a broad sense. Although a con-
siderable number of the research questions have a legal nature, this is not typical
legal or legally positivistic research. Rather, the focus is on the question of how the
protection of personal data for EU residents is implemented in practice and expe-
rienced by them. Previous research has shown that the way people experience
privacy does not always match the goals of legislation.28 In this research, no
extensive survey was used to investigate citizen perceptions, but previous EU-wide
and national surveys performed by others were used (see Sect. 1.3.4).

This research does not provide a normative judgment on where a country should
be positioned in comparison with other European countries, but it does provide
suggestions for how a country could move in a specific direction regarding par-
ticular aspects of its data protection framework. This allows policymakers and
legislators from different countries to decide for themselves which proposals for
new policies or legislation may be appropriate.

Since the GDPR harmonizes EU legislation even further than the DPD did, the
focus of this research will not primarily be on the GDPR (which is the same for
each country), but rather on national legislation, including sector specific legisla-
tion, soft law and policies, as well as the practical implementation of legislation
(which may differ for each country). Typical examples of sector-specific legislation
are found in health law, criminal law, national security law and administrative law.

The underlying research of this book was performed from August 2016 until
May 2017. During this period, the DPD was still in force, which is now replaced by
the GDPR. Since this research does not always focus on the GDPR, this is not
problematic, but rather helps to identify the difference between countries.

1.3.2 Aspects to Compare

Based on preparatory research,29 five topics were determined as points of com-
parison in this research. These topics are: (1) general situation, (2) national gov-
ernment policies, (3) laws and regulations, (4) implementation, and (5) regulatory

28 Custers et al. 2014.
29 Roosendaal et al. 2015.
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authorities and enforcement. Using an extensive questionnaire (see Appendix A)
several questions were formulated on these five topics. Using desk research and
expert consultation (see Sect. 1.3.3), these questions were answered for each
country examined.

Finally, the collected material was clustered into 23 aspects or labels to compare,
see Table 1.1. For the general situation, these are internet use, control, awareness,
trust, protective actions, national politics, media attention, data breaches, and civil
rights organizations. For national government policies, these are national policies
and Privacy Impact Assessments, privacy and data protection in new policies,
societal debate, and information campaigns. For laws and regulations, these are
implementation of the EU directive, sectoral legislation, self-regulation and codes
of conduct. For implementation, these are privacy officers, security measures, and
transparency. For regulatory authorities and enforcement, these are supervisory
authorities, main activities, the use of competencies, and reputation.

1.3.3 Countries to Compare

The research questions 1 through 5 put forward in the previous section were
answered for a total of eight countries. The following countries were analyzed in
this comparison: Germany, Sweden, the United Kingdom, Ireland, France, the
Netherlands, Romania and Italy (see Fig. 1.1). The countries were selected to
ensure a distribution on several selection criteria. These selection criteria are:

• Strict versus lenient approaches toward privacy protection
• Different approaches to personal data protection (due to cultural dimensions, the

legal system, and the monistic/dualistic approach to international law)

Table 1.1 The 23 aspects that are compared in this research, categorized into 5 topics

Topics Aspects to compare (labels)

1. General situation Internet use, control, awareness, trust, protective actions,
national politics, media attention, data breaches, and civil rights
organizations

2. National government
policies

National policies and Privacy Impact Assessments, privacy and
data protection in new policies, societal debate, and information
campaigns

3. Laws and regulations Implementation of the EU directive, sectoral legislation,
self-regulation and codes of conduct

4. Implementation Privacy officers, security measures, and transparency

5. Regulatory authorities
and enforcement

Supervisory authorities, main activities, the use of
competencies, and reputation

[Source The authors]
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