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Preface

“The Lord searches every heart and understands every desire and every thought.”
1 Chronicles 28:9, NIV

The ambitious goal of cryptographic obfuscation is to hide the operation of com-
puter programs. Being an applied science, problems considered by cryptography are
rarely investigated from a philosophical point of view but in the case of obfuscation,
probably it worth spending some time considering the consequences of achieving
this goal. The possibility of securely obfuscating arbitrary functions could radically
change the relationship between humans and computer programs. Namely, it would
imply losing our insight into the programs which we have had, at least in princi-
ple, since the writing of the first program code. While this change still seems to
be futuristic, recent cryptographic advancements made it more probable than ever
before.

In 2013 the breakthrough result of Garg, Gentry, Halevi, Raykova, Sahai and
Waters (FOCS 2013) changed the previously pessimistic attitude towards general-
purpose cryptographic obfuscation. Their finding was twofold. First, they managed
to construct an obfuscator candidate that works for any function, which nonetheless
was based on a rather idealistic assumption, and they showed a way to address the
problem that had seemed impossible earlier. But what was probably even more im-
portant, they also demonstrated that their new tool is indeed useful and can help to
solve other cryptographic problems as well. This latter observation was especially
surprising as the security guarantee they achieved (called indistinguishability obfus-
cation) did not seem to have a practical relevance previously. An avalanche began
and obfuscation became a central hub of cryptographic research. Cryptology ePrint
Archive, the most active manuscript sharing forum of the community, counted over
190 related papers four years after the breakthrough, while before that fewer than 30
dealt with the topic. The potential realizability of such a powerful tool motivated a
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plethora of applications, including solutions for long-standing open problems, from
almost all areas of cryptography. At the same time, intense development of candi-
date constructions started with the double goal of basing the security of obfuscation
on solid foundations and turning its incredible overhead into tolerable.

While these goals were still not achieved when finalizing our manuscript, the
“obfuscation-fever” has already led us much closer to the root of hardness be-
hind encrypted computations. However, looking up and understanding the key
thoughts from an already huge number of articles that themselves are looking for
the right definitions, methods, and formulations can be really troublesome and time-
consuming. This challenge, which we also had to face, motivated us to review the
rapid development of candidate obfuscator constructions and organize the results
of the first years since the breakthrough. As the field is still changing rapidly, our
work is not intended to be a retrospection but rather a handrail for those who are
fascinated by the incredible opportunities offered by obfuscation and would like to
catch up with the latest results by understanding their background.

We hope that our survey can reflect the beauty of the field and the reader will find
answers for many of his or her questions in it.

Budapest, Mdté Horvdth
November 2018 Levente Buttydn
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Glossary

annihilating polynomial A polynomial p is called the annihilating polynomial of

black-box technique

branching program

a matrix A if p(A) =0.

When constructing (or separating, i.e. proving the im-
possibility of a reduction) one cryptographic primitive P
from another one Q, and we treat both Q and the adver-
sary A as a black box (i.e. their code is not used), we
say that the reduction from P to Q (or their separation)
is black-box. Based on the extent of non-black-box tech-
niques, several other notions of reducibility were defined
by [RTV04] and refined by [BBF13].

A branching program (BP) (a.k.a. binary decision dia-
gram) is a DAG consisting of inner nodes of fan-out 2 la-
belled by Boolean variables /;, including the source node
(fan-in 0) and sinks of fan-out 0, labelled O or 1. The
computation starts at the source and, at each node /;, one
proceeds to the other edge with label 0O if the ith input bit
x; =0 or to the other if x; = 1. The BP computes f if, for
an input x, it reaches a sink, labelled by f(x). A BP is
layered if the nodes are partitioned into layers where the
source is in the first layer and the sinks are in the last,
and edges go only between nodes in consecutive layers.
A permutation BP is a layered BP where all the nodes of
a layer observe the same variable and the edges between
any pair of consecutive layers form a permutation of the
vertices (for any setting of the variables). See [Mitl5,
§5.8.1] and [Weg00].

XV



