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Introduction

How do you set up, defend, and attack computer networks? This book is a gentle 

introduction to cyber operations for a reader with a working knowledge of Windows and 

Linux operating systems and basic TCP/IP networking. It is the result of more than 10 

years of teaching a university capstone course in hands-on cyber security.

It begins by showing how to build a range of Windows and Linux workstations, 

including CentOS, Mint, OpenSuSE, and Ubuntu systems. These can be physical or 

virtual systems built with VMWare Workstation or VirtualBox. Kali Linux is introduced 

and Metasploit is used to attack these systems, including EternalBlue and attacks against 

Internet Explorer, Firefox, Java, and Adobe Flash Player. These attacks all leave traces on 

the target and the network that can be found by a savvy defender, and these methods are 

demonstrated.

This interplay between setup, attack, and defense forms the core of the book. It 

continues through the process of setting up realistic networks with DNS servers and 

Windows Active Directory. Windows systems can be managed remotely using SMB, 

RPC, and WinRM; WMI is introduced, including the use of WMI to monitor systems. 

The Windows domain is then attacked, and techniques to escalate privileges from 

local user to domain user to domain administrator are developed. Tools like Mimikatz, 

Responder, and John the Ripper are used to obtain credentials, and hashes are passed 

across the domain. Linux systems are attacked next, and Dirty COW is demonstrated. To 

detect these attacks, a defender can turn to system logs; the reader will learn how logs 

are stored on Windows and Linux and how they can be made to interoperate. Sysmon is 

introduced and PowerShell used to query these logs.

An attacker with access to a system generally wants to maintain access to that 

system; this can be done using malware. Common vectors for persistence are 

demonstrated, including the registry, WMI persistence, and Kerberos golden tickets. A 

defender aware of these techniques can block or detect these attacks. An administrator 

can use PowerShell to search the domain to detect persistence mechanisms, firewall 

rules can be deployed to reduce lateral movement, and LAPS can be deployed to protect 

local accounts.
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Of course, networks are built to provide services to users, so the book continues 

with an introduction to common services, including SSH, FTP, Windows file sharing, 

and Remote Desktop. Next are web servers, both IIS and Apache. These are configured, 

including using signed SSL/TLS certificates, attacked via a range of techniques, 

and defended with tools like ModSecurity. Real networks do not use a flat network 

topology, so network firewalls based on IPFire are introduced to separate the network 

into components and filter traffic in and out of the network. Databases are included in 

the network, and intrusion detection systems used to defend the network. The book 

concludes with an introduction to PHP and PHP-based web applications including 

WordPress, Joomla! and phpMyAdmin.

�About the Systems
The book covers systems as they were used between 2011 and 2017. These systems 

should be patched now, so showing how to attack them today poses little risk to 

currently deployed systems. Back in the day, though, these systems were vulnerable to 

these exploits even though they were fully patched at the time. The defensive techniques 

discussed throughout the book retain their value and can be used to defend current 

systems even from new attacks.

�About the Book
This book is designed for readers who are comfortable with Windows, Linux, and 

networking who want to learn the operational side of cyber security. It is meant to be 

read hand in hand with systems; indeed, the only way to learn cyber operations is to lay 

hands on a keyboard and work. Set up the various systems described in the book, try out 

the attacks, and look for the traces left by the attacks. Initially you may want to follow 

the text closely; but as you gain proficiency, it is better to use the text only as a guide and 

starting place for your own explorations.

I have taught a university capstone course in cyber security since 2004, and this book 

evolved from that course. It provides the reader a comprehensive introduction to hands-

on cyber operations. It contains more material than can be comfortably covered in a 

semester, and yet, despite its size, it is far from exhaustive.
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The book includes online supplementary material at https://www.apress.com/

us/book/9781484242933. There you can find additional notes for each chapter, along 

with exercises that can be used either by an intrepid individual reader or by someone 

teaching a course.

�Formatting
One problem with writing a book that includes computer output is that sometimes the 

screen output is wider than the page. Wherever possible, the text reproduces exactly 

what appears as the output from a command. However, when the output of a line is 

longer than the line on a page, I have taken the liberty of editing and formatting the 

result to make it easier for the reader. As an example, the raw output might look like the 

following.

msf exploit(ms17_010_eternalblue) > show payloads

Compatible Payloads

===================

 Name                                  Disclosure Date  Rank    Description

 ----                                  ---------------  ----    -----------

 generic/custom                                         normal  Custom Payload

 �generic/shell_bind_tcp                                 normal  Generic 

Command Shell, Bind TCP Inline

 �generic/shell_reverse_tcp                              normal  Generic 

Command Shell, Reverse TCP Inline

 �windows/x64/exec                                       normal  Windows x64 

Execute Command

 �windows/x64/loadlibrary                                normal  Windows x64 

LoadLibrary Path

...Output Deleted ...

 �windows/x64/meterpreter/reverse_http                   normal  Windows 

Meterpreter (Reflective Injection x64), Windows x64 Reverse HTTP Stager 

(wininet)

Introduction

https://www.apress.com/us/book/9781484242933
https://www.apress.com/us/book/9781484242933


xxx

 �windows/x64/meterpreter/reverse_https                  normal  Windows 

Meterpreter (Reflective Injection x64), Windows x64 Reverse HTTP Stager 

(wininet)

 �windows/x64/meterpreter/reverse_tcp                    normal  Windows 

Meterpreter (Reflective Injection x64), Windows x64 Reverse TCP Stager

...Output Deleted ...

Instead, the text reads like the following.

msf exploit(ms17_010_eternalblue) > show payloads

Compatible Payloads

===================

 Name                         Rank    Description

 ----                         ----    -----------

 generic/custom               normal  Custom Payload

 generic/shell_bind_tcp       normal  Generic Command Shell, Bind TCP 

                                      Inline

 generic/shell_reverse_tcp    normal  Generic Command Shell, Reverse TCP 

                                      Inline

 windows/x64/exec             normal  Windows x64 Execute Command

 windows/x64/loadlibrary      normal  Windows x64 LoadLibrary Path

...Output Deleted ...

 windows/x64/meterpreter      normal  Windows Meterpreter 

  /reverse_http                        (Reflective Injection x64), Windows 

                                       x64 Reverse HTTP Stager (wininet)

 windows/x64/meterpreter      normal  Windows Meterpreter (Reflective

  /reverse_https                       Injection x64), Windows x64 Reverse 

                                       HTTP Stager (wininet)

 windows/x64/meterpreter      normal  Windows Meterpreter (Reflective 

  /reverse_tcp                         Injection x64), Windows x64 Reverse 

                                          TCP Stager

... Output Deleted ...

I hope you agree that the latter is more readable.
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�Contacting the Author
You can reach Mike O'Leary at moleary@towson.edu. If you are a student or a faculty 

member participating at a Collegiate Cyber Defense exercise and you find this book 

helpful, I would love to hear from you.
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CHAPTER 1

System Setup
�Introduction
Cyber operations is about the configuration, defense, and attack of real systems. This text focuses 

on systems that were deployed between 2011 and 2017.

To configure, attack, and defend systems, a testing laboratory is required. Such a laboratory must 

not only allow systems to be built and run but must provide a way to segregate them from the wider 

Internet; after all, older systems are known to be vulnerable to public exploits. One excellent solution 

is virtualization. A range of virtualization solutions exists; two commonly deployed solutions are 

VMWare and VirtualBox. This chapter begins with an introduction to these virtualization solutions.

The chapter describes the major Windows desktop and server operating systems released 

between 2011 and 2017; it also includes major releases from the CentOS, OpenSuSE, Ubuntu, 

and Mint Linux distributions. The Notes and References section provides download locations for 

the various Linux distributions. This chapter shows how to build virtual machines running these 

operating systems.

A functioning computer system is more than just its operating system though; its entire 

ecosystem of installed applications must be considered. Desktop systems generally include a 

browser as well as plugins for various kinds of active web content. This chapter shows how to 

install three commonly used programs: Firefox, Java, and Adobe Flash Player on Windows and 

Linux workstations. The Notes and References lists download locations for these tools.

One advantage of modern operating systems and many major software packages is that they 

automatically download and install the latest security patches, often without user interaction. In 

almost every circumstance, this is a good thing. To keep test systems at a preferred patch level, 

this functionality must be controlled or disabled.

When this chapter is complete, the reader will have set up and configured a fully functional 

testing laboratory that can be used to run Windows and Linux virtual machines as they were 

deployed on a selected date between 2011 and 2017.

�Virtualization Tools
A good testing laboratory needs a wide range of systems. Rather than use dedicated hardware for 

each system, it is much simpler to build systems using virtualization. Two of the most common 

tools for operating system virtualization are VMWare Workstation and VirtualBox, while other 
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choices include ProxMox, Hyper-V, Parallels, QEMU, and Xen. This book focuses solely on the 

first two of these. VMWare Workstation is a long-standing, solid commercial product that runs 

on Windows and Linux; it has a free version called VMWare Player with reduced functionality. 

VirtualBox is a free, open source alternative; it runs on Windows Linux, Macintosh, and Solaris. In 

its current version, it is comparable to VMWare Workstation in functionality.

�VMWare Workstation
The simplest way to learn about VMWare Workstation is to dive right in by installing and running 

a guest operating system.

�Installing a VMWare Guest
Grab the install disc for a Linux distribution or a Windows system, and save that .iso file in some 

convenient location.1 Launch VMWare Workstation. If the home tab appears, select “Create a New 

Virtual Machine”; if it does not, then the same option is available from the File menu.

VMWare Workstation begins the process of creating a new virtual machine by presenting the user 

with the “New Virtual Machine Wizard.” The “Typical” configuration is usually sufficient. The first 

question is the location of the install media; provide the location of the saved .iso file for the “Installer 

disc image file (iso).” In most, though not all cases, VMWare Workstation recognizes the operating 

system on the disc image. When VMWare Workstation moves to install a recognized operating 

system, it uses “Easy Install” and makes several choices for the user. This automated process is often 

convenient, however it precludes the user from choosing some things, like the system partition table 

or the precise collection of installed software; this can occasionally cause difficulty later.

When VMWare Workstation is installing a Windows system, it provides a dialog box that 

allows the user to enter the Windows product key, the precise version of Windows (e.g., Windows 

8 Professional), and the new system’s user and password. When a Linux system like CentOS is 

being installed, VMWare instead asks for information about a system user: the user’s full name, 

the username, and the password for that user. The same password for the user is also used for the 

root account on the system. In either case, VMWare Workstation then asks for both the name of 

the virtual machine and the location in which it will be stored. The VMWare Workstation name is 

separate and distinct from any host name of the system; it is used solely by VMWare Workstation 

to generate the names of the files that comprise the virtual machine and will appear as the 

machine’s title within VMWare Workstation. When selecting the location of those files, note that 

there are many files for each virtual machine, so it is a very good idea to store each system in its 

own separate directory.

1�The Notes and References section at the end of the chapter provides links to locations containing 
installation discs for CentOS, Kali, Mint, Ubuntu, and OpenSuSE as well as to evaluation copies of Microsoft 
operating systems.
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