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CHAPTER 1

Introduction to

High Availability

and Disaster Recovery
with Cloud Technology

Welcome to the world of high availability and disaster recovery. It is high time for us

to learn about database software high availability concepts. Software has become

an essential element in today’s world. Almost all businesses in every industry have
started using software to complete their business tasks more efficiently. In fact, some
professions are completely dependent on software; they get all of their tasks done using
software. On the other hand, there are some industries such as the manufacturing sector
that use software for only a portion of their life cycle. But anyhow all businesses should
be trying to utilize software to automate their work as much as possible.

Consider how the banking system has improved using software. In the past we had
to visit a bank in person and conduct a transaction with the help of bank staff members.
It took a lot of manual effort and time to conduct a transaction. Now, the banking system
has been completely reformed and automated with most of its functions being done
using software. Their tasks are automated with automatic teller machines (ATMs), which
in turn has helped to build high-quality banking products. All banks now have websites
that work 24/7, and customers are able to complete banking transactions without
the involvement of bank staff members. All this has become possible because of the

evolution of software.

©Y V Ravi Kumar, Nassyam Basha, Krishna Kumar KM, Bal Mukund Sharma, Konstantin Kerekovski 2019
Y V Ravi Kumar et al., Oracle High Availability, Disaster Recovery, and Cloud Services,
https://doi.org/10.1007/978-1-4842-4351-0_1



CHAPTER 1  INTRODUCTION TO HIGH AVAILABILITY AND DISASTER RECOVERY WITH CLOUD TECHNOLOGY

Another example is the manufacturing industry where human attention is
mandatory at each phase of production work, but the industry uses software for data
analysis, management, auditing, and wherever else it is possible.

Now we know about the influence of software in almost all businesses, but software
runs on hardware. So, how much can an industry trust the availability of the software
itis using? If something goes wrong with the hardware and that affects the software,
then how will the business survive? If something happens to the environment where
the software and hardware are hosted, then what will happen to the application? These
questions insist on the necessity of Hardware & software’s high availability and disaster
recovery. With the booming software influence, Achieving high availability and disaster
recovery is mandatory for any industry. Having high availability and disaster recovery
denotes the capability of running a business continuously without any disruption or
irrespective of any damages or planned maintenance in the environment.

Let’s discuss an example explaining the necessity of high availability and disaster
recovery. Suppose a bank needs to migrate its data to a new data center. We know
that migration may require downtime, but the bank cannot afford downtime; that will
affect its business a lot. This is not only for banks. In this competitive world, none of
the industry can afford downtime to its business. Customers look for vendors that are
capable of providing continuous service around the clock. So, the bank has to look for
options to do migrations without any downtime.

Along with maintenance tasks, there could be a chance of other, unpredicted
disruptions that may affect the software’s availability. Natural disasters like earthquakes
may affect the site where the hardware is located, and the building that has the physical
server in it may collapse. This might be rare, but we cannot completely ignore this factor.
When a disaster happens, we will not be able to access the physical servers; hence, the
Application is not accessible, and the business cannot continue. That is unacceptable!
Our environment design should be robust to handle these kind of situations. To be
proactive, we need to set up alternate plans to be able to overcome the impact of an
earthquake or any fire or server crash that affects your physical servers located in the
data center. Remember when the World Trade Center in the United States was bombed
in 2001. The companies located on that campus lost their physical servers, but that did
not stop them from running their businesses. They came online and started serving
customers within a couple of hours. How was that possible? What did they do to
overcome such a situation? We can get answers to all these questions in this book. We
will be discussing Oracle Database and its high availability concepts.



CHAPTER 1  INTRODUCTION TO HIGH AVAILABILITY AND DISASTER RECOVERY WITH CLOUD TECHNOLOGY

In addition, we will find many best practices that can be followed in our industry to
make our data safe. This book also covers the Oracle public cloud. Enjoy reading!!!

Why High Availability?

Before proceeding into high availability, let’s discuss what we are trying to achieve with
high availability. Businesses in all industries rely on data, be it the software, medical,

or insurance industry. Take, for example, a hospital. A patient’s record is precious data.
In the past, the data was seen just as a record, and it was used for querying purposes
and to derive an annual progress report. Now data is not seen like that; it undergoes a
data mining process, and many manipulations are done using the mining results. Data
mining refers to extracting and discovering knowledge from large amounts of data stored
in a database. For a hospital, data is required not only to calculate an annual financial
sheet but to analyze how it has performed in the past and to predict how it will be doing
in the future. This analysis can proactively find out whether any existing policy requires
changes to make a better future. In fact, many industries mine their historical data and
generate statistics using various algorithms to predict future business opportunities.

Another good example is the telecommunications industry, which mines its
historical data and finds out customers’ favorite phone plan, customers’ calling behavior,
ways to improve the quality of the service, and ways to achieve better customer retention
and satisfaction. You probably have noticed many phone providers have introduced
wallets recently to avail of their service. This is one of the promotions they invented after
mining their historical data.

Another best example is e-commerce sites. When we purchase or review any item
on a web site, it records the details in the background, and the next time we log into that
site, we see items related to our past searches. Customers’ favorites are the data.

Having discussed the importance of the data, now we know why the data has to be
secured. That means the data has to be highly available in any circumstance.

Let’s discuss the high availability options one by one. At first when industry required
high availability option, they started looking at backup and restore strategies for their
data. If they lose data, they can restore it from a backup. They had invested in creating
remote backup storage, creating network connectivity for backup storage, taking backups
of data regularly to the storage, and then periodically validating the stored backups. See
Figure 1-1.
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Tape Drive

Figure 1-1. Data backup to tape drive

Low-cost media tape devices are commonly used as remote storage to store backups
for restoring. In addition to being used for restore purposes, the backup is used in the
development or preproduction environment for testing purposes.

Even now the backup/restore method is a standard practice that is used across many
industries for securing data. But there are some challenges while dealing with backup/
restore. Suppose there is a hardware failure or disaster and the current system crashes,
then the data is not available, so a backup needs to be restored on the same or different
system or in a different data center, based on the conditions. If you choose a different
system, then an additional set of storage, memory, and other resources needs to be
purchased, and then backup can be restored there. But it will take time to configure
the environment. We need to install all the dependent operating system packages for
our databases and then restore the backup. Also, the new environment should have
access to the backup storage. Here the main concern is the time required for restoring
the backup. Restoration will take time based on the volume of the data. But practically
any organization cannot afford downtime to restore a backup while it is undergoing a
disaster. Consider any international bank—their business cannot afford a single minute
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of downtime to customers. So, they need an alternate solution. In addition to downtime,
there are many challenges while dealing with backups.

e Suppose your database size is huge. Then the backup size will also be
huge. It will take more time to restore that big database.

o Ifthere is a failure with the restoration process, then you need to start
it again from the beginning, which will increase the restoration time.

o Therestoration process performance should be appropriate.

o Thereis a chance that a backup piece might have gotten corrupted
physically, which means we don’t have valid backup.

e When our backup storage is at a remote location and network
bandwidth with the remote location is poor, then the restore will take
a long time to transfer.

o To access the backup storage, we may need help from storage
administrators and system administrators along with database
administrators.

In addition, at regular intervals, we should perform restore and recovery testing to
ensure the integrity of the backup else we might end up in trouble. What if you don’t
validate your backup and it doesn’t restore properly when we need it. In other words,
the backup is not fulfilling its purpose. Another issue with backups is storage media
failure. Suppose the site with the backup has met a disaster. Then we don’t have any
backup for our database, which is an unsafe position.

The next challenging point with backups is determining a retention period. How
much backup can we store for your database? Suppose we have the need to restore data
up to one week before, as an undesirable change has been made a week ago, and we
need to restore the backup to get your database to that point. In that case, we should
have backups from a week ago. Remember, the database size will keep increasing every
day, so the backup size increases daily. So, we need to do a thorough study about the
environment and make a proper judgment about the backup retention period. Having a
high retention period will increase the need for more storage.
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In addition, we have to choose the right backup media. Storing the backup on disk
is expensive. We need to look for low-cost storage like an SBT tape. Currently many
customers have started moving backups to cloud object storage.

This discussion shows that we cannot fully trust a backup. We need something
beyond the backup to confirm that our environment is safe. Here comes the high
availability (HA) and disaster recovery (DR) concepts as our savior. In this method, a
similar environment as production/live will be maintained at a remote location, and it
will play a role if a disaster strikes. This means we will have a copy of the data at another
location, and any changes made in production will get replicated to that secondary site.
When there is a disaster situation, we don’t need to perform a restore/recovery from
backup; instead, we can connect the replicated environment and starting working on that.

By having a replicated high availability environment, we will get the following
benefits:

o The secondary environment can be switched to the live environment
at any time. The replicate environment is similar to production from
a hardware and software configuration perspective. So, it can serve
the same workload as production was serving. See Figure 1-2.

Figure 1-2. Data replication

o During a nondisaster period, the replicate environment can
contribute as a reporting database as it has live data within it. This
reduces the workload for the production database.



