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Preface

Motto:  We need to develop
thinking, rather than
too much knowledge.

Democritus

This book represents my 30 years continuing education courses for graduate and
master degree students at the Electronics and Telecommunications Faculty from
the Technical University of Cluj Napoca, Romania and partially my research ac-
tivity too. The presented topics are useful for engineers, M.Sc. and PhD students
who need basics in information theory and coding.

The work, organized in five Chapters and four Appendices, presents the fun-
damentals of Information Theory and Coding.

Chapter 1 (Information Transmission Systems - ITS) is the introductory part and
deals with terminology and definition of an ITS in its general sense (telecommuni-
cation or storage system) and its role.

Chapter 2 (Statistical and Informational Model of an ITS) deals with the mathe-
matical and informational modeling of the main components of a digital ITS: the
source (destination) and the transmission channel (storage medium). Both
memoryless and memory (Markov) sources are analyzed and illustrated with ap-
plications.

Chapter 3 (Source Coding) treats information representation codes (from the nu-
meral system to the genetic code), lossless and lossy (DPCM and Delta) compres-
sion algorithms. The main efficiency compression parameters are defined and a
detailed presentation, illustrated with many examples, of the most important com-
pression algorithms is provided, starting with the classical Shannon-Fano or
Huffman until the modern Lempel Ziv or arithmetic type.

Chapter 4 (Cryptography Basics) is presenting basics of classic and modern sym-
metric and public key cryptography. Introduction in DNA cryptography and in
digital watermarking are ending the chapter. Examples are illustrating all the pre-
sented chipers.

Chapter 5 (Channel Coding) is the most extended part of the work dealing with
error control coding: error detecting and forward error correcting codes. After de-
fining the aim of channel coding and ways to reach it as established by Shannon
second theorem, the elements of the theory of block codes are given and Hamming
group codes are presented in detail.
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Cyclic codes are a main part of Chapter 5. From this class, a detailed presenta-
tion of BCH, Reed-Solomon, Golay and Fire codes is given, with linear feedback
shift register implementation. The algebraic decoding algorithms, Peterson and
Berlekamp, are presented.

Concerning the convolutional codes, after a short comparison with block codes,
a detailed description of encoding and graphical representation as well as decod-
ing algorithms are given.

Principles of interleaving and concatenation are also presented and exemplified
with the CIRC standard used in audio CD error control.

The principles of the modern and powerful Turbo Codes are ending the presen-
tation of error control codes. Channel Coding chapter also includes a presentation
of Base-Band coding.

The work also includes four Appendices (A, B, C and D) presenting: A — Alge-
bra elements and tables concerning some Galois fields and generator polynomials
of BCH and RS codes; B — Tables for information and entropy computing; C —
Signal detection elements and D — Synthesis example.

I tried to reduce as much as possible the mathematical demonstrations, focusing
on the conditions of theorems validity and on their interpretation. The examples
were selected to be as simple as possible, but pointing out the essential aspects of
the processing. Some of them are classic, others are taken from the literature, be-
ing currently standards in many real applications, but most of them are original
and are based on typical examples taken from my lectures.

The understanding of the phenomenon, of the aims of processing (compression,
encryption and error control) in its generality, not necessarily linked to a specific
application, the criteria of selecting a solution, the development of the “technical
good sense”, is the logic thread guiding the whole work.
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Chapter 1
Information Transmission Systems

Motto: When desiring to master
science, nothing is worst
than arrogance and more
necessary than time.

Zenon

1.1 Terminology

We call information “any message that brings a specification in a problem which
involves a certain degree of uncertainty” [9]. The word information derived from
the ancient Greek words “eidos” (idea) and “morphe” (shape, form), have thus, the
meaning of form/shape of the mind.

Taking this definition into consideration we may say that information is a fun-
damental, abstract notion, as energy in physics.

Information has sense only when involves two correspondents: one generating
it (the information source S) and another receiving it (the destination D, or the
user U). Information can be transmitted at distance or stored (memorized) for later
reading. The physical medium, including the contained equipment, that achieves
the remote transmission of the information from S to D, is called transmission
channel C; in the case of storage systems the channel is replaced by the storage
medium, e.g. CD, tape etc.

Information is an abstract notion. This is why, when stored or transmitted, it
must be embedded into a physical form (current, voltage, electromagnetic wave)
able to propagate through the channel or to be stored. What we call signal is pre-
cisely this physical embodiment carrying information.

Remark

Generally speaking, by signal we understand any physical phenomenon able to
propagate itself through a medium. One should notice that this definition is restric-
tive: it rules out the signal that interferes with the information-carrying signal
(useful signal); this signal is known as noise or perturbation (N).

The information source can be discrete (digital source), or continuous (signal
source). The discrete source generates a finite number of symbols (e.g. 0 and 1
used in digital communications) while the continuous source, an infinite number
of symbols (e.g. voice, television signal, measurement and control signals).
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Remark

The sources, as well the destinations, are supposed to have transducers included.
By Information Transmission System (ITS) we will understand the ensemble of in-
terdependent elements (blocks) that are used to transfer the information from
source to destination.

Remarks

e When transmitting the information from source to a remote destination through a
channel, we deal with a transmission system; on the other hand, when storing the
information, we deal with a storage system. The problems met in information
processing for storage are similar in many aspects to those from transmission sys-
tems; therefore in the present work the term information transmission system
(ITS) will be used for the general case (transmission as well storage system).

e The signal, as well as the noise, are assumed to be random.

1.2 Role of an ITS

The role of an ITS is to ensure a high degree of fidelity for the information at destina-

tion, regardless to the imperfections and interferences occurring in the channel or stor-

age medium. The accuracy degree is estimated using a fidelity criterion, as follows:
For analogue systems:

® mean squared error &.

e=[x®) -y (1.1)
where x(t), y(t) are the signals generated by the source respectively received at
destination; the symbol “ ” indicates the time averaging.

o signal/noise ratio (SNR) &
2
t
_ [yw] (1.2)

o
where n(t) indicates the noise.

For digital systems:

e bit error rate (BER): the probability of receiving an erroneous bit

The degree of signal processing for transmission or storage, depends on the
source, destination, channel (storage medium), the required accuracy degree, and
the system cost.

When the source and destination are human beings, the processing may be re-
duced due to the physiological thresholds (hearing and vision), and also to the
human brain processing, requiring a lower degree of fidelity.

When dealing with data transmissions (machines as source and destination), the
complexity of processing increases in order to achieve the required fidelity.

For high quality data transmission/storage we may as well improve the channel
(storage medium), the choice of the used method being made after comparing the
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price of the receiver (the equipment used for processing) with the price of the
channel (storage medium). The constant decrease of the LSI and VLSI circuits
prices justifies the more and more increasing complexity of the terminal equipment,
the ultimate purpose being the achievement of high quality transmission/storage.

Remark

In what follows we will exclusively analyze the numerical (digital) transmission
systems taking into consideration their present evolution and the future perspec-
tives that show their absolute supremacy even for applications in which the source
and the destination are analogue (e.g. digital television and telephony).

1.3 Model of an ITS

The general block scheme of an ITS is presented in Fig. 1.1 which shows the general
processing involving information: coding, modulation, synchronization, detection.

Transmitter(writing unit)

R 4
T R i
! . : i
I - i : v :
i S @—'—' Cs - E » Ce : »modulator :
: : encoder . i
............................ |

N channel

synchronization <:>_. (storage

y medium)

1

! : .

: D®<—— DCs < D P DCC < :r ziegtr;iltion demodulator
i : .

|

Receiver(reading unit)

Fig. 1.1 Block scheme of a general digital ITS

Legend:
e S/D — source/destination;
e Cg/ DCs — source encoding/decoding blocks;
e E/D - source encryption/decryption blocks;
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Cc/DC¢ - channel encoding/decoding blocks;
1 — information (signal)

v —encoded word

n — noise

r — received signal

1 — estimated information.

The process named coding stands for both encoding and decoding and is used
to achieve the followings:

e matching the source to the channel/storage medium (if different as nature), us-
ing the source encoding block (Cs)

e ensuring efficiency in transmission/storage, which means minimum transmis-
sion time/minimal storage space, all these defining source compression (Cs)

e reliable transmission/storage despite channel/storage medium noise (error pro-
tection performed by the channel coding block Cc)

e preserving information secrecy from unauthorized users, using the source en-
cryption/decryption blocks (E/D)

Modulation is used to ensure propagation, to perform multiple access and to
enhance the SNR (for angle modulation), as well as to achieve bandwidth com-
pression [8], [25].

For digital systems, synchronization between transmitter and receiver is neces-
sary, and also signal detection, meaning that the receiver must decide, using the
received signal, which of the digital signals has been sent [10].

In real applications, all the above-mentioned processes or only some of them
could appear, depending on the processing degree required by the application.

Why digital?

There are several reasons why digital systems are widely used. Their main advan-
tage is high noise immunity, explained by signal regeneration: a digital signal,
having only two levels corresponding to “0” and “1”, allows an easy regeneration
of the original signal, even from a badly damaged signal (fig.1.2), without accu-
mulation of regenerative errors in transmission (in contrast to analogue transmis-
sion) [5], [18].

>

a) b) c) d) e)
i "2 '3 4 '5 :

Fig. 1.2 Illustration of signal regeneration in digital communications: a) original signal, b)
slightly distorted signal, c) distorted signal, d) intense distorted signal, e) regenerated signal
(1 - distance in transmission).
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In analogue systems, the distortions, however small, cannot be eliminated by
amplifiers (repeaters), the noise accumulating during transmission; therefore in
order to ensure the required fidelity for a specific application, we must use a high
SNR, unlike for digital systems in which (taking into account the possibility of er-
ror protection) we may use a very low SNR (lower than 10 dB, near Shannon limit
(2D.

Other advantages of digital systems are:

e possibility of more flexible implementation using LSI and VLSI technologies

o reliability and lower price than for analogue systems

e identical analysis in transmission and switching for different information
sources: data, telegraph, telephone, television, measurement and control signals
(the principle of ISDN — Integrated Switching Digital Network)

e good interference and jamming protection and also the possibility of ensuring
information confidentiality.

The main disadvantage of digital systems is the increased bandwidth compared
to analogue ones. This disadvantage can be diminished through compression as
well as through modulations, for spectrum compression.
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Chapter 2
Statistical and Informational Model of an ITS

Motto:  Measure is the
supreme well.
(from the wisdom of the peoples)

2.1 Memoryless Information Sources

Let us consider a discrete information source that generates a number of m dis-
tinct symbols (messages). The set of all distinct symbols generated by the source
forms the source alphabet.
A discrete source is called memoryless (discrete memoryless source DMS) if
the emission of a symbol does not depend on the previous transmitted symbols.
The statistical model of a DMS is a discrete random variable (r.v.) X; the val-

ues of this r.v. will be noted as x;, i=1,m . By X=x; we understand the emission
of x; from m possible.
The m symbols of a DMS constitute a complete system of events, hence:

m
X; =Q and x;Nxj=, Vi#] 2.1

i=1

In the previous formula, € signifies the certain event or the sample space and ©
the impossible event.

Consider p(x;) = p; the emission probability of the symbol x;. All these prob-
abilities can be included in the emission probability matrix P(X):

m
P(X)=[p1---pi---pm],where >pi =1 (2.2)
i=1
For a memoryless source we have:

p(Xi/Xi_1, X3 -..) = P(X;) (2.3)

For the r.v. X, which represents the statistical model for a DMS, we have the
probability mass function (PMF) of r.v. X:

Xi . —_—
X: ,i=1,m,
Pi i

Ms

p; =1 2.4)
1
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Starting from a DMS, X, we can obtain a new source, having messages which
are sequences of n symbols of the initial source X. This new source, X" , is called
the n-th order extension of the source X.

i=1
1’1’1J — m"
X" ,j=1,m", Ypj=1 (2.5)
i =l
where m; :leXjZ ...XJn

pj =px; p(xj,)...p(x; )

The source X" contains a number of m" distinct m; messages formed with al-
phabet X.

Example 2.1
Consider a binary memoryless source X:

X1 X2
X: p1+p2 =1
P1 P2

The 2nd order extension (n=2) of the binary source X is:
2 .| X1X1 X1X2 XX X2X) mp my mz my) &
X7 2 2 s * * % |, 2P .
Pi PiP2 P2P1 P2 Pt P2 P3 Pa) j=1 !

=1

2.2 Measure of Discrete Information

As shown in 1.1, information is conditioned by uncertainty (non-determination).

Consider the DMS, X: (:1 J,i =1,m, g‘,pi =1. Prior to the emission of a sym-
i i=1

bol x; there is an uncertainty regarding its occurrence. After the emission of x; this

uncertainty disappears, resulting the information about the emitted symbol. Infor-

mation and uncertainty are closely connected, but not identical. They are inversely

proportional measures, information being a removed uncertainty. It results that the

information varies oppositely to the uncertainty.

The uncertainty regarding the occurrence of x; depends on its occurrence prob-
ability: p;, the both measures being connected through a function F(p;) that in-
creases as p; decreases.

Defining the information i(x;) as a measure of the a priori uncertainty regarding
the realization of x;, we can write:

i(x;) = F(p; ) (2.6)

In order to find a formula for the function F we impose that F carries all the
properties that the information must have:



