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Preface

The Internet of Things or, as commonly referred to and now univer-
sally used, IoT has two keywords: things and Internet. The very idea of
IoT consists allowing things to connect to the (existing) Internet, thus
allowing the generation of information and, on the reverse, the inter-
action of the virtual world with the physical world. This book does not
attempt to be an exhaustive treaty on the subject of IoT. Rather, it tries
to present a broad view of the IoT based on the joint research activ-
ity at the University of Parma, mainly in the years between 2012 and
2015 (when all the authors were affiliated with the same Department
of Information Engineering), especially in the context of the EU FP7
project CALIPSO (Connect All IP-based Smart Objects!, 2012-2014).
In particular, we present, in a coherent way, new ideas we had the
opportunity to explore in the IoT ecosystem, trying to encompass the
presence of heterogeneous communication technologies through uni-
fying concepts such as interoperability, discoverability, security, and
privacy. On the way, we also touch upon cloud and fog computing
(two concepts interwoven with [oT) and conclude with a practical view
on IoT (with focus on the physical devices). The intended audience of
the book is academic and industrial professionals, with good techni-
cal skills in networking technologies. To ease reading, we have tried to
provide intuition behind all presented concepts.

The contents of the book flow from a preliminary overview on the
Internet and the IoT, with details on “classical” protocols, to more
technical details. The synopsis of the book can be summarized as fol-
lows: The first chapter introduces IoT in general terms and illustrates
a few IoT-enabled applications, from home/building automation to
smart farming. The second chapter contains an overview of relevant
standards (e.g. Constrained Application Protocol, CoAP), presented

XV
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according to the protocol layers and parallelizing the “traditional”
Internet and the IoT, with a final outlook on industrial IoT. Chapter
three focuses on interoperability, a key concept for IoT, highlighting
relevant aspects (e.g. Representational State Transfer (REST) archi-
tectures and Web of Things) and presenting illustrative applications
(e.g. the Dual-network Management Protocol (DNMP) allowing the
interaction of IEEE 802.11s and IEEE 802.15.4 networks). At the
end of Chapter three, we preliminarily also discuss discoverability in
constrained environments (with reference to the CoRE Link Format);
this paves the way to Chapter four, which dives into the concept of
discoverability (both in terms of service and resource discovery),
presenting a few of our research results in this area. Chapter five
is dedicated to security and privacy in the IoT, discussing proper
mechanisms for IoT in a comparative way with respect to common
mechanisms for classical Internet. In Chapter six, we consider cloud
and fog computing, discussing concepts such as big stream processing
(relevant for cloud-based applications) and the IoT Hub (relevant
for fog-based applications). Finally, Chapter seven is an overview of
hands-on issues, presenting relevant hardware devices and discussing
a Web-of-Things-oriented vision for a test bed implementation.

We remark that the specific IoT protocols, algorithms, and archi-
tectures considered in this book are “representative,” as opposed to
“universal.” In other words, we set to write this book mainly to pro-
vide the reader with our vision on IoT. Our hope is that this book will
be interpreted as a starting point and a useful comparative reference
for those interested in the continuously evolving subject of the IoT.

It is our pleasure to thank all the collaborators and students who
were with us during the years of research that have led to this book,
collaborating with the Wireless Adhoc and Sensor Networks (WASN)
Lab of Department of Information Engineering of the University
of Parma, which has lately been “rebranded,” owing to this intense
research activity, as the IoT Lab at the Department of Engineering and
Architecture. We particularly thank, for fundamental contributions,
Dr. Laura Belli, Dr. Luca Davoli, Dr. Paolo Medagliani, Dr. Stefano
Busanelli, Gabriele Ferrari, Vincent Gay, Dr. Jérémie Leguay, Mattia
Antonini, Dr. Andrea Gorrieri, Lorenzo Melegari, and Mirko Mancin.
We also thank, for collaborative efforts and useful discussions, Dr.
Michele Amoretti, Dr. Francesco Zanichelli, Dr. Andrzej Duda,
Dr. Simon Duquennoy, Dr. Nicola Iotti, Dr. Andrea G. Forte, and
Giovanni Guerri. Finally, we express our sincere gratitude to Wiley
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for giving us the opportunity to complete this project. In particular,
we are indebted to Tiina Wigley, our executive commissioning editor,
for showing initial interest in our proposal; we are really indebted to
Sandra Grayson, our associate book editor, who has shown remark-
able patience and kindness, tolerating our delay and idiosyncrasies
throughout the years of writing.

Parma, July 2018 Simone Cirani
Gianluigi Ferrari
Marco Picone
Luca Veltri






Preliminaries, Motivation, and Related Work

1.1 What is the Internet of Things?

The Internet of Things (IoT) encapsulates a vision of a world in
which billions of objects with embedded intelligence, communication
means, and sensing and actuation capabilities will connect over IP
(Internet Protocol) networks. Our current Internet has undergone
a fundamental transition, from hardware-driven (computers, fibers,
and Ethernet cables) to market-driven (Facebook, Amazon) opportu-
nities. This has come about due to the interconnection of seamingly
disjoint intranets with strong horizontal software capabilities. The IoT
calls for open environments and an integrated architecture of inter-
operable platforms. Smart objects and cyber-physical systems — or
just “things” — are the new IoT entities: the objects of everyday life,
augmented with micro-controllers, optical and/or radio transceivers,
sensors, actuators, and protocol stacks suitable for communication
in constrained environments where target hardware has limited
resources, allowing them to gather data from the environment and
act upon it, and giving them an interface to the physical world. These
objects can be worn by users or deployed in the environment. They are
usually highly constrained, with limited memory and available energy
stores, and they are subject to stringent low-cost requirements. Data
storage, processing, and analytics are fundamental requirements,
necessary to enrich the raw IoT data and transform them into
useful information. According to the “Edge Computing” paradigm,
introducing computing resources at the edge of access networks may
bring several benefits that are key for IoT scenarios: low latency,
real-time capabilities and context-awareness. Edge nodes (servers
or micro data-centers on the edge) may act as an interface to data

Internet of Things: Architectures, Protocols and Standards, First Edition.
Simone Cirani, Gianluigi Ferrari, Marco Picone, and Luca Veltri.
© 2019 John Wiley & Sons Ltd. Published 2019 by John Wiley & Sons Ltd.
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streams coming from connected devices, objects, and applications.
The stored Big Data can then be processed with new mechanisms,
such as machine and deep learning, transforming raw data generated
by connected objects into useful information. The useful information
will then be disseminated to relevant devices and interested users or
stored for further processing and access.

1.2 Wireless Ad-hoc and Sensor Networks:
The Ancestors without IP

Wireless sensor networks (WSNs) were an emerging application field
of microelectronics and communications in the first decade of the
twenty-first century. In particular, WSNs promised wide support of
interactions between people and their surroundings. The potential of
a WSN can be seen in the three words behind the acronym:

e “Wireless” puts the focus on the freedom that the elimination of
wires gives, in terms of mobility support and ease of system deploy-
ment;

o “Sensor” reflects the capability of sensing technology to provide the
means to perceive and interact — in a wide sense — with the world;

o “Networks” gives emphasis to the possibility of building systems
whose functional capabilities are given by a plurality of communi-
cating devices, possibly distributed over large areas.

Pushed on by early military research, WSNs were different from
traditional networks in terms of the communication paradigm: the
address-centric approach used in end-to-end transmissions between
specific devices, with explicit indication of both source and destina-
tion addresses in each packet, was to be replaced with an alternative
(and somewhat new) data-centric approach. This “address blindness”
led to the selection of a suitable data diffusion strategy — in other
words, communication protocol — for data-centric networks. The
typical network deployment would consist of the sources placed
around the areas to be monitored and the sinks located in easily
accessible places. The sinks provided adequate storage capacity to
hold the data from the sources. Sources might send information to
sinks in accordance with different scheduling policies: periodic (i.e.,
time-driven), event specific (i.e., event-driven), a reply in response to
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requests coming from sinks (i.e., query-driven), or some combination
thereof.

Because research focused on the area, WSNs have typically been
associated with ad-hoc networks, to the point that the two terms
have almost become — although erroneously so — synonymous. In
particular, ad-hoc networks are defined as general, infrastructure-less,
cooperation-based, opportunistic networks, typically customized for
specific scenarios and applications. These kinds of networks have to
face frequent and random variations of many factors (radio channel,
topology, data traffic, and so on), implying a need for dynamic
management of a large number of parameters in the most efficient,
effective, and reactive way. To this end, a number of key research
problems have been studied, and solutions proposed, in the literature:

o self-configuration and self-organization in infrastructure-less
systems;

e support for cooperative operations in systems with heterogenous
members;

e multi-hop peer-to-peer communication among network nodes,
with effective routing protocols;

o network self-healing behavior providing a sufficient degree of
robustness and reliability;

e seamless mobility management and support of dynamic network
topologies.

1.3 loT-enabled Applications

The IoT touches every facet of our lives. IoT-enabled applications are
found in a large number of scenarios, including: home and building
automation, smart cities, smart grids, Industry 4.0, and smart agricul-
ture. In each of these areas, the use of a common (IP-oriented) commu-
nication protocol stack allows the building of innovative applications.
In this section, we provide a concise overview of potential applications
in each of these areas.

1.3.1 Home and Building Automation

As the smart home market has seen growing investment and has
continued to mature, ever more home automation applications have

3
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appeared, each designed for a specific audience. The result has been
the creation of several disconnected vertical market segments. Typical
examples of increasingly mainstream applications are related to home
security and energy efficiency and energy saving. Pushed by the inno-
vations in light and room control, the IoT will foster the development
of endless applications for home automation. For example, a typical
example of an area of home automation that is destined to grow in
the context of the IoT is in healthcare, namely IoT-enabled solutions
for the physically less mobile (among others, the elderly, particulary
relevant against a background of aging populations), and for the
disabled or chronically ill (for instance, remote health monitoring and
air-quality monitoring). In general, building automation solutions are
starting to converge and are also moving, from the current applica-
tions in luxury, security and comfort, to a wider range of applications
and connected solutions; this will create market opportunities. While
today’s smart home solutions are fragmented, the IoT is expected to
lead to a new level of interoperability between commercial home and
building automation solutions.

1.3.2 Smart Cities

Cities are complex ecosystems, where quality of life is an important
concern. In such urban environments, people, companies and public
authorities experience specific needs and demands in domains such
as healthcare, media, energy and the environment, safety, and public
services. A city is perceived more and more as being like a single “or-
ganism’, which needs to be efficiently monitored to provide citizens
with accurate information. IoT technologies are fundamental to col-
lecting data on the city status and disseminating them to citizens. In
this context, cities and urban areas represent a critical mass when it
comes to shaping the demand for advanced IoT-based services.

1.3.3 Smart Grids

A smart grid is an electrical grid that includes a variety of operational
systems, including smart meters, smart appliances, renewable energy
resources, and energy-efficient resources. Power line communications
(PLC) relate to the use of existing electrical cables to transport data and
have been investigated for a long time. Power utilities have been using
this technology for many years to send or receive (limited amounts of)
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data on the existing power grid. Although PLC is mostly limited by the
type of propagation medium, it can use existing wiring in the distribu-
tion network. According to EU’s standards and laws, electrical utility
companies can use PLC for low bit-rate data transfers (with data rates
lower than 50 Kbps) in the 3—148 kHz frequency band. This technol-
ogy opens up new opportunities and new forms of interactions among
people and things in many application areas, such as smart meter-
ing services and energy consumption reporting. This makes PLC an
enabler for sensing, control, and automation in large systems spread
over relatively wide areas, such as in the smart city and smart grid
scenarios. On top of PLC, one can also adopt enabling technologies
that can improve smart automation processes, such as the IoT. For
instance, the adoption of the PLC technology in industrial scenarios
(e.g., remote control in automation and manufacturing companies),
paves the way to the “Industrial IoT” Several applications have been
enabled by PLC technology’s ability to recover from network changes
(in terms of repairs and improvements, physical removal, and transfer
function) mitigating the fallout on the signal transmission.

Nevertheless, it is well known that power lines are far from ideal
channels for data transmission (due to inner variations in location,
time, frequency band and type of equipment connected to the line).
As a result there has been increasing interest in the joint adoption of
IoT and PLC paradigms to improve the robustness of communication.
This has led to the suggestion of using small, resource-constrained
devices (namely, I0T), with pervasive computing capabilities, and
internet standard solutions (as proposed by Internet standardization
organizations, such as IETF, ETSI and W3C). Such systems can be
key components for implementing future smart grids.

1.3.4 Industrial loT

The Industrial Internet of Things (IIoT) describes the IoT as used in
industries such as manufacturing, logistics, oil and gas, transporta-
tion, energy/utilities, mining and metals, aviation and others. These
industries represent the majority of gross domestic product among
the G20 nations. The IIoT is still at an early stage, similar to where the
Internet was in the late 1990s. While the evolution of the consumer
Internet over the last two decades provides some important lessons, it
is unclear how much of this learning is applicable to the II0T, given its
unique scope and requirements. For example, real-time responses are
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often critical in manufacturing, energy, transportation and healthcare:
real time for today’s Internet usually means a few seconds, whereas real
time for industrial machines involves sub-millisecond scales. Another
important consideration is reliability. The current Internet embodies
a “best effort” approach, which provides acceptable performance for
e-commerce or human interactions. However, the failure of the power
grid, the air traffic control system, or an automated factory for the same
length of time would have much more serious consequences.

Much attention has been given to the efforts of large companies such
as Cisco, GE, and Huawei, and government initiatives such as Industrie
4.0 in Germany. For example:

e GE announced that it realized more than $1 billion in incremental
revenues in 2014 by helping customers improve asset performance
and business operations through IIoT capabilities and services.

o The German government is sponsoring “Industrie 4.0’ a multi-year
strategic initiative that brings together leaders from the public and
private sectors as well as from academia to create a comprehen-
sive vision and action plan for applying digital technologies to the
German industrial sector.

e Other European countries have their own industrial transformation
projects in which the IIoT takes center stage, such as Smart Fac-
tory (the Netherlands), Industry 4.0 (Italy), Industry of the Future
(France), and others.

o China has also recently launched its “Made in China 2025” strat-
egy to promote domestic integration of digital technologies and
industrialization.

As the IIoT gains momentum, one of the biggest bottlenecks faced is
the inability to share information between smart devices that may be
speaking different “languages”. This communication gap stems from
the multiple protocols used on factory floors. So, while you can put a
sensor on a machine to gather data, the ability to push that information
across a network and ultimately “talk” with other systems is a bit more
difficult. Standardization is therefore a key aspect of the IIoT.

The IIoT’s potential payoffis enormous. Operational efficiency is one
of its key attractions, and early adopters are focused on these benefits.
By introducing automation and more flexible production techniques,
for instance, manufacturers could boost their productivity by as much
as 30%. In this context, three IIoT capabilities must be mastered:
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o sensor-driven computing: converting sensed data into insights
(using the industrial analytics described below) that operators and
systems can act on;

e industrial analytics: turning data from sensors and other sources
into actionable insights;

o intelligent machine applications: integrating sensing devices and
intelligent components into machines.

1.3.5 Smart Farming

Modern agriculture is facing tremendous challenges as it attempts
to build a sustainable future across different regions of the globe.
Examples of such challenges include population increase, urban-
ization, an increasingly degraded environment, an increasing trend
towards consumption of animal proteins, changes in food preferences
as a result of aging populations and migration, and of course climate
change. A modern agriculture needs to be developed, characterized by
the adoption of production processes, technologies and tools derived
from scientific advances, and results from research and development
activities.

Precision farming or smart agriculture is an area with the greatest
opportunities for digital development but with the lowest penetra-
tion, to date, of digitized solutions. The farming industry will become
arguably more important than ever before in the next few decades. It
could derive huge benefits from the use of environmental and terres-
trial sensors, applications for monitoring the weather, automation for
more precise application of fertilizers and pesticides (thus reducing
waste of natural resources), and the adoption of planning strategies
for maintenance.

Smart farming is already becoming common, thanks to the appli-
cation of new technologies, such as drones and sensor networks
(to collect data) and cloud platforms (to manage the collected data).
The set of technologies used in smart farming are as complex as
the activities run by farmers, growers, and other stakeholders in the
sector. There are is a wide spectrum of possible applications: fleet
management, livestock monitoring, fish farming, forest care, indoor
city farming, and many more. All of the technologies involved revolve
around the concept of the 0T and aim at supporting farmers in their
decision processes through decision-support systems. They involve
real-time data at a level of granularity not previously possible. This
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enables better decisions to be made, translating into less waste and an
increase in efficiency.

Communication technologies are a key component of smart agricul-
ture applications. In particular, wireless communication technologies
are attractive, because of the significant reduction and simplification
in wiring involved. Various wireless standards have been established.
One can group these into two main categories, depending on the
transmission range:

o Short-range communication: including standards for:

— wireless LAN, used for Wi-Fi, namely IEEE 802.11

— wireless PAN, used more widely for measurement and automation
applications, such as IEEE 802.15.1 (Bluetooth) (IEEE, 2002) and
IEEE 802.15.4 (ZigBee/6LoWPAN) (IEEE, 2003).

All these standards use the instrumentation, scientific and medi-

cal (ISM) radio bands, typically operating in the 2.400-2.4835 GHz

band.

o Long-range communication: including the increasingly important
sub-gigahertz IoT communication techologies, such as LoRA, in
the 868—870 MHz band. These trade data transmission rates (on the
order of hundreds of kbit/s) for longer transmission ranges.

Communication technologies can be also classified according to the
specific application:

e environmental monitoring (weather monitoring and geo-referenced
environmental monitoring)

precision agriculture

machine and process control (M2M communications)

facility automation

traceability systems.
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Standards

2.1 “Traditional” Internet Review

The original idea of the Internet was that of connecting multiple
independent networks of rather arbitrary design. It began with
the ARPANET as the pioneering packet switching network, but
soon included packet satellite networks, ground-based packet radio
networks and other networks. The current Internet is based on the
concept of open-architecture networking (an excellent overview of the
history of the Internet is in an article by Leiner et al. [1]). According to
this original approach, the choice of any individual network technol-
ogy was not dictated by a particular network architecture but rather
could be selected freely by a provider and made to interwork with the
other networks through a meta-level “internetworking architecture”
The use of the open systems interconnect (OSI) approach, with the use
of a layer architecture, was instrumental in the design of interactions
between different networks. The TCP/IP protocol suite has proven to
be a phenomenally flexible and scalable networking strategy. Internet
Protocol (IP) (layer three) provides only for addressing and forwarding
of individual packets, while the transport control protocol (TCP;
layer four), is concerned with service features such as flow control
and recovery when there are lost packets. For those applications that
do not need the services of TCP, the User Datagram Protocol (UDP)
provides direct access to the basic service of IP.

In practice, the seven-layer architecture foreseen by the ISO-OSI
protocol stack has been replaced by a five-layer IP stack. This is
typically referred to as the TCP/IP protocol stack, because the
TCP is the most-used protocol in the transport layer and IP is the
almost ubiquitous in the network layer. The three upper layers of the
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Figure 2.1 Communication protocol stacks: traditional seven-layer ISO-OSI stack
(left) versus four-layer TCP/IP stack (right).

ISO-OSI protocol stack — the session (layer five), presentation (layer
six), and application (layer seven) — converge in a single (fifth) layer
in the TCP/IP protocol stack, namely The layered architecture of the
Internet (according to the ISO-OSI and TCP/IP models) is shown in
Figure 2.1.

In the following, we summarize the main communication protocols
used in the various layers of the ISO-OSI communication protocol
stack. In particular, we will outline:

atthe physical/link layer (L1/L2), the IEEE802.3 (Ethernet) and IEEE
802.11 (Wi-Fi) protocols;

o at the network layer (L3), IPv4 and IPv6;

e at the transport layer (L4), TCP and UDP;

e at the application layer (L5), Hypertext Transfer Protocol (HTTP)
and Session Initiation Protocol (SIP).

2.1.1 Physical/Link Layer

In this subsection, we focus on two relevant communication protocols
for physical/link (PHY/MAC) layers, namely the IEEE 802.3 standard



