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When I started Apple Computers in 1976 with Steve Jobs, I did not imagine 
where that invention would take the world. I wanted to do something that 

was unheard of: create a personal computer. One that any person could use, enjoy, 
and benefit from. Jump forward only a short 40 or so years and that vision is 
a reality.

With billions of personal computers around the globe, smartphones, smart 
devices, and technology being embedded into every aspect of our lives, it is impor-
tant to take a step back and look at how we maintain safety and security while still 
innovating and growing and working with the next generation.

I love getting to work with youth today, inspiring them to innovate and grow.  
I love seeing the ideas flow from them as they figure out new and creative ways to 
use technology. And I truly love being able to see how this technology can enhance 
people’s lives.

With that said, we need to take a serious look at how we secure this future. In 
2004 when I gave the keynote speech at HOPE Conference, I said that a lot of hack-
ing is playing with other people and getting them to do strange things. My friend, 
Kevin Mitnick, has mastered this over the years in one area of security called 
social engineering.

Chris’s book captures the very essence of social engineering, defining and shap-
ing it for all of us to understand. He has rewritten the book on it again, defining the 
core principles of how we as humans make decisions and how those very same 
processes can be manipulated.

Hacking has been around for a while, and human hacking has been around for 
as long as humans have. This book can prepare you, protect you, and educate you 
how to recognize, defend, and mitigate the risks that come from social engineering.

—Steve “Woz” Wozniak

FOREWORD





Social engineering—I can remember when searching for that term led you to 
videos on getting free burgers or dates with girls. Now it seems like it’s almost 

a household term. Just the other day I heard a friend of the family, who’s not in this 
industry at all, talking about an email scam. She said, “Well, that’s just a great 
example of social engineering!”

It threw me for a loop for a second, but here we are, eight years after my decision 
to start a company solely focused on social engineering, and now it’s a full-blown 
industry and household term.

If you were to just start reading this book it would be easy to mistake my inten-
tions. You might think I am fully okay with arming the bad guys or preparing them 
for nefarious acts. That cannot be further from the truth.

When I wrote my first book, there were many folks who, during interviews, got 
very upset with me and said I was arming the malicious social engineers. I felt the 
same then as I do now: you cannot really defend against social engineering until 
you know all sides of its use. Social engineering is a tool like a hammer, shovel, 
knife, or even a gun. Each has a purpose that can be used to build, save, feed, or 
survive; each tool also can be used to maim, kill, destroy, and ruin. For you to 
understand how to use social engineering to build, feed, survive, or save, you need 
to understand both uses. This is especially true if your goal is to defend. Defending 
yourself and others from malicious uses of social engineering requires that you 
step over into the dark side of it to get a clear picture of how it is used.

I was recently chatting with AJ Cook about her work on Criminal Minds, and 
she mentioned that she often has to meet with real federal agents who work serial-
killer cases to prepare herself for playing the role of JJ on the show. The same idea 
applies directly to this book.

As you read this book, do it with an open mind. I tried my hardest to put the 
knowledge, experience, and practical wisdom I have learned over the last decade 
onto these pages. There will always be some mistakes or something you don’t like 
or something you might feel was not 100% clear. Let’s discuss it; reach out to me 
and let’s talk. You can find me on Twitter: @humanhacker. Or you can email me 
from one of the websites: www.social-engineer.org or www.social-engineer.com.

PREFACE

http://www.social-engineer.org
http://www.social-engineer.com


When I teach my five-day courses, I always ask the students to not treat me like 
some infallible instructor. If they have knowledge, thoughts, or even feelings that 
contradict something I say, I want to discuss it with them. I love learning and 
expanding my understanding on these topics. I extend the same request to you.

Finally, I want to thank you. Thank you for spending some of your valuable time 
with me in the pages of this book. Thank you for helping me improve over the 
years. Thank you for all your feedback, ideas, critiques, and advice.

I truly hope you enjoy this book.

—Christopher Hadnagy

P r e fac exxii
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     A Look into the
New  World of 
Professional Social 
Engineering   

      I suppose your security is your success, and your key

to success is your fi ne palate.

—Gordon Ramsay    

I still vividly remember sitting in front of my computer screen as I started to pen

the first paragraph of Social Engineering: The Art of Human Hacking. It was gg way

back in 2010. I am half tempted to tell you we had to write books uphill both ways 

back then, using a typewriter, but I don ’ t want to get too dramatic.

In that time, when you searched the Internet for “social engineering,” you got 

a few pages on social engineering legend Kevin Mitnick and some videos on how 

to pick up girls or get free burgers from McDonald ’ s. Fast-forward eight years, and 

now the term  social engineering is used almost as a household term. In the pastg

three or four years, I have seen social engineering in security, government, educa-

tion, psychology, military, and every other application you can imagine.

This transition begs the question of why. One colleague told me, “It ’ s your fault, 

Chris.” I think he meant it as an insult, although I felt a tinge of pride at that state-

ment. However, I don ’ t feel that I ’ m solely responsible for the near ubiquity of the 

term social engineering  (SE). I believe that we see it being used by everyone andg

their brother now because it is not only the easiest attack vector—as it was seven 

years ago—but because it ’ s now also meriting the largest payloads for attackers. 

The cost to set up an SE attack is low. The risk is even lower. And the potential 

payout is huge . My team has been collecting stories in the news about SE attacks 

and scouring the web for statistics. I feel comfortable stating that in 2017, more 

than 80% of all breaches had a social engineering element to them. 

 The IBM “2017 Cost of Data Breach Study” states that the average cost of a 

breach was 3.62 million US$. When the potential for a payout is that large, it ’ s cer-

tainly not hard to see why an attacker would want to use social engineering.
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    P R O  T I P    As of 2017, the IBM “Cost of Data Breach Study” had been produced for

12 years. You can fi nd it at https://www-03.ibm.com/security/data-breach/. //

Or you can simply enter “Cost of Data Breach Study” in any search engine to fi nd and 

download a full and current report.

I also remember one of my first interviews after my  Social Engineering: The

Art of Human Hacking  book was published in 2010, when I was asked, “Aren ’ tg

you worried that you are arming the bad guys?” But to me, SE is like any new type 

of warfare. 

To help me more clearly explain this, I think about the story of Bruce Lee 

arriving in America in the 1960s. Racial prejudice was high, and he was doing 

something that no one else was doing: teaching Jeet Kune Do (an ancient Chinese 

martial art) to people of any race, color, or nation. He was battling in the univer-

sity he went to with fellow students who felt they knew a lot about fighting. But he 

laid out flat opponent after opponent. Eventually, some of those opponents even 

became Bruce ’ s friends or students.

What is the lesson? People had to adapt to a new type of fighting, or they would 

just constantly get beat. Was there a risk that a student of Bruce Lee could use 

his newfound skills to hurt other people and do evil? Yes, but Bruce felt it was 

necessary to educate people, so they could remain protected. 

So, my answer to the question, “Aren ’ t you worried that you are arming the 

bad guys?” is the same as it was eight years ago: I cannot control how you use this 

information. You can read this book and go out and attack people and steal their 

money. Or you can read this book and learn to be a defender for what is right. The 

choice is yours, but the good guys need someone to help teach them.

Learning to defend against this new style of attack takes more than just learning 

how to take a beating. Like Jeet Kune Do, it requires a balance of learning how to 

attack, learning how to defend, and knowing when to do each. As you learn how 

to be a social engineer, you need to be able to think like the bad guys while remem-

bering you are the good guy. To steal another analogy, you need to be strong with 

the force but not walk over to the dark side.

Now you might be asking, “If not much has changed in your response, then why 

do we need a second edition of your book?” Well, let me tell you.

Wh H Ch d?  What Has Changed? 
 Th is is a fundamental question when it comes to social engineering. On the sur- Th is is a fundamental question whe

face, the answer is, “Not much.” You can go back a long way and fi nd anecdotes 

about social engineering. For example, one of the fi rst documented stories I can 

https://www-03.ibm.com/security/data-breach/
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fi nd is in the Bible, in the book of Genesis, and it reportedly happened around 

1800 BCE. Jacob wanted the blessing that was to be given to his older brother 

Esau. Knowing his father, Isaac, had failing eyesight and relied on other senses 

to know who he was speaking to, Jacob dressed in Esau ’ s clothing and prepared 

food like Esau would have prepared. Here ’ s the best part: Esau was known to be 

extraordinarily hairy, but Jacob wasn ’ t, so he fastened the skins of two young goats 

to his arms and the back of his neck. When Isaac reached out to touch Jacob, Isaac 

relied on his senses of smell, touch, and taste to tell him that he was with Esau 

rather than Jacob. According to the account in Genesis, Jacob ’ s social engineering 

attack worked! 

 From the dawn of recorded history, we see one account after another of humans 

tricking, duping, conning, or scamming one another. On the surface, there might 

not be much that ’ s brand new when it comes to social engineering, but that doesn ’ t 

mean that nothing ever changes. 

 One example is vishing. I honestly remember using the word vishing  for the first g

time. People looked at me like I was speaking Klingon. Seriously, I might as well 

have said  laH yIlo ’  ghogh HablI ’  HIv  (you Trekkies will appreciate that). As of 2015, 

though, vishing  was added to g Oxford English Dictionary.y

    P R O  T I P    Klingon is a fi ctional language, but there is an actual institute ( www.

kli.org ) devoted to teaching, translating, and speaking Klingon. You also can fi nd 

numerous translators online. To date, I have not heard a story of anyone “social engi-

neering” any other person in Klingon. 

   Why is it important that vishing  is now in the dictionary? It goes to show how g

much social engineering vectors have affected the world. Words that once appeared 

to be part of a “made up” language now are part of our everyday vocabulary.

 It ’ s not just the vocabulary that ’ s become commonplace. Now there are services 

that specialize in helping the bad guys be better at being bad. For example, while 

I was doing work for a client, I stumbled upon a service that specialized in proof-

reading and spellchecking malicious phishing emails. That company provided 

24/7 English-speaking support. Blend stuff like that with our BYOD (bring your 

own device) culture and the fact that most mobile devices are mini supercom-

puters, and then stir in some new-world social media addiction. What you ’ re left 

with is a recipe for a whole new attack landscape—social engineer style. 

 In addition to the landscape changing, I have changed. When I wrote the first 

edition of this book, the title was Social Engineering: The Art of Human Hacking.

I chose that name because I felt that what I was describing in that book was much 

http://www.kli.org
http://www.kli.org
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like art. Art is subjective; it means different things to different people. It can be 

applied differently and can be used, viewed, liked, and hated for completely differ-

ent reasons. 

This second edition is called Social Engineering: The Science of Human Hack-

ing.  The Merriam-Webster dictionary gives one definition of science as, “The state 

of knowing: knowledge as distinguished from ignorance or misunderstanding.” 

Eight years ago, much of what I did was new to the security realm, and I was 

learning as I went. Now I am in a “state of knowing” due to the additional years of 

experience on my resume. 

That experience, I hope, will make this book much more meaningful to you, 

whether you ’ re a security expert who ’ s looking to understand social engineering, 

an enthusiast who ’ s looking to broaden your horizons, or an educator who ’ s looking 

to understand problems to include in your lessons. No matter why you are reading 

this book, my hope is that by thinking of these topics on a more scientific level, I 

can relay this information in a much more useful and complete manner.

Wh Sh ld Y R d Thi B k?  Why Should You Read This Book?
 I feel that this fi rst chapter needs to follow the same pattern I took in my fi rst book,  I feel that this fi rst chapter needs to follow the same pattern 

so I want to spend a little time discussing why I feel that anyone should read this 

book. Yes, I realize I might be biased here, but humor me for a moment. 

Are you a human? I am going to guess that if you are sitting in front of this 

book, reading this paragraph, you are either some advanced form of AI or you ’ re 

human. I ’ ll even go so far as to say that 99.9999999% of this book ’ s audience 

is human. Social engineering takes the way humans are wired to make decisions 

and exploits the vulnerabilities in those processes. 

The goal of the social engineer is to get you to make a decision without thinking. 

The more you think, the more likely you are to realize you are being manipulated, 

which of course is bad for the attacker. In episodes 7 and 70 of  The Social-Engineer 

Podcast , I had the privilege of interviewing Dr. Ellen Langer. She spoke to me aboutt

something she called alpha and beta mode. 

Alpha mode is when one ’ s brain is running at 8 to 13 cps (cycles per second). It 

is generally characterized by “daydreaming,” or what Dr. Langer called “relaxed, 

focused concentration.” 

Beta mode is when one ’ s brain runs anywhere from 14 to 100 cps. This is when 

our brains are alert, observant, and aware of the things going on around us.
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 Which state benefits a social engineer more? Obviously, the answer is alpha 

mode because thinking and awareness are lessened. This is not just the case when 

it comes to malicious intentions. Manipulation and some types of influence are 

geared toward getting you to act without thought.

 For example, you most likely have seen a commercial like this: A famous 

female musical artist comes on the screen, and a very sad song is playing in the 

background. The image changes to scenes of kittens and puppies that have been 

beaten, hurt, and underfed. The animals are filthy and dirty, and they look like 

they ’ re at death ’ s door. Now the artist comes back on screen; she ’ s surrounded by 

healthy animals, and she ’ s showering them with love. What ’ s the message? For 

only a few dollars, those malnourished, near-dead animals can be transformed 

into loving pets—healthy, happy, and all yours. The images in the commercial are 

like what you see in Figure   1-1  .

      Are the producers of the commercial manipulating you for selfish means? Not 

entirely. What they have learned is that if they trigger your emotions, there is a 

greater likelihood that you will donate or take the desired action. The success rate 

is much greater than if they just appeal to knowledge or logic. The more emo-

tions are triggered, the less you think rationally. The less you think rationally, the 

quicker you will decide based solely on the emotions triggered.

 So, back to my earlier point: If you are human, then this book can help you 

understand what types of attacks exist. You can learn how the bad guys are using 

your humanity against you, and you can learn how to defend against these attacks 

to protect your loved ones from being victims.

 Let me start by giving you an overview of social engineering.  

   SEPODCAST REFERENCE 

 Following are the URLs where you can fi nd the episodes of Th e Social-Engineer Podcast
during which I interviewed Dr. Langer:

»   Episode 7 includes my fi rst interview with Dr. Langer, in which we discuss her

research and her books:  www.social-engineer.org/podcast/episode-

007-using-persuasion-on-the-mindless-masses/

»  Episode 70 takes place fi ve years after my fi rst interview with Dr. Langer. She 

came back on the show to tell us what she had learned over the years, what 

had changed, and how we have advanced:  www.social-engineer.org/pod-

cast/ep-070-thinking-with-out-a-box/

http://www.social-engineer.org/podcast/episode-007-using-persuasion-on-the-mindless-masses/
http://www.social-engineer.org/podcast/episode-007-using-persuasion-on-the-mindless-masses/
http://www.social-engineer.org/podcast/ep-070-thinking-with-out-a-box/
http://www.social-engineer.org/podcast/ep-070-thinking-with-out-a-box/
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A O i f S i l E i i  An Overview of Social Engineering 
 Whenever I discuss social engineering, I usually start with a defi nition that I have  Whenever I discuss social engineering, I usually start with a 

been using for the last 10 years. I ’ ve modifi ed it only slightly over time. 

But before I give you that definition of social engineering, I need to state one 

very important point: social engineering (SE) is not politically correct. This truth 

can be hard for many people to swallow, but it ’ s real: SE takes advantage of the fact 

that gender bias, racial bias, age bias, and status bias (as well as combinations of 

those biases) exist.

For instance, imagine you have to infiltrate a client ’ s building. To do so, you 

need to develop a pretext that allows you to gain entry easily. Your team is made 

 Figure 1-1 How does this make you feel? 

 Image credit to Amazon Community Animal Rescue, WWW.FLICKR.COM/PHOTOS/AMAZON-
CARES/2345707195  


