S

.1.'_{{»\ . “;“&\\T\\{ . -

A Wiley Brand







ZRZZEEEFE

22







S
gBassett




Senior Acquisitions Editor: Kenyon Brown
Development Editor: Kim Wimpsett
Technical Editor: Rodney R. Fournier
Production Editor: Barath Kumar Rajasekaran
Copy Editor: Kathy Carlyle

Editorial Manager: Pete Gaughan

Production Manager: Kathleen Wisor
Proofreader: Nancy Bell

Indexer: Johnna VanHoose Dinse

Project Coordinator, Cover: Brent Savage
Cover Designer: Wiley

Cover Image: © Thomas Northcut/Getty Images, Inc.

Copyright © 2018 by John Wiley & Sons, Inc., Indianapolis, Indiana
Published simultaneously in Canada

ISBN: 978-1-119-40497-2
ISBN: 978-1-119-40507-8 (ebk.)
ISBN: 978-1-119-40506-1 (ebk.)

Manufactured in the United States of America

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or by any means, electronic, mechan-
ical, photocopying, recording, scanning or otherwise, except as permitted under Sections 107 or 108 of the 1976 United States Copyright Act,
without either the prior written permission of the Publisher, or authorization through payment of the appropriate per-copy fee to the
Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 646-8600. Requests to the Publisher for per-
mission should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, (201) 748-6011,
fax (201) 748-6008, or online at http: //www.wiley.com/go/permissions.

Limit of Liability/Disclaimer of Warranty: The publisher and the author make no representations or warranties with respect to the accuracy
or completeness of the contents of this work and specifically disclaim all warranties, including without limitation warranties of fitness for a
particular purpose. No warranty may be created or extended by sales or promotional materials. The advice and strategies contained herein
may not be suitable for every situation. This work is sold with the understanding that the publisher is not engaged in rendering legal,
accounting, or other professional services. If professional assistance is required, the services of a competent professional person should be
sought. Neither the publisher nor the author shall be liable for damages arising herefrom. The fact that an organization or Web site is
referred to in this work as a citation and/or a potential source of further information does not mean that the author or the publisher
endorses the information the organization or Web site may provide or recommendations it may make. Further, readers should be aware that
Internet Web sites listed in this work may have changed or disappeared between when this work was written and when it is read.

For general information on our other products and services or to obtain technical support, please contact our Customer Care Department
within the U.S. at (877) 762-2974, outside the U.S. at (317) 572-3993 or fax (317) 572-4002.

Wiley publishes in a variety of print and electronic formats and by print-on-demand. Some material included with standard print versions
of this book may not be included in e-books or in print-on-demand. If this book refers to media such as a CD or DVD that is not included in
the version you purchased, you may download this material at http: //booksupport.wiley.com. For more information about Wiley prod-
ucts, visit www.wiley.com.

Library of Congress Control Number: 2018935413

TRADEMARKS: Wiley, the Wiley logo, and the Sybex logo are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or its
affiliates, in the United States and other countries, and may not be used without written permission. Windows Server is a registered trade-
mark of Microsoft Corporation. All other trademarks are the property of their respective owners. John Wiley & Sons, Inc. is not associated
with any product or vendor mentioned in this book.

10987654321


http://www.wiley.com/go/permissions
http://booksupport.wiley.com
www.wiley.com

Acknowledgments

Many talented and hardworking people gave their best efforts to produce Mastering Windows
Server 2016. We offer our sincerest gratitude to those individuals who helped bring this book
to you.

Many thanks go out to the editorial and production teams at Wiley for their efforts. Kenyon
Brown managed the project (which took much more effort than he signed up for!) and helped
recruit the right resources to make this project happen. Kim Wimpsett, the developmental edi-
tor, did a great job turning around the chapters, communicating with the team, and tracking
down late chapters. Thanks! We also want to thank the technical editor, Rodney Fournier, for
his work reviewing all of the work and ensuring that we have things right. Finally, we want to
thank the production editor, Barath Kumar Rajasekaran; the copy editor, Kathy Carlyle; and the
proofreader, Nancy Bell. All of them contributed to making this book a high-quality production.

I'd like to thank my wife, Lindsay; my son, Jack; and my daughter, Leah, for their continued
support and for the joy they bring me regularly.

—Brian Svidergol

To my loving family who always supports me.

~Vladimir Meloski

I'd like to thank Tracey, Sammi, and Michelle for consistently being the best part of my day.

—Byron Wright

I want to dedicate this book to the following: my wife, Karla; you are my soulmate, and I want
to grow old with you. To my kids, Bryan and Naomy, I hope this gives you some inspiration one
day of what you can possibly achieve; and finally thank you to all my family and friends for
their support in my craziness. Also to my martial arts students, peers, and masters, thank you
for allowing me to be who I am as a professional and a martial arts master.

I'want to thank my colleagues across Microsoft for their support on this book. Thank you to
the contributing authors for their great work and especially to Jose Rodas for his commitment
and dedication to the OMS and Operations Manager Technology and for his contributions to
making the content of this book better.

To my peer author, Brian Svidergol, thanks for the opportunity and making this happen
for us. To my friend Elias Mereb, as he continues to evolve and assist us in many ways, thanks



VI |ACKNOWLEDGMENTS

Brother for all your feedback and commitment to Windows technology. Finally, I want to thank
all the Configuration Manager and the Enterprise Mobility + Security community, who have
always been so passionate about the technology and willing to help us improve our writing,.
Let’s keep it up as we evolve together.

—Santos Martinez

I dedicate this book to my grandmother, Helen Wells, who bought me my first computer, and to
my grandfather, Lyle Wells, for not killing her.

—Doug Bassett



About the Authors

Brian Svidergol designs and builds infrastructure, cloud, and hybrid solutions. He holds many
industry certifications including the Microsoft Certified Trainer (MCT) and Microsoft Certified
Solutions Expert (MCSE) — Cloud Platform and Infrastructure. Brian is the author of several books
covering everything from on-premises infrastructure technologies to hybrid cloud environments.
He has worked with startup organizations and large Fortune 500 companies on design, imple-
mentation, and migration projects.

Vladimir Meloski is a Microsoft Most Valuable Professional on Office Server and Services,
Microsoft Certified Trainer and consultant, providing unified communications and infra-
structure solutions based on Microsoft Exchange Server, Skype for Business, Office 365, and
Windows Server. With a bachelor’s degree in computer sciences, Vladimir has devoted more
than 20 years of professional experience in information technology. Vladimir has been involved
in Microsoft conferences in Europe and in the United States as a speaker, moderator, proctor
for hands-on labs, and technical expert. He has been also involved as an author and technical
reviewer for Microsoft official courses, including Exchange Server 2016, 2013, 2010, 2007, Office
365, and Windows Server 2016, 2012; and he is one of the book authors of Mastering Microsoft
Exchange Server 2016. As a skilled IT professional and trainer, Vladimir shares his best practices,
real-world experiences, and knowledge with his students and colleagues, and he is devoted to
IT community development by collaborating with IT Pro and developer user groups worldwide.
He enjoys his spare time in country with his son and wife.

Byron Wright is the owner of BTW Technology Solutions where he designs and implements
solutions using Microsoft technologies. He has been a consultant, author, and instructor for 20
years, specializing in Windows Server, Active Directory, Office 365, and Exchange Server. Byron
was a Microsoft MVP for Exchange Server/Office 365 from 2012-2015.

Santos Martinez was born in Caguas, Puerto Rico, in 1982, and grew up in Caguas. Santos
has more than 18 years of experience in the IT industry. He has worked on major implementa-
tions and in support of Configuration Manager and Enteprise Mobility + Security for many
customers in the United States and Puerto Rico. Santos was a Configuration Manager engineer
for a Fortune 500 financial institution and an IT consultant before joining Microsoft. For the
Fortune 500 companies, he helped with the implementation and support of more than 200+
Configuration Manager Site Server and support of more than 300,000 Configuration Manager
and Intune clients worldwide.

Santos was a SQL Server MVP from 2006 to 2009 and then a ConfigMgr MVP from 2009 to
2011. He is well known in the Microsoft communities as a mentor for other MVPs, Microsoft
FTEs, and for helping other IT community members. He has also participated in Microsoft
TechEd, MMS, and Ignite as a technical expert for Configuration Manager, Database, and
Microsoft Intune. Santos is also a former Puerto Rican martial arts champion and currently
holds a Six Degree black belt in TaiFu-Shoi Karate-Do where he earned the title of Shihan Sensei.

Santos and Karla, a pastry chef, have been married for 16 years and have two kids, Bryan
Emir and Naomy Arwen. Santos currently is a senior program manager for Microsoft in
the Enterprise Management and Mobility Product Group. You can follow him on Twitter
(@ConfigNinja) or at his blog (http://aka.ms/ConfigNinja).


http://aka.ms/ConfigNinja

VIII |ABOUTTHE AUTHORS

Doug Bassett has been involved in the computer industry since the early 1980s when he
taught a high school computer science class, while still a high school student. Doug has many
certifications from Microsoft, Cisco, CompTIA, and others, and has been MCSE certified since
the old Windows NT days. Doug has also been a Microsoft Certified Trainer (MCT) for over
20 years. He was one of the first 100 people in the world to certify on Windows 2008. Doug has
lectured at both Apple and Microsoft corporate headquarters and was invited by Microsoft to
present at the Microsoft world conference in Barcelona, Spain, on virtual classroom and online
learning. Doug is currently teaching live classes over the Internet and enjoys not having to
shovel snow while living in Arizona.



About the Contributing Author

Jose Rodas is an IT professional certified as A +, CCEA, MCSA + M, MCSE, MCTS, MCITP

EA, and MCT, and he has more than 20 years of industry experience. He started working at
Microsoft in the System Center Team in October 2007 supporting System Center Operations
Manager and System Center Service Manager. Currently, he is a Microsoft Premier Field
Engineer dedicated to customers while traveling to customer sites to provide proactive/reactive
assistance in System Center and Azure Log Analytics projects.






Contents at a Glance

Introduction . ... xxiii
Chapter 1 ® Windows Server 2016 Installation and Management.................. 1
Chapter 2 ® PowerShell .......... ... ... . 35
Chapter 3 ® Compute. ... 115
Chapter4 ® Storage ............c.uuuiiiiii i 157
Chapter 5 ® Networking........... .. ..o 179
Chapter 6 ® FileServices........... .. . i 227
Chapter 7 * Windows Server Containers. ..................oiiiiiiiiinn... 259
Chapter 8 e Security Mechanisms .............. ... ... ... .. 285
Chapter 9 e Active Directory Domain Services............................... 339
Chapter 10 * Active Directory Certificate Services ......................... ... 385
Chapter 11 e Active Directory Federation Services ............................ 423
Chapter 12 ¢ Management with System Center ............................... 457
Chapter 13 ® ManagementwithOMS ........... ... ... .. ... ... ... ...... 541






Contents

Introduction . ....... ... xxiii
Chapter 1 + Windows Server 2016 Installation and Management ........ 1
Windows Server 2016 Editions and Licensing. . .................................. 1

Processor Core-Based Licensing ................ ... ... ... 3
Client Access LiCeNnses . . . ..o 3
Licensing Programs . ....... ... . 3
Other Editions of Windows Server2016 ................ ..o, 4
Installing Windows Server 2016 ............ ... .o 4
Installation Steps. .. ... i 5
Post-Installation Configuration ............. ... ... .. .. i 9
Activation. .. ... o 10
Automating the Installation of Windows Server 2016 ............................ 11
SysprepandImaging.......... ... i 12
Windows System Image Manager . ...t 14
Windows Deployment Services . ............. ... i i 16
Microsoft Deployment Toolkit ............ ... ..o i i 19
Deployment Solutions for Virtualization.................................... 19
Common Management Tools........... ... ... .. . i i 20
Overview of Server Manager .......... ..., 21
Computer Management. ................. ittt 24
Device Manager . ... 24
Task Scheduler ....... .. .. . . . . 25
Monitoring and Troubleshooting Tools .............. ... ... ... ... .. oot 27
Event Viewer .. ... 28
Task Manager ..........o i 29
Resource MONitor . ... 30
Performance Monitor ................. .. i 32
TheBottom Line.............. . i 33
Chapter 2 « PowerShell ......... ... ittt 35
What Is PowerShell? .. ... ... 35
Forward Compatible............. ... ... 36
PowerShell Versions. ............. o i 36
Running and Customizing PowerShell ................. ... ... ... ... .. ... 37
Customizing the PowerShell Console................. ... ... o ... 37
Cutting and Pasting in PowerShell .................. ... ... ... ... L 37
Using PowerShell Integrated Scripting Environment (ISE). . ................... 38

Exploring the Command Add-OnPane ....................... ... ... ..., 38



XIvV

CONTENTS

Setting Up PowerShell ISE Profiles............... ... ... .. . i, 41
Editing Profiles . ......... ... . 42
Setting Up Execution Policies. ................ .. ... i i 43
Recording PowerShell Sessions ............. ... ... .o i 44
Using Aliases and Getting Help .............. ... ... .. 44
Using CMD.EXE-Like Commands in PowerShell............................. 44
Exploring a Get-Help Example ........... ... ... i i 46
Getting Get-Help Updates ................ i 47
Updating Help for Servers Without Internet Access. .......................... 48
Accessing OnlineHelp Files............. ... ... . o it 48
Understanding Cmdlet Syntax ................ . i 49
Interpreting the Syntax ........... ... ... ... 49
Using SpacesinCmdlets................. ... .. i 51
Passing Multiple Values to a Parameter ..................................... 51
Using Show-Command. .. ............. .. .. 52
Using -Whatlf. ... .. 53
Using -Confirm. .. ... 54
All About “About” Files. ...... ... i 55
Understanding Shortened Command Syntax........................ ... ... ..., 56
Exploring PowerShell Command Concepts. ................. ..., 58
Implementing Pipelines. . ............. ... ... . 59
Exploring Objects and Members . .............. ... .. ... .. i 59
Exploring Properties, Events, and Methods.................................. 60
Performing Object Sorting ............. ... i 61
Measuring Objects . ........ .o 62
Using Select-Object to Select a Subset of Objects in a Pipeline. .................. 63
Using File Input and Output Operations.................... ... ..., 65
Converting Objects to Different Formats .................................... 66
Using ConvertTo-CSV ... ... e 66
USING EXPOTE-CSU. . . . 67
Using ConvertTo-Html. .. ........ . i 68
Using ConvertTo-Xml. . ... i i 69
Using Export-Clixml . ....... ... . . i 71
Encrypting an Exported Credential Object with Export-Clixml . ................ 71
Saving the Credentialstoan XML File...................................... 73
Importing Data into PowerShell. . .............. ... ... ... ... .. 74
Processing Pipeline Data. . ......... ... ... ... . i 74
Using Comparison Operators. . ... 75
Using Wildcards and the -like Operator ............... ... ... . ...t 76
Exploring Common Data Types................o i i 77
Determining Data Typewith-is................ ... ... ... ... ... 79
Finding Portions of Strings with -match .................................. ... 80
Using the Containment Operators -contains and -notcontains .. ................. 81
Using the -in and -notin Operators. . ............ ... ..., 81

Using the -replace Operator . .. ...t 82



CONTENTS
Using Variables. . ...... ... .. 83
Exploring Types of PowerShell Variables.................................... 83
Clearing and Removing Variables................... ... ... ... ... 84
Using the Variable Drive .......... ... ... i 84
Using Environmental Variables ..................... ... ... ... ... 84
Using FUNCHIONS . . . ..o i 85
Seeing Themin Action.......... ... .. ... i i 85
Splatting . . ... 86
Creating Functions. ....... ... ... 86
Using Parameters . ............ .. 88
Sending Pipeline Objects to a Function with Begin, Process,and End ............ 93
Viewing All FunctionsinaSession.................. ... ... ... 94
Formatting Output. ...... ... ... 94
Using Format-Wide . ........ ... ... ... i 94
USINg FOrmat-List. . . .. ... 95
Using Format-Table. . .......... ... ... i 96
Using Loops . ... 96
Using the For LOOp . . ... oo 96
Using the Foreach Loop. . . ...t i 97
Using the IfStatement ........... ... ..o i 99
Using the Switch Statement . .............. .. ... ... ... i 100
Using the While LOOP . . ... ..o 102
Using the Where-Object Method .. ........ ... ... ... .. . i, 104
Managing Remote Systems via PowerShell......................... ... ... ... 109
Using Enable-PSRemoting. . ...t 109
Remoting to Workgroup Servers .............. ... ... o i, 110
Running PowerShell Commands on Remote Systems........................ 110
Running Remote Scripts on Remote Computers............................. 111
Establishing Persistent Remote Connections ............................... 111
Using PowerShell Direct ........... .. ... .. i 112
TheBottom Line. ... ... ... 112
Chapter 3 ¢ Compute ..........cuiiiiitieriennrnnnennnnnannannss 115
Overview of Hyper-V . ... 115
What’s New in Windows Server 2016 Hyper-V ....................... ... ...... 116
Installing Hyper-V. ... ... 118
Nested Virtualization ........... ... 119
Storage Optionsin Hyper-V...... ... .. ... . i 120
Virtual Hard Disk Types....... ... .. 120
Virtual Hard Disk Recommendations. ...................... .. ... oL 121
Configuring Hyper-V . ... 121
Hyper-V Networking . .......... ... i 121
Hyper-V Virtual Machine Configurations . ................................. 122
Shielded Virtual Machines ......... ... .. 123
Virtual Machine Settings. . ......... ... ... .. .. o 124

Virtual Machine State ............. . i e 124

XV



XVI

CONTENTS

Virtual Machine Checkpoints. ............... .. ... o i 125
Importing and Exporting Virtual Machines ................................ 125
Live Migration ........... ... ... ... .. .. 126
PowerShell Direct . ... ..o e 126
Virtual Machine Migration. . ........... ... ... . . . 126
Overview of Live Migration . ............. ... i, 127
Live Migration Requirements. .................. ... ... . o i i 128
Hyper-VReplica.. ... ... 129
Planning for Hyper-V Replica ........... ... ... i i .. 130
Implementing Hyper-VReplica .............. ... i i, 130
Failover Options in Hyper-V Replica .................. ... ... 131
High Availability with Failover Clustering in Windows Server 2016.............. 132
Host Clustering . ... 132
Guest Clustering . . ... 132
Network Load Balancing. . ......... .. ... .o i i 133
What Is Failover Clustering?. . ............ .. .. ... .o i i, 134
High Availability with Failover Clustering ................................. 135
Clustering Terminology. . .......... ..o i i 136
Clustering Categoriesand Types. ... ... 137
Failover-Clustering Components. ............. ... ... i, 137
Hardware Requirements for a Failover-Cluster Implementation............... 139
Dynamic QUOTUIMN. . . ... 140
Planning for Migrating and Upgrading Failover Clusters .................... 141
The Validation Wizard and the Cluster Support Policy Requirements ......... 142
Configuring Roles. . .......... . 143
Managing Failover Clusters .............. ... ... ... i .. 144
Configuring Cluster Properties ............... ... ... 145
Managing Cluster Nodes. ............. ... .. i 145
Configuring Quorum Properties........... ... .. ... .. i 147
What Is Cluster-Aware Updating?............. ... ... ... o iiiiii.. 148
What Is a Stretch Cluster? .. ....oo i e e 149
Failover Clustering with Hyper-V............. ... .. o i, 151
Implementing Hyper-V Failover Clustering ................................ 152
Implementing CSVs . ... . 154
The Bottom Line. . ... ..o 155
Chapter4 o Storage ..........coviiiiiiiieerneneneneeneneannnnnns 157
Overview of Storage in Windows Server 2016...........................ouu... 157
File Systems. . ... 158
NS . o 158
REFS. o 159
Comparing NTFSand ReFS ........... ... .. ..o i i 159
Data Deduplication ........... ... i 161
How DataIs Optimized............ ... ... i i i 162
How Optimized DatalsRead. ............... ... ... ... o .. 163

How Data Deduplication Works in the Background. ......................... 164



CONTENTS| XVII

How to Enable Data Deduplication................. ... ... ..., 164
Data Deduplication Advanced Settings .................................... 165
StOrage SPaces. . . ..ot 166
Storage Spaces Configuration Options ................... ... ... .. ... .. 167
Storage Spaces Direct.......... ... ... 168
Storage Replica............. . 170
Types of Replication............ ... i i i i 171
Deploying Storage Replica ..............coiiiiiiiiii i 174
Storage Quality of Service .......... ... .. 176
Working with Storage QoS .......... ... ... . 176
The Bottom Line. . ... ... 177
Chapter5 « Networking ..............coiiiiiiiiiiiiiiiiian., 179
Windows Server 2016 Network Configuration ................................. 179
IP Configuration . ... 180
Network Adapter Teaming . .............. .. i 182
Windows Firewall. . .. ... oo 185
DN S o e 188
DINS Z0NeS . . oottt e 189
Name Resolution Processing ............. ... .. i, 192
Removing Stale DNSRecords. ... 197
Securing DNS .. ... 198
Monitoring and Troubleshooting DNS................... ... ... .. ... ...... 199
DHOC P . . oot 202
DHCP SCOPES. . o oo ee e et 204
DHCP Options. . ..o oot 206
DHCP Policies and Filters . . . ... ..ottt et 207
High Availability .......... .. 208
DHCP Database. . . . ..ottt et e ettt e e e et e 209
Remote ACCESS . ..o 210
VPN . o 211
A D o 218
Network Load Balancing ............. .. .. i 219
Software Defined Networking. ........... ... .. . i i i 220
Network Controller . . ... e e 221
Hyper-V Network Virtualization................... ... ... ... .. 221
RASGateway. ... ... 221
Datacenter Firewall. . . .. ... . 222
Software Load Balancing. ................ .. ... i 222
Switch Embedded Teaming .............. ... ... i i 223
Internal DNS Service . . ....o i e e e e 224
The Bottom Line. . . ..ot e e e e 224
Chapter 6 » FileServices.........ccitiiiiiiinnininenenecnnnnnns 227
File Services OVeIVIEW . ..ottt ettt et e e et e 227
FIle SOrVer .« oottt 229

Installing the FileServer ............. ... i 230



XVIII

CONTENTS

CreatingaFileShare ......... ... ... . 230
Assigning Permissions. . .............. o 231
BranchCache for Network Files........... ... . ... .. oo i oL, 232
BranchCache Modes of Operation.................... ... oL, 233
DFS Namespaces and DFS Replication. .................. .. ... .. 237
Accessing Shared Foldersin DFS.............. ... ... ... ..o oo, 238
Configuring DFS Replication . ............ ... .. i i i, 241
DFS Monitoring and Troubleshooting. ................ ... ... ... ... ... .. 243
File Server Resource Manager ..............ouuiiiiiiiiniiiiiiiin.. 245
FSRM Features Deployment ............. ... ... oo, 246
Configuring General FSRM Options. .................. .. oo, 247
Classification Management. ............... ..., 248
File Management Tasks . ...............ooi i 249
Quota Management . ......... ... i 250
Templates for Monitoring Disk Usage................. ... ... 251
File Screening Management . ............. ... it 251
Work Folders. . ... ..o 252
The Bottom Line. ... ... ... . 257
Chapter 7 « Windows ServerContainers ..........cooveieeeenencnnn 259
Containers OVerVIEW. .. ... i 259
Container Limitations ................ ... 261
Container Terminology ....... ... i 261
Hyper-V Containers............ ... i 262
Creating and Maintaining Containers.............. ... ... ... ... ... ... ... 263
Hardware and Software Requirements .................................... 263
Installing Docker ......... ... i 264
Retrieving Container Images from DockerHub.......................... ... 266
Creating and Running a Container.................... ... ... ... ..., 267
Manually CustomizinganImage. ............. ... ... .. i, 270
Automating Image Creation . ............. .. ... ... . i 271
Managing Container Images .............. ... ... i 274
Configuring Containers ............. ...ttt 275
StOTAge . 275
Networking . ... ..o 276
Resource Constraints. ... i 279
Authentication to AD .. ... ... 280
Application Development and Deployment ................................... 281
TheBottom Line............ . .. 282
Chapter 8 « SecurityMechanisms ..................ciiiiiiiienn.. 285
Security OVerview . . ... i 285
Where to Begin? . ... .. ... i 285
What Are the Risks? . ... .. 286
Thinking Like an Attacker ......... ... ... .. . ... . i 287

Ethical Hacking. ...... ... . .. 288



CONTENTS

Protecting Accounts. . ... . 288
Privileged Access .......... i 289
Securing User ACCOUNtS. .. ... ...t i 292
Configuring Account Policy Settings .................. ... ... ... ... 293
Protected Users, Authentication Policies, and Authentication Policy Silos. . . . ... 294
Delegating Privileges. .......... ... . 295
Credential Guard . ... ...t 296

Protecting DataatRest .................. ... ... .. 297
Encrypting FileSystem ........ ... ... 297
BitLOCKeT . .. 298

Protecting Datain Transit. .............. ... ... ... ... ... ... ... ... ... .. 300
Windows Firewall with Advanced Security .......................... ... ... 300
IPSEC .o 304

Protecting Administrative Access. ........... ... i 312
Privileged Access Workstations............... ... 312
Local Administrator . ...........iuiinii it et 313
Just Enough Administration................. ... ... o o oo 315
Role-Capability Files .......... ... . i 316
Session-Configuration Files .............. .. ... ... ... oL 317

Protecting Active Directory Infrastructure........................... ... ... ... 318
Enhanced Security Administrative Environment. ........................ ... 318
Privileged Access Management . .................ooiiiiiiiiiiiiiiii.. 319

Malware Protection . ... ...ttt e 322
Software Restriction Policies. . . ...t e 323
AppLOCKeT . ... 323
Device Guard. . . ...t 324

Hardening Operating Systems Security with Additional Microsoft Products .. .. .. 327
Advanced Threat Analytics ............... . ... i 327

Evidence of the Attack. . ...t 328
Auditing . . ... o 329

The Bottom Line. . . ..ot e e e e e e 336

Chapter 9 « Active Directory Domain Services...............ccoon.. 339

Overview of FeatUres ... ...t e 339
What Changed in AD DS for Windows Server 2016.......................... 339
Features from Windows Server 2012 R2 . . .. ... .. o i 340
Features from Windows Server 2012. . ...ttt 340

Revisiting Privileged Access Management ................. ..., 340

Design Considerations ........... ... 342
Forestsand Domains . ... e 342
Active Directory Trusts . ... 344
Active Directory Sites. . ............ 345
Active Directory Replication. ............. .. .. .o i i 348
Flexible Single Master Operation Roles. .................. .. ... ... ... ..., 350
Designing the Organizational Unit Structure......................... ... ... 351

Domain Controllers . ...t 353

XIX



XX

CONTENTS

Computer, User, and Group Management. ...................oiivieiiiinn... 363
Computer Management. ...ttt 363
User Management. ......... ... i 366
Group Management .......... ... 370

Group Policy . ... 373
Group Policy Inheritance and Enforcement................................. 374
Group Policy Day-to-Day Tasks . ..., 376

The Bottom Line. . .. ..ot e e e 383

Chapter 10 « Active Directory Certificate Services................... 385

What’s New in AD CS Windows Server 2016 ...........couiiiiineineinnnnnn.. 385
Windows Server 2012 R2 . . ..ot 386
WiIndows Server 2012 . . ...ttt e 386

Introduction to a Public Key Infrastructureand ADCS......................... 387

Planning and Design Considerations. .................... ... ... .. oL, 389

Implementing a Two-Tier Hierarchy.............. ... ... . ... ... ... ... 393

Working with Certificate Templates . .............. .. ... ... i, 406

Auto-Enrollment .. ... ... 417

The Bottom Line. ... ..ot e e 419

Chapter 11 « Active Directory Federation Services .................. 423

Overview of AD FS . ... 423
ADFSTerminology ... 425
How AD FS WOrTKS . . oot e e e e e 426

Planning and Design Considerations................ ... ... ... o .. 429
Where Should You Place the AD FS Components?........................... 429
Should You Use SQL Server for the AD FS Database? ........................ 431
What Are Your Certificate Options for Your AD FS Environment?............. 432
Should You Use a Group-Managed Service

Account for Your AD FSEnvironment? . .............ooiiiiiiininennn... 432

Deploying an AD FS Environment............ ... ... ... ... 433
Installing the ADFSServerRole ............. ... ... . . ., 433
Configuring Internal DNS Name Resolution. ............................... 439
Configuring a Sample Federated Application............................... 441
Configuring an AD FSRelying Party .................. ... . oL, 445
Testing Application Access from an Internal Client.......................... 445
Installing Web Application Proxy Server Role Service. ....................... 447
Publishing the Sample Federated Application............................... 450
Testing Application Access from an External Client ......................... 452

The Bottom Line. . .. ... e e e e 454

Chapter 12 « Management with SystemCenter...................... 457

Overview of System Center 2016 . .. ... 457
Understanding the Upgrade Sequence................... ... ... ... ... ..., 457
Understanding the Install Sequence . .................... ... ... ... ...... 459

Installing an Instanceina Cluster..................... ... ... ... ... 461



CONTENTS

Using System Center Virtual Machine Manager ............................... 465
Installing and Configuring VMM . ....... ... ... ... o i, 466
Managing the VMM Compute Fabric................. ... ... ... ... ... 470
Managing the VMM Library. ... 470
Managing the VMM Host Groups. . ...t 470
Managing Hyper-V Hosts and Clusters . ................. .. ... .. o... 470
Managing VMware Servers ... 470
Managing Infrastructure Servers. ............. ... ... o o oo 470
Managing the VMM Networking Fabric ............... ... ... ... ... ... 472
Creating a Logical Network .............. .. ... i i 473
Creatinga VM Network ....... ... ... .. .. 475
Managing the Storage Fabric ............. .. ... ... ... oL 476
Creating Virtual Machines ............... .. ... ... . . i 478

Managing Windows Server 2016 with System Center Operations Manager . . ... ... 482
The Operations Manager Infrastructure ................................... 482
Installing the Prerequisites................ ... ... .o i i 484

Managing Windows Server 2016 with System Center Configuration Manager .. ... 499
ThreeBranches ......... .. ... . 499
What You Should Know About Site Server Differences....................... 501
ConfigMgr Prerequisites . . ................ . i 503
Installing a Primary Site Server............... ... ... o i 505
Configuring System Center Configuration Manager ......................... 517
Boundaries and Boundary Groups ............... ..o 526
Installing Clients. . .......... . i 530
Using Client Settings . ......... ... i 532
Using Collections . ...t i i 535

TheBottom Line. ... ... 539

Chapter 13 + ManagementwithOMS ................. ..., 541

What Is Operations Management Suite? ...................................... 541
ABrief History ... ... 542
OMS SeIVICES. . o oot 542

OMS PriCing . ..ot 543
SLA Details . ... 543

System Requirements ............. ... ... .. 544

Log Analytics . ... ..o 546
Performance QUETIES . . . . ..ottt 552
Event QUETIEs . ... ...t 554

TheBottom Line............. .. 555

............................................................................ 559

XXI






Introduction

Welcome to Mastering Windows Server 2016. This book covers Windows Server 2016 and the core
technologies built into the operating system. It has a mix of content ranging from networking,
identity and access, storage, and much more. We don't cover every single feature or option but
focus on providing a deep understanding of the key topics that we cover throughout the chap-
ters. This book is best read from front to back and can later used as a reference.

Major Changes in Windows Server 2016

Most of the major components of Windows Server 2016 have new features, enhancements, and
changes for Windows Server 2016. With that said, most of the changes involve improvements to
existing services and the introduction of new features. Throughout the chapters, we will look at
some of these new features in detail. The following major changes represent the changes that we
feel stand out from the rest:

Nested Virtualization With nested virtualization, a brand new feature for Windows Server
2016, you can deploy a Hyper-V host inside of a VM. This simplifies the process for testing
failover clustering and for testing a variety of virtualization-related features and configura-
tions. Note that nested virtualization is best suited for nonproduction environments, such as
a lab environment. See Chapter 3 for more information.

Shielded Virtual Machines This new feature enhances the security of Hyper-V hosts and
VMs. It protects against scenarios such as malicious administrators trying to view the con-
sole or trying to view the data on the virtual hard disks. See Chapter 3 for more information.

Device Guard and Credential Guard These new features protect Generation 2 VMs against
exploits. See Chapter 8 for more information.

Privileged Access Management (PAM) PAM enhances the security of Active Directory
Domain Services environments by completely changing the way many administrators man-
age their environments. See Chapter 9 for more information.

Storage Spaces Direct This new feature provides a highly available and highly scalable
storage solution using local server storage. See Chapter 4 for more information.

Software Defined Networking (SDN) There are many new enhancements to networking
in Windows Server 2016. SDN enables you to configure your on-premises environment like
Azure and manage it using System Center Virtual Machine Manager. See Chapter 5 for more
information.
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Containers Containers are a feature that offers a way for app teams to have a prepackaged
way to deploy app environments quickly (for example, IIS with ASP.NET). The container con-
tains everything an app team needs—and the container is portable; it can run on-premises or
in the public cloud. See Chapter 7 for more details.

Nano Server When Microsoft introduced the Server Core installation of Windows Server,

it was lauded for the small size, small requirements, high performance, and enhanced secu-
rity. Nano Server went a step further (albeit with more limitations). Initially, it was just a
smaller footprint deployment, without a GUI, that could run some core roles such as Hyper-V
and Scale-Out File Server. However, recently Microsoft announced some big changes for
Windows Server 2016 (release 1709). With 1709, Nano Server will no longer support the core
roles such as Hyper-V. Instead, it will be dedicated for containers and be geared for the cloud.
Nano Server is introduced in Chapter 1.

The Mastering Series

The Mastering series from Sybex provides outstanding instruction for readers with intermediate
and advanced skills in the form of top-notch training and development for those already work-
ing in their field, and clear, serious education for those aspiring to become pros. Every Mastering
book includes the following:

¢ Skill-based instruction with chapters organized around real tasks rather than abstract con-
cepts or subjects

¢ End of chapter “Master It” scenarios to test your knowledge of the information in the
chapter

How to Use This Book

How you use this book will depend on your goals and your level of experience across the
Windows Server technologies. For example, if you have limited experience with Windows
Server, then reading the book from front to back might provide the best experience. If you are
an experienced server administrator but want to learn more about the networking components
of Windows Server 2016, then you might want to go straight to the networking-related chapters.
If you are studying for a certification exam, you might want to read specific topics from various
chapters to strengthen your knowledge in very specific areas. While the book is ordered so that
it is easiest to read it front to back, take the path that best suits your experience and goals.

In several parts of the book, we will perform step-by-step installations and configura-
tions. We highly recommend that you perform those same steps in your lab or nonproduction
environment (whether at home or at work). Reading about a technology is good for learning.
Deploying, troubleshooting, and maintaining a technology is good for learning. Doing both is
great for learning!

Windows Server is a huge product. There is a plethora of technologies in it—and the tech-
nologies are complex, much more so than in previous versions (especially older and legacy ver-
sions) of Windows Server. Therefore, as authors, we must pick and choose exactly what we cover
while still trying to keep the book manageable in size. In general, for this book, we have opted
to cover the most used parts of Windows Server, and we try to go into detail in specific parts of
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every chapter. Lastly, we avoid the introductory information unless it is imperative to the topic.
Our readers have historically been experienced administrators who are looking to enhance their
knowledge of the newest version of Windows Server. Therefore, we try to avoid material that is
“too basic” for our typical reader.

How This Book Is Organized

Each Mastering Windows Server 2016 chapter represents a milestone in your progress toward
becoming an expert Windows Server 2016 user. We start off by walking you through the instal-
lation, Server Manager, and PowerShell. It is a good way to start and enables you to have a
Windows Server 2016 computer to reference while working through the step-by-step sections
of chapters. It is also good to know the tools that we are going to reference throughout the book
(especially PowerShell) before we dive into them!

¢ Chapter 1, “Windows Server 2016 Installation and Management,” shows you how to install
Windows Server 2016 and how to work with Server Manager for server administration.

¢ Chapter 2, “PowerShell,” details how to work with PowerShell. It covers a huge amount of
information in a single chapter and will be especially beneficial to readers who aren’t well-
versed in PowerShell yet.

After you have an installation and know your way around the management of Windows
Server, you are ready to dive deeper into the foundational technologies.

¢ Chapter 3, “Compute,” is all about the compute portions of Windows Server, such as
Hyper-V and failover clustering,.

¢ Chapter 4, “Storage,” details file systems, data deduplication, Storage Spaces, Storage
Replica, and Storage Quality of Service.

¢ Chapter 5, “Networking,” dives into remote access, DNS, DHCP, and a host of new net-
working technologies in Windows Server 2016.

At this point, you'll have a pretty good grasp of the basics of Windows Server 2016 and
understand some of the new technologies. The next chapters are designed to help you branch
out into smaller (but still important) technologies in Windows Server.

¢ Chapter 6, “File Services,” tells you how to implement and manage file services—not just
shared folders but the advanced aspects of managing file services.

¢ Chapter 7, “Windows Server Containers,” explains what containers are, how they work,
and how to create and manage them. This technology is new and rapidly evolving,.

¢ Chapter 8, “Security Mechanisms,” is where you'll learn about Just Enough
Administration (JEA), Just In Time (JIT) administration, Credential Guard, and other new
security features in Windows Server 2016.

Several Active Directory technologies are built into Windows Server 2016. In this book, we
cover the three most deployed. We exclude AD LDS and AD RMS.
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¢ Chapter9, “Active Directory Domain Services,” covers AD DS, including information
about design and architecture, deployment, and day-to-day administration.

¢ Chapter 10, “Active Directory Certificate Services,” covers AD CS and public key infra-
structure technologies. It also walks through a step-by-step two-tier hierarchy.

¢ Chapter 11, “Active Directory Federation Services,” takes you through AD FS and design
considerations. Then, it walks you through a step-by-step implementation of AD FS and
Web Application Proxy.

Earlier in the book, we cover managing servers one at a time with Server Manager and
PowerShell. In this part of the book, we look at managing servers at the enterprise level where
automation and self-service are keys to successful management.

¢ Chapter 12, “Management with System Center,” introduces you to the entire suite of
Microsoft System Center. It walks through deployment and configuration, as well as intro-
duces the concepts around enterprise management.

¢ Chapter 13, “Management with OMS,” shows you how to use Microsoft Operations
Management Suite OMS), an Azure service, to manage your on-premises and cloud-based
Windows servers.

Getting More Information

In each chapter, you will see links to external sources for additional information. Whenever
you have an interest in a particular topic and we link to an external resource, you should opt to
spend a few minutes exploring that content. We specifically tried to link to value-adding mate-
rial that complements and sometimes expands upon the information in the book.

Errata

We hope that Mastering Windows Server 2016 will be of benefit to you and that, after you've read
the book, you'll continue to use the book as a reference. Please note that while we have made
every effort toward accuracy, sometimes software updates will cause a screenshot to look
slightly different than the interface you see on your screen. You should still be able to follow
along with the instructions given. However, if you find errors, please let our publisher know by
emailing to errata@wiley.com.

Thanks for choosing Mastering Windows Server 2016!
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Chapter1

Windows Server 2016 Installation
and Management

Windows Server 2016 builds on the installation and management processes of earlier
Windows Server versions. To install Windows Server 2016, you need to understand the edi-
tions of Windows Server 2016 and how they are licensed. This will enable you to select the
edition of Windows Server 2016 that best meets your needs. You also need to select an
appropriate installation method such as automation with Windows Deployment Services.

After installing Windows Server 2016, Server Manager is the main interface that you'll use
for management. From Server Manager, you can launch tools that you can use to manage and
monitor Windows Server 2016.

IN THIS CHAPTER, YOU WILL LEARN TO:

¢ Define a deployment process

¢ Select an edition of Windows Server 2016
¢ Selectan activation method

¢ Monitor Windows Server 2016

Windows Server 2016 Editions and Licensing

Microsoft has had various editions of Windows Server with each generation. Depending on the
generation of Windows Server, varying editions came with different features or different licens-
ing. You can obtain Windows Server 2016 Standard or Windows Server 2016 Datacenter. The vast
majority of features are the same between the two editions, but there are some significant differ-
ences worth noting and they are listed in Table 1.1.

TABLE 1.1: Windows Server 2016 Edition Differences
FEATURE DESCRIPTION
Virtualization Licensing One Windows Server 2016 Standard license can be used for two virtual

machines on a single virtualization host.

One Windows Server 2016 Datacenter license can be used for an unlimited
number of virtual machines on a single virtualization host.
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TABLE 1.1: Windows Server 2016 Edition Differences (CONTINUED)
FEATURE DESCRIPTION
Software Defined This feature that applies policies to control network configuration and secu-
Networking rity is not included in Standard edition.
Shielded Virtual To configure Shielded virtual machines, the Hyper-V host must be running
Machines Windows Server 2016 Datacenter edition.
Hyper-V Containers Windows Server 2016 Standard has a limit of two Hyper-V Containers

per Hyper-V host. Windows Server 2016 can have an unlimited number
of Hyper-V Containers.

Both editions of Windows Server 2016 can have an unlimited number of
standard containers.

Storage Replica This feature that synchronizes data between two servers is available only in
Windows Server 2016 Datacenter edition.

Storage Spaces Direct This feature that provides high availability for file shares is available only in
Windows Server 2016 Datacenter edition.

As you can see from Table 1.1, there are only a few feature differences between Windows
Server 2016 Standard and Windows Server 2016 Datacenter. If those features are not required,
then the primary driver for selecting an edition of Windows Server 2016 is usually virtualiza-
tion licensing.

Most organizations deploy new servers as virtual machines. With a single Windows Server
2016 Standard license, you can install Windows Server 2016 Standard with Hyper-V for a vir-
tualization host and configure two virtual machines with Windows Server 2016 Standard. By
purchasing a second Windows Server 2016 Standard license, you can add two more virtual
machines running Windows Server 2016 Standard. In smaller organizations with only a few
virtual machines per virtualization host, it is often cost-effective to use Windows Server 2016
Standard.

In larger organizations with many virtual machines, it is often more cost-effective and easier
to manage if you use Windows Server 2016 Datacenter. With a single Windows Server 2016
Datacenter license, you can install Windows Server 2016 Datacenter with Hyper-V for a virtual-
ization host and configure an unlimited number of virtual machines on that host.

VIRTUALIZATION LICENSING WITHOUT HYPER-V

Hyper-Vis an excellent hypervisor that is widely used to implement server and desktop virtualiza-
tion. However, there are other hypervisors such as VMware, XenServer, and others. When you use
a hypervisor other than Hyper-V, the licensing for the virtual servers works exactly the same as
if you were using Hyper-V. A Windows Server 2016 Standard license allows you to implement two
virtual machines running Windows Server 2016 Standard on any hypervisor. A Windows Server
2016 Datacenter license allows you to implement an unlimited number of virtual machines run-
ning Windows Server 2016 Datacenter on any hypervisor.




