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Preface

On May 25-26, 2017, the iMPLab Research & Innovation at Bhopal organized the
first International Conference on Recent Advancement on Computer and
Communication (ICRAC 2017).

In an era of sensor, high-speed wireless communication, energy-efficient device,
huge data, information security, ubiquitous computing, and Internet of Things
(IoT) are undergoing considerable change. The rapid influx of digital technologies
is redefining communication processes, altering media structures and operations,
and transforming the availability and accessibility of information. While these
developments enable new social, cultural, political, and economic activities, they
can also produce adverse ramifications for consumers and communities in terms of
all aspects of security.

Overall, the conference hosted nearly 82 presentations by academicians from
India and abroad. The speakers covered a broad range of issues and challenges in
the Internet and telecommunications fields including the influence of IoT applica-
tion to make things smarter; digital infrastructure developments and opportunities
for further connectivity, particularly in relation to mobile and public Wi-Fi pro-
spects; new methods for information security; advancing communication practices
to facilitate social inclusion; energy-efficient sensors and other devices; and the
other challenges associated with changing technologies and communication.

The papers published in the volume represent an overview of the issues explored at
the conference and accentuate the diversity of both research topics and methodologies
used in the communication. Moreover, they reflect salient, nuanced, and interrelated
emerging issues surrounding information flow, digital participation, IoT. These papers
have undergone double-blind peer review, with Indian and international academics
assisting in this process. Many thanks to all of the authors for the time and effort spent
developing papers for the proceedings. Hosting the International Conference on
Recent Advancement on Computer and Communication first year was no small feat
and certainly would not have been possible without the broad support it received. In
particular, sincere thanks to all our friends, colleagues, mentors, and research scholars
who helped out each day. In addition to people from industry and academia helping to
promote it, assisting with the peer review process, chairing sessions, presenting



vi Preface

research, contributing to the proceedings, and engaging with speakers in the
sessions—we would not have been able to hold the event without your support and
greatly appreciate the efforts and willingness of all who were involved.

Bhopal, India Basant Tiwari
Naya Raipur, India Vivek Tiwari
Suwon, Korea Kinkar Chandra Das
Indore, India Durgesh Kumar Mishra

New Delhi, India Jagdish C. Bansal
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Impact of Various Networks Security
Attacks on Wireless Sensor Localization
Algorithms Based upon WSN Node’s
Residual Energy

Santosh Soni and Manish Shrivastava

Abstract Presently, wireless sensor network localization algorithms attracted
various researchers toward research study and experiments. The location of nodes
can be determined by various localization algorithms. These wireless sensor net-
work localization algorithms are vulnerable and can be compromised for their
security. There are various network security attacks like wormhole, impersonation,
compromise, and duplicate attacks which degrade the performance of WSNs. In this
research paper, under various network security attacks, we have tested wireless
sensor network localization algorithms under certain performance matrices like
mobility of WSN node’s, size of packets, temperature, and node density to find out
the compromised WSN node’s residual energy. The simulation result shows how
these localization algorithms are vulnerable to network security attacks.

Keywords Wireless sensor network - WSN localization algorithms
Network security attacks

1 Introduction

In the defense, civil, and critical types of fields, wireless sensor networks contain a lot
of various features like autonomous system which can be installed in various locations
and able to perform secure gathering of data, surveillance or monitoring the desired
location. In this type of situations, the main aspect is security of wireless sensor
network [1]. The localization plays key role in wireless sensor network and having
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vulnerabilities, this system may become target for any network security attacks. In this
research study, we have shown that presently available localization algorithms are
vulnerable to these network security attacks. The impact of network security attacks
finally reduces the residual energy of wireless sensor network’s node. Mainly, the
gathered data and sensor motes should be positioned in space to find the exact location
of an event. This position-based system is able to get execute using a
localization-based approach. Localized systems are really critical issue of WSNs,
because they aim to find events as well as used as the main station for routing,
controlling density, tracking, and some other protocols [2]. Following are the various
section of this research study:

Section | Introduction Section 2 Previous Work
Section 3 WSN Localization Algorithms Section 4 Network Security Attacks
Section 5 Simulation Setup and Results Section 6 Conclusion and Future Work

2 Previous Work

Various research studies have been taken into account to consider the research
outcome based upon certain performance matrices. Some of them are as follows:

[I] Azzedine Boukerche, Horacio A. B. F. Oliveira, Eduardo F. Nakamura,
Antonio A. F. Loureiro [2] have studied and described localization system
under various network security attacks with various security techniques.

[II] Ismail Giivenc., Member, Chia-Chin Chong [3] have shown various
numerous localization algorithms along with certain accuracies.
[II] Nick Iliev, Igor Paprotny [4] have provided a complete review and
implementations.
[IV] Svarika Goyal, Tarunpreet Bhatia, A. K. Verma [5] In this paper, different
attacks are studied along with various defensive techniques.
[V] T. Meena, M. Nishanthy, Mr. E. Kamalanaban [6] proposed how to detect
spoofing attacks.
[VI] Xu Huang, Muhammad Ahmed, Dharmendra Sharma [7] described various
cryptographic methods defend against various network security attacks.
[VII] Asma Mesmoudi, Mohammed Feham, Nabila Labraoui [8] In general,
localization techniques are classified with two types of algorithms:
range-based and range-free.

3 WSN Localization Algorithms

Localization systems, which give critical location information of sensors and event
occurrences, which can be the point of attacks can lead to compromise the working
of a WSN [9]. There are various WSN localization algorithms like KALMAN,
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MCL, IMCL, MPL, and SMPL. Localization schemes usually focus on static sensor
networks where the sensor nodes do not move once they are deployed, and sensor
nodes. The issue of location indicates the method of searching location for sensor
motes with specified coordinate techniques. For the localization of a sensor network
with the GPS, certain specific motes shall be known of their place of installation
mainly from already developed system or placing manually, which are known
anchors (beacons). Other ones, which are specifically called unknown nodes gen-
erally used to get installed place through certain algorithms [10]. This contains of
two steps: (a) measure of distance among motes and (b) typical measurement
methods. Using the distance measurement methods, localization algorithms are
fallen between range and free of range methods. The algorithms can be estimated
based on both the coordinate estimation errors and the distance estimation errors
[11, 12]. This is presumed that distance measurements between given pair of nodes
that are exists within the radio range [12], which is

d(i,j) =d(i,j)+eij, 1<i,j<N,i#]j (1)

where N is node from network, ij is distance estimation error, and

d(i.j) = /(xi — %) "2+ /(yi — yj)"2 (2)

where (xi, yi) and (xj, yj) are the coordinates of nodes i and j, respectively. All the
systems discussed in that research need a complete setup and are equipped with
toward location sensing for office applications than for sensor nodes. That is why
we cannot allow them in truly ad hoc WSNs [13]. Below are the two methods for
sensor mote’s installed place:

(a) Relative location: This is better shown by given formulas [3]:

V(x = xa)"2 4 (y = ya)"2) = da
V(x = xb)"2+ (y — yb)"2) = db (3)
V(= x¢)" 2+ (y —ye)"2) = de

(b) Triangulation: This calculates the exact position of unknown node which is
depending on the angular distance among three various pairs of anchor nodes
represented by below equations [4].

V(xol = xa)" 2+ (yol —ya)"2) = rl
V(xol — xb)"2 + (yol — yb)"2) = rl (4)
Vv (Xa — x¢) 2+ (va — yc)"2) = 2r1"2 — 2r1"2 cos o
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4 Network Security Attacks

Security attacks which represent distance and position computations are very specific
attacks in existing localized systems. Moreover, the various parts of a localization
system, develops the equal type of vulnerabilities connected along towards various
systems, since it is distributed multihop algorithm. For example, these below attacks
include Sybil, replay, wormhole along with duplicate attack [2, 5-7, 14].

Sybil Attack: Here, a malicious node is a set of different node and continues
sending wrong information. Such wrong information can be distance, positions
estimation, various hops, or beacons.

Replay Attack: Here, from beacon node, a compromised node copies a received
packet and starts resending the same packet after some time. This is the clone of the
initial packet, The neighboring nodes wrongly deduct that the infected node is the
node which has sent out the initial packet. Here, distance computation is obtained
on the basis of compromised node where the final position in the packet highly
depends on the initial node, and then, position computation gets affected. Mainly,
signal strength with time-based distance calculations are affected, since the packets
sent by the compromised node will have a totally discrete signal strength as well as
discrete propagation time [2, 5-7, 14].

Wormbhole Attack: Here, the information obtained by single infected node is
sent to other side of the network and cloned by other infected node on the different
side of the network. The given path between mentioned two attackers is a wormhole
in the manner that a packet coming on one side is copied and forwarded on the
different side of the network, representing as if it came from different neighboring
node. Such kind of attack is shown in. Finally, these attacks can deeply destroy an
insecure localization system through setting completely different and erroneous
reference points in the position computations [2, 5-7, 14].

Compromise Attack: This is having three stages: physically compromising the
sensors, deploying the compromised sensors, and compromised nodes after starting
attacks [1, 15].

5 Simulation Setup and Result

WSN localization estimation is the process of getting the final position of sensor
nodes; such position is based upon estimation but not right. Because GPS got high cost
and calibrated outdoors only, here some localization algorithm looks to be perfect in
calculating the exact position of sensor nodes [16]. The used WSN localization sim-
ulation tool is based upon two layers, a core simulator layer and a localization layer.
Here, Table 1 presents various WSN localization simulation parameters information:

Simulation Results: Simulation results are specified in Table 1. The graph in
Figs. 1,2,3,4,5,6,7,8,9, 10, 11, 12 and Tables 2, 3, 4, 5 show the performance
of localization algorithms in form of WSN node’s residual energy against various
network security attacks.
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Table 1 WSN localization simulation parameters

Simulator

WSN Localization Simulator

WSN localization
Algorithms

Kalman, Monte Carlo, improve Monte Carlo, mobility prediction

localization, secure MPL

Network security attacks

Wormhole, Sybil, compromise and replay

Mobility of WSN nodes

10, 20, and 30 m/s

Packet size

256, 512, and 1024 Bytes

Temperature

20°, 25°, and 30°

WSN node density

50, 100, and 150

Sensor’s mobility model

Modified random waypoint

Anchor’s mobility model

Modified random waypoint

Number of anchor nodes

150

Sensor model Mica2
Propagation model Two-ray ground
Simulation time 150 s

Mobility Speed 10 M/Sec
.5 e —
99.966
99.964
99.962
g 99,96
Z 99.958

>
m I I I
99.95 I I

W 99,956
99,954
99.952
KALMAN MCL ImcL MPL SMPL
ALGORITHM
B Wormhole ®Sybil = Compromise M Replay
Fig. 1 Performance of WSN localization algorithms versus network security attacks under
mobility speed 10 M/S

Mobility Speed 20 M/Sec
i ty Sp /

99.83

| o s
Ess.ez
E 99,81
Z a9
99.79 I
99.78

KALMAN MCL IMCcL MPL SMPL
ALGORITHM

=
-.l

B Wormhole ®Sybil = Compromise ™ Replay

Fig. 2 Performance of WSN localization algorithms versus network security attacks under
mobility speed 20 M/S



Fig. 3 Performance of WSN
localization algorithms versus
network security attacks

under mobility speed 30 M/S

Fig. 4 Performance of WSN
localization algorithms versus
network security attacks
under packet size 256 Bytes

Fig. 5 Performance of WSN
localization algorithms versus
network security attacks
under packet size 512 Bytes

Fig. 6 Performance of WSN
localization algorithms versus
network security attacks

under packet size 1024 Bytes

Fig. 7 Performance of WSN
localization algorithms versus
network security attacks
under 20° temperature
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Fig. 8 Performance of WSN 99.97 . Temperature 25 Degree

localization algorlthms versus = 99.065

network security attacks g 99.96

under 25° temperature Z 99.955 ll I l I
99-95 ALMAN  mcL IMCL MPL SMPL

ALGORITHM

®m Wormhole ®Sybil = Compromise = Replay

Fig. 9 Performance of WSN Temperature 30 Degree

99.84

localization algorithms versus
99.83

network security attacks -
under 30° temperature 99.82
s ol I 1l I
99.8

KALMAN MCL IMCL MPL SMPL
ALGORITHM

ENERGY

®m Wormhole m Sybil = Compromise m Replay

Fig. 10 Performance of Node Density 50
WSN localization algorithms T
versus network security 3 99.82
attacks with the node density E 99.8 I IIII
of 50 nodes w 99,78 I I III
99.76
KALMAN MCL IMCL MPL SMPL
ALGORITHM
® Wormhole ™ Sybil w Compromise ™ Replay
Fig. 11 Performance of 99.84 Node Density 100
WSN localization algorithms 99.82 | = i
versus network security E 99.8
attacks with the node density Y g9.78
of 100 nodes ™ 99.76 IIII |I IIII
9978 ALMAN  mcCL IMCL MPL SMPL
ALGORITHM
B Wormhole ™ Sybil = Compromise M Replay
Fig. 12 Performance of Node Density 150
WSN localization algorithms 99.84 | s |
versus network security - 9982
. . 5 99.8
attacks with the node density € 99.78
of 150 nodes Z 99.76 IIII
99.74
99.72

KALMAN MCL IMCL MPL SMPL
ALGORITHM
o Wormhole mSybil m Compromise ™ Replay



S. Soni and M. Shrivastava

Table 2 Vulnerability of WSN localization algorithm against various network security attacks
under the performance matrices of mobility of WSN nodes

Wormbhole Sybil Compromise Replay
1. Kalman Vulnerable Vulnerable Not vulnerable Not vulnerable
2. MCL Vulnerable Not vulnerable Not vulnerable Not vulnerable
3. IMCL Not vulnerable Not vulnerable Not vulnerable Vulnerable
4. MPL Not vulnerable Vulnerable Vulnerable Not vulnerable
5. SMPL Not vulnerable Vulnerable Not vulnerable Vulnerable

Table 3 Vulnerability of WSN localization algorithm against various network security attacks
under the performance matrices of packet size of WSN nodes

Wormhole Sybil Compromise Replay
1. Kalman Vulnerable Vulnerable Not vulnerable Vulnerable
2. MCL Vulnerable Not vulnerable Vulnerable Not vulnerable
3. IMCL Vulnerable Not vulnerable Vulnerable Vulnerable
4. MPL Not vulnerable Vulnerable Not vulnerable Not vulnerable
5. SMPL Not vulnerable Vulnerable Vulnerable Vulnerable

Table 4 Vulnerability of WSN localization algorithm against various network security attacks
under the performance matrices of temperature

Wormbhole Sybil Compromise Replay
1. Kalman Vulnerable Vulnerable Vulnerable Not Vulnerable
2. MCL Vulnerable Not vulnerable Not vulnerable Vulnerable
3. IMCL Not vulnerable Not vulnerable Vulnerable Not vulnerable
4. MPL Vulnerable Vulnerable Not vulnerable Vulnerable
5. SMPL Vulnerable Vulnerable Not vulnerable Vulnerable

Table 5 Vulnerability of WSN localization algorithm against various networks security attacks

under the performance matrices of WSN node density

Wormbhole Sybil Compromise Replay
1. Kalman Vulnerable Vulnerable Not vulnerable Vulnerable
2. MCL Not vulnerable Vulnerable Vulnerable Vulnerable
3. IMCL Vulnerable Vulnerable Not vulnerable Vulnerable
4. MPL Not vulnerable Vulnerable Not vulnerable Vulnerable
5. SMPL Not vulnerable Vulnerable Vulnerable Vulnerable
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6 Conclusion and Future Scope

Finally, this research study has shown the nature of vulnerability and impact of
WSN localization algorithms which is summarized in Tables 2, 3, 4, and 5. Mainly,
localization algorithms show basic help and support toward various location-based
protocols along with different implementation areas. Accuracy of localization is
deeply integrated to the QoS of WSNs [17]. In a nutshell, we can say that Kalman
algorithm is vulnerable to wormhole and Sybil attacks. MCL, IMCL, and SMPL
algorithms show good performance against Sybil attack. Now researchers can use
these findings to develop/improve more secure WSN localization algorithms against
various network security attacks. MPL algorithm shows good performance against
compromise attack. In the future, we will study the security techniques/methods to
better improve the further performance of localization algorithms against network
security attacks.
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Fitting a Neural Network Classification
Model in MATLAB and R for Tweeter
Data set

Syed Muzamil Basha and Dharmendra Singh Rajput

Abstract Nowadays, the interest among the research community in sentiment
analysis (SA) has grown exponentially. Our paper aims to find the prediction error
occurred when we perform SA on tweets. The data set considered for the
demonstration has 1129 tweets, and output parameters having predictor identifiers.
Artificial neural networks (ANNs) are designed with ten hidden layers and one
output layer. Additionally, trained the designed system with the help of MATLAB
software to find the prediction error and also, derived sentiments using ggplot2
package in R.

Keywords SA - ANN - ggplot2 - R

1 Introduction

This instruction file for A classifier C is a mapping, C : R, — Ni., where R, is
multidimensional space and Ny is the set of vectors with different labels assigned
for a specific class (C) problem and is termed as

Nee=y€R; ye{0,1}V; > y=1

i=1

By default, the nature of all the traditional classification algorithms is binary, which
can be further enhanced to address multi-class problems. The goal of classification is
to accurately predict the target class for each case in the data having 134 tweets as
training data collected from http://www.sananalytics.com/lab/twitter-sentiment.
This data set contains 5513 human-categorized reviews based on topic in the form of
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tweets. Each entry contains tweet id, tweet text, tweet creation date, topic used for
sentiment, sentiment label: {positive (p), Neutral (N), Negative (Ne), Others (O)}.
The entire classification of reviews was done by an American male who is fluent in
English. Niek J. Sanders njs @sananalytics.com, http://linkedin.com/in/niekjsanders.

2 Related Work

The author [1] has proposed an algorithm, addressing multi-class problems by
considering seven different data sets and made an extensive comparison of time and
accuracy in training the model with classical Kozas model, whereas the author in
[2] also addressed the multi-class problem in the application area called ConveNets
with all possible scenarios. In [3], the author proposed a new version of convolution
neural network multi-scale spatial partition network, which can handle both text and
image data. In [4], the author has proposed a classifier which can achieve
fine-granularity aesthetic quality prediction with an accuracy of 87.1%. In [5], the
author made an attempt to improve the classification performance of fuzzy mini-
mum and maximum algorithm using hyper-box expansion rule. In [6], author
proposed deep neural network system (DNN) that uses hidden Markov model
toolkit to generate transformed MFCC features from BNF extractor. In [7], the
author addresses the problem of feature selection from noisy data by combining two
techniques discrete wavelet transform and probabilistic neural network. The author
in [8] developed an ANN model using a back-propagation learning rule and
achieved higher classification accuracies for both the training (95%) and testing
(82%) data sets. In [9], the author addresses the problem of classifying eight dif-
ferent heartbeat conditions using arrhythmia classification method and achieved
92.74% classification rate, whereas in [10] the author made use of image data and
classified human gender and age using local gabor binary pattern histogram and
yield an accuracy of 94.17%. In [11], the author uses multi-crop polling operation
for feature selection on image data in identifying the proper lung functioning. In
[12], the author built their own ANN to classify pollutants made up of sixty-one
input neuron, three output neurons with three hidden layers. In [13], the author
makes use of deep convolution neural network and support vector machine in
classifying EEG signal images and achieved the average accuracy 92.24%. In [14],
the author combined convolution neural network with extreme learning machine for
hyperspectral imagery without spectral distortion. In [15], the author made an
investigated on multi-distribution deep neural network in intonation classification of
English language and yield the classification accuracy rate of 93.0%. In [16], the
author modified version of the particle swarm optimization algorithm is used to
train the radial basis function network for classification of the electroencephalogram
signal for epileptic seizure identification, proposed method produced a maximum
accuracy of 99%. In [17], the author set up an artificial neural networks model using
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standard merceological parameters to classify NIR data. In [18], author uses
47 images of teeth and uses wavelet Fourier descriptor in extracting features of teeth
with support vector machine, achieved classification accuracy of 94% and repeated
the same for about 30 CT cases.

3 Methodology

Let us consider, the input data collection as X = {I, I»,..., I,,} and its associated set
of label vectors Y = {L,, L,...,L,}. For a two-dimensional classification problem, a
possible GONN classifier is represented by a single GONN tree (GONN T (x)). For
any simple pattern assume x, the single GONN tree can be constructed for two
classes as in Eq. 1:

{classl GONN(X)ZO} 0
class2  GONN(X) <0

By using relative mean squared error (MSE) of the GONN, one can easily
evaluate the fitness value of proposed algorithm as given in Eq. 2.

1
F.= =
143375 (Dy = Ay)

2)

where X is the length of training data set, D, is the expected output on y and A, is
the GONN expected output, when Y is given as input.

3.1 Identifying a Collection of Input Parameters
and Corresponding Collection of Output Parameters

We can start neural network toolbox in MATLAB with nnstart command. The GUI
of ANN tool can be displayed. The screen wizard to select input data set and target
data set. The target data is prepared based on the class labels. The target data can
have many number of vectors. Each vector should consist of either 0 or 1. We have
selected 15% of total input data set samples for validation, another 15% for testing.
Remaining 70% input data set will be for training. Training is the process to adjust
the network weights and bias according to its error. NN toolbox provides wide
variety of training algorithms, each having their own learning inbuilt function.
Validation is the process to measure the process generalization and to halt the
training when generalization stops improving. Testing is the process to measure the
performance of network during and after training. This will never affect on training.
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To extract the wanted columns from the data set, the below given code is used in
order to generate required output file (.txt) comma as separator. The generated
output file has only the classified field called class obtaining values {0, 1}.

3.2 Structure of ANN

The hidden layer parameter is set to 10. Hidden layer: it is a neuron in feedforward
network that connects as input to another layer. The hidden layer processes the
weights and biases using sigmoid function.

Output layer: it is another neuron that will take the input from hidden layer and
process with softmax function.

Output: it is set to 1. The out neuron is defined itself based on the target vector.

3.3 Training the System with the Help of MATLAB
Software

To show the wizard of training, the network using scaled conjugate gradient
back-propagation process. The performance of network will show based on
cross-entropy and confusion matrices. Representing the algorithm details and
numbers of iteration made to train the entire system.

4 Results

Figure 1 represents the best validation performance which occurrs at epoch 17.
Figure 2 shows the confusion matrices of network. The bottom matrices will define
the accuracy of the network. Here we got 73:7% for classified correctly and 26:3%
are misclassified. If the network result is not satisfactory, then network can retrain
by adjusting network size. Cross-entropy is to be evaluated for each class of output
variables as in Eq. 3.

Entropy = — training_rate X log (Output) (3)

The aggregate cross-entropy performance is the mean of the individual values as
in Eq. 4:

sum(Entropy Values)

Performance of Model =
numel (Entropy)

4)
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Best Validation Performance is 5.9291e-08 at epoch 17
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