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About this Study Guide

Preface
This study guide is an instructional companion to the book Enterprise Cybersecurity: How to Build a Successful 
Cyberdefense Program Against Advanced Threats. This study guide increases students’ understanding of the 
book’s ideas, whether they are using it in the classroom or for self-study. The study guide is structured to be 
self-explanatory and is intended to augment the book’s content. For additional information and detail on the 
topics covered in this study guide, please reference Enterprise Security: How to Build a Successful Cyberdefense 
Program Against Advanced Threats by Scott E. Donaldson, Stanley G. Siegel, Chris Williams, and Abdul Aslam 
(Apress, 2015) (www.apress.com/9781430260820).

Implementing a successful cyberdefense program against real-world attacks is what Enterprise 
Cybersecurity is about. Often in cybersecurity, everyone knows what should be done, but resources to do 
it are not sufficient. Organizations must prioritize their efforts to deploy an incomplete solution that they 
“hope” is sufficient. The challenge lies in how to prioritize resources so security can be as successful as 
possible. As shown in Figure P-1, the Cybersecurity Conundrum often gets in the way of what needs to be 
done, leaving gaps in enterprise cyberdefenses that are exploited by clever attackers.

Figure P-1.  Even though the cybersecurity conundrum presents 
significant challenges, implementing a successful cyberdefense program 
that works against real-world attacks is achievable.

One Cybersecurity Conundrum challenge is that cybersecurity professionals want to implement more 
than what control frameworks specify and much more than what the budget allows. Ironically, another 
challenge occurs even when defenders get everything that they want; clever attackers are extremely effective 
at finding and exploiting the gaps in defenses, regardless of their comprehensiveness. The overall challenge, 
then, is to spend the available budget on the right protections so that real-world attacks can be thwarted 
without breaking the bank and that they also comply with mandated regulatory requirements.

http://www.apress.com/9781430260820
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Intended Audiences
As shown in Figure P-2, people involved in or interested in successful enterprise cybersecurity can use this 
study guide to gain insight into an effective architecture for coordinating an entire cyberdefense program.

This study guide is intended for the following audiences:

•	 Everyone involved in or interested in successful enterprise cybersecurity. This study 
guide offers material for those who want to use the book to help them do their work. Such 
individuals can use this material to learn about cybersecurity and its challenges, cybersecurity 
implementation, effective cyberdefenses, pragmatic cyberincident response, cybersecurity 
program assessments, and cybersecurity program management. In short, this study guide helps 
those who need to understand the challenges of delivering effective cybersecurity solutions.

•	 Students. This study guide recasts the book’s contents as presentation material. This material is 
organized according to the chapter organization of the original book, with major points appearing 
generally in the same order as they appear in the book. Most of the book’s figures, or adaptations 
of these figures, appear in this study guide. Students can use this material in a number of ways in 
conjunction with the text to include the following examples:

•	 Before reading a chapter or part of a chapter from the book, students can go to the corresponding 
study guide pages to get a quick look at the chapter or chapter part and understand its major 
points and themes.

•	 While reading a chapter or chapter part, students can, in parallel, look at the corresponding 
study guide pages. Sometimes a different look at the same material can facilitate learning.

•	 After reading a chapter or chapter part, students can go to the corresponding study guide 
pages to quickly review key points, concepts, and descriptive figures.

Figure P-2.  Successful enterprise cybersecurity is a team sport.
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•	 Instructors. This study guide offers material that instructors can use to develop classroom 
presentations based on the book’s contents. Instructors can also use these pages to incorporate 
material from the book into other courses. For example, an instructor may be teaching a course (or 
part of a course) on the topic of cybersecurity assessments. If such a course is presenting different 
approaches to cybersecurity assessments, “Chapter 11: Assessing Enterprise Cybersecurity” 
and/or “Appendix D: Cybersecurity Sample Assessment” in this study guide may offer the 
instructor ready-made material for demonstrating one example of a comprehensive assessment 
methodology.

Using Study Guide Material
This study guide material can be used in a number of ways that include the following:

•	 Corporate Education. This material can be used to teach a short course to employees within an 
organization or to teach a more detailed course targeted at cybersecurity professionals. The course can 
address all the book’s material or selected material for special topics.

•	 University Education. This material is suitable for a course at the undergraduate and graduate levels. 
The material can be covered quickly in a single overview course, or it can be covered in more detail as 
part of a larger cybersecurity instruction program. When considered in depth, the material of this study 
guide may be too extensive to be thoroughly covered in a one-semester, three-credit course.

	 This guide can be used to structure short presentations on selected topics from the book. In the 
university environment, this approach can be used to structure a graduate-level special topics 
seminar spanning multiple weeks, and perhaps meeting for a couple of hours each week to 
discuss detailed topics drawn from the book and other industry literature. Such a seminar might 
be used to help students conduct their own research and assess other information sources from 
books, literature, and the Internet.

•	 Professional Conferences and Meetings. The authors offer the following suggestions to those 
involved with establishing cybersecurity training programs:

•	 This material can be used to give presentations at professional conferences and other meetings 
pertaining to cybersecurity (such as the Information Systems Security Association [ISSA]).

•	 This material can be used to structure short presentations (say, one hour) to introduce 
employees to key cybersecurity-related topics such as common cybersecurity attacks, 
cybersecurity frameworks, cybersecurity policy, and cybersecurity operational processes.

•	 This material can be used to structure half-day or longer presentations dealing with the 
how-tos of such topics as cybersecurity assessments audits and measuring a cybersecurity 
program.
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•	 The material can be used to augment existing training activities:

•	 The material found in “Appendix C: Object Measurement” can be added to an existing 
presentation on measurement. One purpose of such an addition would be to illustrate 
alternative ways of addressing the challenging problem of meaningful cybersecurity 
measurement.

•	 This material can be added to a new module as a self-contained presentation. For example, 
a company may have one or more training modules dealing with different aspects of the 
business case for cybersecurity improvement. This material could be included in a module 
that focuses on return on investment, while another module might focus on cybersecurity 
effectiveness.

How This Study Guide Is Organized
•	 Introduction 

The introduction lays the groundwork for subsequent discussions on how to start, continue, and 
improve an enterprise’s cybersecurity. This section provides an introductory understanding of 
cybersecurity and explains how cybersecurity is with us to stay.

•	 Part I: The Cybersecurity Challenge 
Part I is about the cybersecurity challenge and how cybersecurity has changed over the past 
decade. Due to this evolution, the cyberdefense methods that worked well in the past are doomed 
to fail in the future.

•	 Chapter 1: Defining the Cybersecurity Challenge 
This chapter defines the cybersecurity challenge facing the modern enterprise and discusses 
the threats against its defenses and why those threats are succeeding at an alarming rate.

•	 Chapter 2: Meeting the Cybersecurity Challenge 
This chapter describes how the cybersecurity challenge can be met and how cybersecurity 
controls and capabilities can be organized to prevent, detect, document, or audit malicious 
behavior.

•	 Part II: A New Enterprise Cybersecurity Architecture 
Part II introduces a new enterprise cybersecurity architecture that is designed to organize and 
manage every aspect of an enterprise cybersecurity program, including policy, programmatics, IT 
life cycle, and assessment.

•	 Chapter 3: Enterprise Cybersecurity Architecture 
This chapter describes the new enterprise cybersecurity architecture and explores 17 
functional areas in terms of their goals and objectives, threat vectors, and underlying 
capabilities.

•	 Chapter 4: Implementing Enterprise Cybersecurity 
This chapter discusses how to implement the new enterprise cybersecurity architecture 
by identifying security scopes, defining security policies, and selecting security controls to 
counter anticipated threats.
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•	 Chapter 5: Operating Enterprise Cybersecurity 
This chapter explains how to operate enterprise cybersecurity capabilities and processes, 
including 17 operational processes and 14 supporting information systems essential to effective 
enterprise cybersecurity.

•	 Chapter 6: Enterprise Cybersecurity and the Cloud 
This chapter discusses how cloud computing is different from the conventional data 
center and explains how the new architecture needs to be tailored for cloud computing 
environments.

•	 Chapter 7: Enterprise Cybersecurity for Mobile and BYOD 
This chapter describes the trends of mobile computing and Bring Your Own Devices (BYODs) 
and how these two trends solve problems and introduce challenges for the new architecture.

•	 Part III: The Art of Cyberdefense 
Part III discusses the art of cyberdefense and how the new architecture is deployed and used to 
provide effective risk mitigation and incident response for cybersecurity crises.

•	 Chapter 8: Building an Effective Defense 
This chapter examines why attackers have great success against legacy cyberdefenses, how the 
steps of the attack are sequenced and how to disrupt them, and how to layer cyberdefenses so 
they effectively thwart targeted attacks.

•	 Chapter 9: Responding to Incidents 
This chapter describes the incident response process in detail by considering what 
the enterprise needs to do on an ongoing basis to investigate, contain, and remediate 
cybersecurity incidents when they occur.

•	 Chapter 10: Managing a Cybersecurity Crisis 
This chapter discusses how severe cybersecurity incidents become crises and how the 
enterprise must behave differently in a crisis situation while it struggles to restore normal 
operations.

•	 Part IV: Enterprise Cyberdefense Assessment 
Part IV establishes a methodology for quantitatively and objectively assessing cybersecurity using 
the enterprise cybersecurity architecture and then mapping those assessments against major 
frameworks for reporting purposes.

•	 Chapter 11: Assessing Enterprise Cybersecurity 
This chapter explains the cybersecurity assessment and auditing process, and provides 
four worked-out examples using the new architecture to assess cybersecurity posture and 
effectiveness.

•	 Chapter 12: Measuring a Cybersecurity Program 
This chapter provides a comprehensive method for objectively measuring an enterprise’s 
cybersecurity by looking at risk mitigations, cybersecurity functional areas, and security 
operations.

•	 Chapter 13: Mapping Against Cybersecurity Frameworks 
This chapter explains how to take the results of an enterprise cybersecurity assessment and 
map them against other cybersecurity frameworks for the purpose of evaluation, audit, or 
compliance reporting.
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•	 Part V: Enterprise Cybersecurity Program 
Part V brings together the concepts of the rest of the book into a comprehensive enterprise 
cybersecurity program that combines assessment, planning, prioritization, implementation, and 
operations.

•	 Chapter 14: Managing an Enterprise Cybersecurity Program 
This chapter explains the cybersecurity program management process and shows how the 
enterprise can use it to manage cybersecurity decision-making and prioritize improvements 
to get the best possible value for the investment.

•	 Chapter 15: Looking to the Future 
This chapter concludes the study guide by discussing the evolution of generations of 
cyberattacks and cyberdefenses, and how enterprise cybersecurity architecture will evolve 
over time to support the enterprise’s needs now and in the future.

•	 Part VI: Appendices 
The appendices provide greater detail than the chapters and provide important details and 
examples for cybersecurity practitioners who want to use the enterprise cybersecurity architecture 
described in this study guide.

•	 Appendix A: Sample Cybersecurity Policy 
This appendix provides a sample enterprise information security policy document, organized 
into the 11 functional areas of the new architecture described in this study guide.

•	 Appendix B: Cybersecurity Operational Processes 
This appendix contains detailed flowcharts for the 17 operational processes of enterprise 
cybersecurity, and it also introduces the 14 supporting information systems.

•	 Appendix C: Object Measurement 
This appendix introduces the Object Measurement Methodology for objective assessment 
and explains how to use it to measure and report enterprise cybersecurity architecture 
effectiveness.

•	 Appendix D: Cybersecurity Sample Assessment 
This appendix provides an example enterprise cybersecurity assessment using the 
methodology contained in this study guide, providing multiple levels of details showing how 
different types of assessment can be performed.

•	 Appendix E: Cybersecurity Capability Value Scales 
This appendix contains detailed, example Object Measurement value scales for measuring the 
performance of each of the 113 enterprise cybersecurity architecture capabilities, grouped by 
the 11 functional areas.
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Summary
•	 This study guide is an instructional companion to the book Enterprise Cybersecurity: How to Build 

a Successful Cyberdefense Program Against Advanced Threats.

•	 This study guide contains landscape-formatted pages that recast the book’s content and new 
content as presentation material.

•	 This material is organized according to the chapter structure of the original book and is laid out in 
the order that it appears in each chapter.

•	 This study guide is intended for everyone involved in or interested in successful enterprise 
cybersecurity (business professionals, IT professionals, cybersecurity professionals, students, and 
so on).

•	 Students, cybersecurity professionals, and IT professionals can use this study guide in a self-study 
manner. Students can also use this study guide to facilitate note-taking in the classroom.

•	 Instructors can use this study guide to develop classroom presentations based on the book’s 
contents.

•	 This study guide, in conjunction with the book, can be used by anyone who wants to learn and 
apply what it takes to build a successful cyberdefense program against advanced threats.
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