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V 

Foreword 

Information technology and communication tools have fundamentally 
changed the way in which humans as well as businesses operate and in-
teract. The caused challenges include automated data processing between 
machines as well as artificial and swarm intelligence being able to draw 
conclusions from a wide range of data. 

The global data flows are exposed to many different legal frameworks of 
sovereign nation states. The lack of legal interoperability leading to a frag-
mentation of the normative environment jeopardizes the success of the 
technologically possible information exchanges. This assessment is partic-
ularly relevant in the field of data protection law. The different levels of 
data privacy rules in the European Union and in the United States of 
America have already provoked many political and legal debates.  

This publication analyses the potential conflicts in the light of their risks to 
enterprises and the way in which US-based cloud providers react to the 
uncertainties of the applicable data protection rules. Furthermore, the 
study provides recommendations on how to navigate the practical chal-
lenges and limitations in this field based on a lack of awareness related to 
the precise consequences of the processing operations within an enterprise 
in view of the given data protection framework. 

The legal considerations are relying on an empirical investigation done 
with US cloud providers. The qualitative interviews conducted during 
July and August 2016 in California were set up in an open format with an 
introductory phase and a subsequent focus an data protection and data 
security issues based on the experience of the interview partner. This (oth-
erwise not chosen) combination of empirical and normative work allows 
the development of new insights into the difficult application of data pri-
vacy laws. 
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